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Fraud Investigation 
Preliminary Assessment Worksheet  

 

Fraud Case Number F-20-102 

Client Bainbridge Island Metropolitan Park and Recreation District 

Fraud Specialist Nick Benfield (benfieldn@sao.wa.gov) 

Loss Notification Date 3/10/2020 

Initial Contact with Entity Date 3/23/2020 

Assessment Completion Date 4/6/2020 

Team Review Name IT Audit 

Team Review Date 4/9/2020 Erin Laska 

Fraud Manager Review Date 4/10/2020 

Action/Next Step  Close case with e-mail or phone call to entity 
 

The preliminary assessment worksheet summarizes the pre-planning information needed for the triage meeting.  
An assessment does not need to be completed on loss reports that do not require action per policy (losses 
resulting from breaking and entering or property vandalism normally handled by a law enforcement agency or by 
the entity, or other losses such as reasonable cash-receipting overages/shortages, reasonable inventory shortages 
or other de minimis losses). 

Reported Loss Information 

1  Description of suspected loss or illegal activity 

SUBMITTED DESCRIPTION: Our hard drive (2) were hacked 
and all the data plus our back up data was wiped clean. We 
are able to rebuild from a data cloud back up but we have 
been without an accounting system for two weeks as the 
system is brought back.  

2  How loss was detected and reported 
We were unable to log in, connect to the internet. Our IT 
people checked and found the servers compromised. 

3  Type of loss  (e.g. cash receipts, disbursements, payroll) Cyber Concerns 

4  Reported amount of loss  $0 

Information from EIS and Audit Manager 

5  Entity liaison name Amy Swenson 

6  Entity liaison title Finance/HR Director 

7  Entity liaison phone number 206.842.2306 

8  ☐ Related audit exceptions in EIS 

9  
If yes, what was level of reporting (exit item, mgmt letter, or 
finding)? 

Nothing related 

10  
If applicable, summarize your review of TeamMate audit 
work related to area of reported loss.   

N/A 

11  
Summarize any audit manager’s concerns about client and 
reported loss.  

No concerns 



12  Normal audit scope and cycle for client? 
Accountability Cycle: 2-year; Financial Cycle: 2-year; Single 
Audit Cycle: None 

13  Accountability audit budget?   90.0 

14  

Is the audit team currently conducting an audit?  If yes, what 
is the status and scope (financial, single or accountability)? 

If not, when is the audit scheduled to start? 

Audit will be completed Fall 2020 

15  Any other relevant information? N/A 

Information from Client 

16  ☐ The individual suspected in the loss has access to other accounting/financial systems or bank accounts. 

17  If yes, list those systems and accounts. Click here to enter text. 

18  ☐ The client has properly secured records or evidence related to the loss 

19  ☐ Potential for additional loss or other areas of risk for loss - “What Else”   

20  If yes, summarize. N/A 

21  When was the individual hired by the client? 
Month Click here to enter text.  
Year Click here to enter text. 

22  ☐ The individual has been in different job positions with the client and there have been employment history issues   

23  If yes, list the position, time-period and issues. Click here to enter text. 

24  
What is the current employment status of the individual (e.g. 
administrative leave on XX date)? 

Click here to enter text. 

25  ☒ The client conducted an investigation   

26  If yes, summarize results. Click here to enter text. 

27  ☐ A police report has been filed   

28  ☐ Law enforcement is investigating 

29  ☒ Another outside party (FBI, OIG, LEAs or other investigator) is conducting an investigation. FBI notified 

30  
☐ The client has established a time table of events that occurred up to the reported loss. (If not, recommend they document the 

key events.) 

31  ☐ There is a fixed responsibility 

32  
Who within the client has been notified of the loss 
(commissionars, board, elected officials, etc.)? 

Entire organization was informed 

33  ☐ The County Prosecutor has been notified 

34  Has legal counsel has been obtained by the individual? Unknown 

35  ☐ The client has entered into restitution agreements 

36  Any other relevant information? 

On the weekend of the February 23rd encryption was 
used to render the entity’s servers inoperable, however 
no ransom was given. The Entity Recovered from 
backups that were stored in AWS glacier (cloud 
backup). There was a three week disruption in 
operations as servers and services were reconstituted. 
The last service re-established was the financial 
system. During the outage employees were issued 
paper checks for one pay period.  



 
The Entity’s Insurance Company was notified and hired 
a forensics experts and a privacy lawyer to assist in the 
event. Results from the forensics investigation should 
be presented to the Entity in the coming weeks. The 
Entity also notified the FBI, Fusion Center, however did 
not file a case with local authorities. All employees 
were also informed of the event.  
 
The local contractor managing the IT infrastructure 
informed us that the hard drives on the SAN were 
encrypted and set back to factory defaults. He then 
theorized that remote desktop was likely the initial 
vector of infiltration. Completion of the forensic 
analysis should be more conclusive. 
 
The entity reports there was no impact to the financial 
records because they backed up to the cloud on the 
Friday afternoon and the attack happened on the 
weekend. For three weeks they kept paper records and 
those were added after access came back.  
 
No suggestions were made to the entity to prevent 
future issues because the entity has a forensics expert 
working with them.  
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