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Dear Ms. Bryant,
 
The Office of the Washington State Auditor has completed our response to your
public records sent in via our website, as follows:
 

Please provide all records regarding Fraud Report 1033174 City of
Spokane and WA State Health Care Authority.

 
We have attached all the responsive records found to fulfill your request with us, as
well as the redaction codes used. Please let us know now if you have any questions,
concerns or issues regarding this request.  We will now consider this closed.
 
Sincerely,
 
 
 

Mary Leider, CPRO
Public Records Officer, Office of the Washington State Auditor
(564) 999-0919 | www.sao.wa.gov
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From: Superville, Sarrah (SAO)
To: Alfano, Tara (SAO)
Cc: Shaw, Alisha (SAO)
Subject: City of Spokane/HCA External Investigation Review Budget Approval
Date: Monday, December 5, 2022 12:46:47 PM
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Hi Tara,




Thank you for your HelpDesk requesting an external investigation review budget. Based on our
discussion, I approve the following budgets:




Health Care Authority (F-22-399) - Total budget of 22 hours to be used as follows:
·         1 hr – Already charged
·         11 hrs – Review entity investigation 
·         1 hr – Team level review
·         4 hrs – Reporting/Exit/Contingency
·         5 hrs – Team Fraud review




 
City of Spokane (F-22-371) - Total budget of 28 hours to be used as follows:




·         1 hr – Already charged
·         15 hrs – Review entity investigation 
·         2 hrs – Team level review
·         5 hrs – Reporting/Exit/Contingency
·         5 hrs – Team Fraud review




 
Please submit a BUCO and use this email as an attachment. Let me know if you have any
questions.
 
Thanks!




 




Sarrah Superville, CFE
Special Investigations Program Manager, Office of the Washington State Auditor
Direct: (425) 510-0494 | Pronouns: She, Her, Hers
We are hiring! Go to sao.wa.gov/jobs to see our openings.
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https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.sao.wa.gov%2F&data=05%7C01%7Calfanot%40sao.wa.gov%7Cb2f8acb3c46c474da74408dad701d25f%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638058700067006682%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=lX2Ygy%2BPWLklhVz%2F908%2BvEvH5x0fJsbw9x1obV7MxTc%3D&reserved=0
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Communication Log.xlsx

Communication Log


			Communication Log:


			Purpose/Conclusion:						To document communication (all phone calls and emails) with the audit client during the audit.


			Date			Contact person			Phone/Email			Link to attached email			Communication category			Additional Communication Notes (if necessary)


			11/15/22			Lynda Karseboom, Audit and Accountability Manager			Email			N/A			Inquiry			Initial contact requesting meeting to discuss case


			11/16/22			Lynda Karseboom, Audit and Accountability Manager			Phone						Inquiry			Lynda referred us to Nathan Hathaway, the HCA staff in charge of the investigation who could provide details about the case


			11/18/22			Nathan Hathaway, Employee Relations Manager			Phone						Inquiry			Discussed investigation, findings, and documents available for review


			11/18/22			Nathan Hathaway, Employee Relations Manager			Email			N/A			Documents received			Provided investigative report and relevant attachments (we attached both documents to this TM file)














































































Final Report City_HCA.pdf




 
 
 
 
 
 
 
 
 
 
 
 
 
 



Fraud Investigations Report 
 



City of Spokane and 
Washington State Health 
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Report No. 1033174 
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Office of the Washington State Auditor 
Pat McCarthy 



 



November 16, 2023 
 
 
Mayor and City Council 
City of Spokane 
Spokane, Washington 



 
Susan Birch, Director 
Health Care Authority 
Olympia, Washington 



Report on Fraud Investigations 
Attached is the official report on questionable activities at the City of Spokane and Washington 
State Health Care Authority. On October 3, 2022, and October 11, 2022, the City and the Health 
Care Authority, respectively, notified the Office of the Washington State Auditor of potential 
losses of public funds. These notifications were submitted to us under the provisions of state law 
(RCW 43.09.185). 



Our investigations were performed under the authority of state law (RCW 43.09.260) and included 
procedures we considered necessary under the circumstances. 



If you are a member of the media and have questions about this report, please contact Director of 
Communications Kathleen Cooper at (564) 999-0800. Otherwise, please contact Special 
Investigations Program Manager Stephanie Sullivan at (360) 688-0858. 



 



Pat McCarthy, State Auditor 



Olympia, WA 



cc: Michelle Murray, Director of Accounting, City of Spokane 
Kari Summerour, External Audit and Compliance Manager, Health Care Authority 



Americans with Disabilities 



In accordance with the Americans with Disabilities Act, we will make this document available in 
alternative formats. For more information, please contact our Office at (564) 999-0950, TDD 
Relay at (800) 833-6388, or email our webmaster at webmaster@sao.wa.gov. 



 



Insurance Building, P.O. Box 40021  Olympia, Washington 98504-0021  (564) 999-0950  Pat.McCarthy@sao.wa.gov 
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FRAUD INVESTIGATIONS REPORT  
 
Background and Investigation Results 
On October 3, 2022, and October 11, 2022, the City of Spokane and Washington State Health Care 
Authority (HCA), respectively, notified our Office regarding potential losses of public funds, as 
required by state law (RCW 43.09.185). In September 2022, the City and HCA discovered that a 
person was simultaneously employed full time at both agencies. 



The City investigated and determined it made questionable payroll disbursements totaling $11,552 
between August 1, 2022, and September 23, 2022. HCA also investigated and found no 
questionable payroll costs. However, HCA determined the employee violated its administrative 
policies for outside employment and personal conduct. 



We reviewed the City’s and HCA’s investigations and concluded that the amount of work the 
employee performed while employed full time at both agencies was questionable. However, we 
cannot quantify the extent of time loss for either agency, because we cannot confirm the amount 
of overlap in actual time worked. The investigations and our review found: 



• On September 26, 2022, HCA contacted the City after learning the employee might be 
working at the City as a Procurement Specialist at the same time she was working for HCA. 
HCA informed the City that it had hired the employee as a Contract Specialist effective 
August 1, 2022. 



• The employee had worked for the City since 2015, and specifically as a Procurement 
Specialist since 2017. During the COVID-19 pandemic, the employee’s workplace shifted 
to a hybrid environment, with some work in person and some work remote. HCA’s 
Contract Specialist position was fully remote. 



• Between the start of her employment with HCA on August 1, 2022, and September 23, 
2022, the employee reported 300 regular salary and leave hours with the City, and the City 
determined it paid $11,552 in related payroll compensation. During the same period, she 
reported 340 regular salary hours and earned about $11,737 in gross wages as HCA’s 
Contract Specialist. 



• As the City’s Procurement Specialist, she had a set work schedule from Monday through 
Thursday from 7 a.m. to 5 p.m. As HCA’s Contract Specialist, she had a set work schedule 
of Monday through Friday from 8 a.m. to 5 p.m. between August 1, 2022, and August 15, 
2022. This schedule shifted to Monday through Thursday from 6 a.m. to 4:30 p.m. between 
August 16, 2022, and September 23, 2022. Given the significant overlap in work schedules, 
the employee could not have performed full-time work for both the City and HCA during 
this time. 



• The employee’s supervisors at HCA noted no significant gaps in online availability to 
indicate she was not working an appropriate amount of time on HCA-related duties. 
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• The City’s computer log-in records did not have enough information to confirm the amount 
of time she did or did not work. 



 
On September 26, 2022, HCA interviewed the Contract Specialist to ask if she was currently 
working for any employers other than HCA. She acknowledged that she was also employed by the 
City but said she had not produced work for the City since July 28, 2022, and was merely receiving 
vacation leave pay. Immediately following the interview, the employee resigned from her position 
at HCA, and she notified her supervisor at the City that she had been employed simultaneously by 
both employers. On September 27, 2022, the City placed her on administrative leave. 



 
On October 14, 2022, the City notified the employee of a pre-disciplinary hearing scheduled for 
October 26, 2022. On that date, the City interviewed the employee, who acknowledged that she 
had been simultaneously employed by both entities. She was subsequently terminated from her 
City job. 



 
Control Weaknesses 
Internal controls at the City and HCA were inadequate for safeguarding public resources. The 
investigations found the following weaknesses allowed the questionable activity to occur: 



• The City does not have established policies and procedures regarding outside employment. 
• HCA relied on the employee to comply with its administrative policies and procedures 



regarding outside employment and did not validate information the employee represented 
regarding her employment with the City. 



• The City and HCA relied on the employee to perform her assigned duties while working 
in-person and remotely. 



• The City lacks sufficient internal controls to verify employees are performing an adequate 
amount of work that aligns with their regular hours. Additionally, they did not have 
sufficient controls to ensure employees were not conducting non-work activity during their 
scheduled work hours. 



 
Recommendations 
We recommend the City consider establishing policies and procedures addressing requirements 
for outside employment. We also recommend the City and HCA monitor employees to ensure 
adequate safeguarding of public resources and compliance with their policies and procedures, as 
applicable. 



Considerations for the City and HCA include continuing to: 
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• Improve their monitoring of employees’ work activity to confirm they are performing an 
adequate amount of work in line with time reported 



• Improve their monitoring of payroll to include proper supervision and establishing 
expectations that managers know what work employees should have performed to ensure 
they are not engaged in dual employment that conflicts with their work schedules 



• Communicate and train staff on policies and procedures applicable to general ethics and 
conflicts of interest 



We will refer this case to the Washington State Executive Ethics Board for any further action it 
determines is necessary. 



 
City’s Response 
Control Weaknesses 



• The City’s Human Resources Department will develop policies and procedures outlining 
guidelines with respect to outside employment. 



• The city will also institute non-compete agreements to ensure that employment out side of 
the city sphere does not conflict with employee(s) current employment with the city. 



• The City managers will establish employee job expectations and regularly verify work is 
being performed in accordance with those expectations. The City’s Human Resource 
Department will enforce the existing Administrative Policy ADMIN 0620-06-11 
Performance Evaluation and Eligibility for Step Increases which is the policy of the City 
to keep its employees apprised of their performance level by regular feedback. The city will 
develop policies and procedures surrounding alternative work schedules. 



• The City’s Human Resources Department will develop a new and/or enforce current 
policies and procedures that will set expectations of employment with the City under a 
hybrid work environment. The policy will include an attestation form that the employee(s) 
and the City agree upon that details and the expectations that employees are not to be 
conducting non-work activity during their scheduled work hours. 



Recommendations 



• The City’s Human Resources Department will develop and or enforce existing policies that 
have monitoring methods that establish employee work expectations and requirements to 
perform regular accountability reviews. 



• The City’s Human Resources Department will develop policies and procedures that will 
identify city employment expectations and will design attestation forms for the employee 
and employer to agree so expectations are explicit. 



• The City’s Human Resources Department will provide manager training that will include 
expectations of payroll review. 



• The city will require annual training on ethics and conflicts of interest of all city employees 
and this will be administered by the Human Resources Department. The City’s Human 
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Resources Department will develop a training program that is traceable and includes a 
statement acknowledgment of understanding from all employees. 



 
HCA’s Response 
The Health Care Authority (HCA) concurs that the employee was employed at HCA between 
August 1, 2022, and September 23, 2022, during which the employee was employed with and 
scheduled to work essentially identical hours for the City. 



• The HCA does not concur with the identified control weaknesses; specifically, the employee 
indicated they would be using accrued vacation leave but not working for the City after 
beginning work with HCA. The employee was provided HCA’s Outside Employment 
Authorization policy and request form to report any additional compensated work on the 
employee’s first day of work with HCA and did not report any additional outside 
employment. The HCA relied on the employee to perform assigned duties and the 
employee’s supervisor appropriately monitored the employee’s training and productivity 
in the role, noting that the employee was a high performer with no unusual gaps in 
productive time or responsiveness while working remotely. 



• The HCA does not concur with the identified recommendations; specifically, the 
employee’s supervisor provided an appropriate amount of oversight with the employee’s 
work production and time and as noted, the employee was observed to have been a high 
performer and accomplished an appropriate amount of work while employed. The HCA 
ensures that new employees receive training on reporting outside employment, including 
what constitutes a conflict of interest, as well as state ethics rules and use of state time. 



 
Auditor’s Remarks 
We reaffirm our control weaknesses described within this report and our conclusion that the 
employee’s hours worked were questionable. We thank City and HCA officials and personnel for 
their assistance and cooperation during the investigation. We will follow up on the City’s and 
HCA’s internal controls during their next audits. 
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Stay connected at sao.wa.gov 
• Find your audit team 
• Request public records 
• Search BARS Manuals (GAAP and 



cash), and find reporting templates 
• Learn about our training workshops 



and on-demand videos 
• Discover which governments serve you 



— enter an address on our map 
• Explore public financial data 



with the Financial Intelligence Tool 



Other ways to stay in touch 
• Main telephone: 



(564) 999-0950 
 



• Toll-free Citizen Hotline: 
(866) 902-3900 



 
• Email: 



webmaster@sao.wa.gov 



ABOUT THE STATE AUDITOR’S OFFICE  
The State Auditor’s Office is established in the Washington State Constitution and is part of the 
executive branch of state government. The State Auditor is elected by the people of Washington 
and serves four-year terms. 



We work with state agencies, local governments and the public to achieve our vision of increasing 
trust in government by helping governments work better and deliver higher value. 



In fulfilling our mission to provide citizens with independent and transparent examinations of how 
state and local governments use public funds, we hold ourselves to those same standards by 
continually improving our audit quality and operational efficiency, and by developing highly 
engaged and committed employees. 



As an agency, the State Auditor’s Office has the independence necessary to objectively perform 
audits, attestation engagements and investigations. Our work is designed to comply with 
professional standards as well as to satisfy the requirements of federal, state and local laws. The 
Office also has an extensive quality control program and undergoes regular external peer review 
to ensure our work meets the highest possible standards of accuracy, objectivity and clarity. 



Our audits look at financial information and compliance with federal, state and local laws for all 
local governments, including schools, and all state agencies, including institutions of higher 
education. In addition, we conduct performance audits and cybersecurity audits of state agencies 
and local governments, as well as state whistleblower, fraud and citizen hotline investigations. 



The results of our work are available to everyone through the more than 2,000 reports we publish 
each year on our website, www.sao.wa.gov. Additionally, we share regular news and other 
information via an email subscription service and social media channels. 



We take our role as partners in accountability seriously. The Office provides training and technical 
assistance to governments both directly and through partnerships with other governmental support 
organizations. 



 





https://sao.wa.gov/about-audits/find-your-audit-team/


https://sao.wa.gov/about-public-records/


https://sao.wa.gov/bars-annual-filing/bars-gaap-manual/


https://sao.wa.gov/bars-annual-filing/bars-cash-manual/


https://sao.wa.gov/bars-annual-filing/bars-reporting-templates/


https://sao.wa.gov/bars-annual-filing/filing-training-and-workshops/


https://sao.wa.gov/improving-government/improvement-training-videos/


https://sao.wa.gov/reports-data/explore-governments-that-serve-you/


https://portal.sao.wa.gov/FIT/
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Office of the Washington State Auditor 



Fraud External Investigation Review Checklist 
 



 
Fraud Case Number F-22-399 



Client Washington State Health Care Authority (HCA) 



Fraud Specialist Tara Alfano 



Date of Investigation Review 1/12/2023 



 
 
Objective: 
 
Audit Policy 1410 may allow all or a portion of an investigation to be performed by a client, law enforcement 
agency (LEA) or other third party.  In such cases, fraud specialists will review this work using the external fraud 
review checklist to determine if the investigative methods and conclusion can be relied on or if additional 
procedures are needed. 
 
Investigators will contact Team Special Investigations, if you have questions or concerns during your review. 
 
 



Notification of Suspected Loss 



1 
When was our Office notified of the 
suspected loss?  If we identified the 
suspected loss, when and how?   



10/11/2022; fraud submitted by entity through SAO portal 



2 What was the amount or potential amount of 
the suspected loss? 



$1.00 - Amount of suspected loss unknown at time of 
submission 



3 
What is the suspected method used to 
perpetrate the loss? 



Employee was found to be holding employment at two locations, 
the City of Spokane and HCA. Claiming to work the same shift at 
both jobs simultaneously.  



4 



If there is assigned responsibility? If so, does 
the subject of the investigation have access 
to other accounting and financial systems?  If 
yes, describe. 



Yes, HCA and City of Spokane employee Micaela Martinez, 
Contracts Specialist 3.  
No access to systems, the employee resigned on 9/26/2022, 
and lost all access then 



5 
Was the subject placed on administrative 
leave (date)? What is their current 
employment status? 



No. Employee resigned on 9/26/2022 after investigative 
interview 



 



6 Who conducted the investigation?  Name, 
Title 



Nathan Hathaway, Employee Relations Manager 



7 
In your judgment, is the individual 
investigating able to conduct an objective 
investigation?  If no, describe. 



Yes 



8 
Does the individual have the experience 
and/or knowledge necessary to conduct the 
investigation?  If no, describe. 



Yes 
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9 
Has our Office had any prior concerns 
working with the individual investing?  If yes, 
describe. 



No 



10 Has the investigation been reviewed by the 
client? 



Yes, by Annette Schuffenhauer, Division Director.  



Scope, Methodology, and Evidence 



11 



What was the scope and methodology of the 
investigation?   Please describe. 



HCA researched the applicable employment policies regarding 
outside employment and ethical behavior.  
 
They confirmed the subject’s employment status and working 
hours with the City of Spokane HR Department and other City 
staff.  
 
Once confirmed, HCA held an investigative interview with Ms. 
Martinez to present the information found and questioning if she 
was working for both entities.  



12 



Did the individual investigating address the 
“what else” question? 



During conversations with Nathan Hathaway, he stated that he 
worked with the subject’s supervisors, Laura Shayder, Contracts 
and Procurement Manager and Julia Jacobs, Contracts and 
Procurement Manager and determined that she was completing 
her assignments and was regularly available online (she was a 
remote worker).  
 
They noted no periods of inactivity and told Nathan that she was 
completing all work successfully. They had no concerns with her 
work or being absent from the job. He also stated the subject 
was an exempt employee and not required to track hours on a 
time sheet, however they noted no lost hour where the 
employee was not working.  
 
Because this employee had only been with HCA for a short time 
and was still in a probationary period, Nathan stated there was 
no further investigative work required.   
 
Regarding the “what else,”, the subject’s system access was 
limited to shared Outlook mailboxes, shared drives and 
SharePoint online pages. She also had access to the Enterprise 
Contract Management System (ECMS), which has some 
financial fields, however these were limited to updating the value 
contracts and the spend down through applying invoices to the 
system. HCA did not identify any other concerns with the 
subject. 



13 Were any subpoenas issued?  If yes, 
describe. 



No 
 



14 



Describe analytical procedures performed.  
Are any other analytical procedures 
necessary?  



No specific analytical procedures were performed by HCA. They 
determined the subject was fulfilling her responsibilities based 
on performance and noted no instances of inactivity. See more 
details in box 12 and 15.  



15 



Were tests of transactions conducted using 
the lowest possible original source 
documents? 



HCA determined they did not incur a financial loss.  
 
Based on the employee’s work performance, they determined 
she was working her assigned 40 hours per week during the 
questioned period. The subject was not required to prepare and 
submit a timesheet.  
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We reviewed the documentation of the subject’s schedule; see [



] and [



]  
 
We noted the subject was authorized a salary of $6,260 per 
month (or $3,130 per pay period). Upon hire on 8/1/22, the 
subject was scheduled to work core business hours (M-F, 8am-
5pm).  
Effective 9/4/22, the subject changed her schedule to be M-Th, 
6am-4:30pm.  
 
We also reviewed paystubs to confirm the subject was paid by 
HCA during the questioned period with the salary noted above, 



see [ ]. We noted that her final pay 
stub was less than her salary amount, which is expected as the 
subject’s last day was prior to last day of the pay period. This is 
reasonable.  



16 Were interviews conducted of entity 
personnel?  



Yes, as described above 



17 



Was the subject interviewed or given the 
opportunity to respond to the 
allegations?  In cases where the individual is 
not interviewed, is the justification 
documented?  



Yes, see: 



 
and pages 5-6, 11-12 at :



  



18 



How did the subject respond to the key 
interview questions? Did they take 
responsibility for the misappropriation? If 
yes, when and how much? 



During an interview on 9/26/2022 @ 2pm: 
• Subject said she is “vacationing out” with the City of 



Spokane as she has 272 hours of vacation left. She said 
she’s on the payroll, but not active, not in the office, and 
not doing no current work for them. 



• Subject said her last day working at the City is 7/28/22, 
and did not do any work for the City while being paid at 
HCA. 



 
After the interview, the subject sent an email acknowledging that 
she did not start “vacationing” or resigned from the City,and 
thought she could do both jobs. She resigned effective 
immediately. 
 
The next morning, the subject sent a text message that said they 
apologized for what happened, and acknowledged to family and 
financial issues. She didn’t feel she was doing anything wrong 
and doesn’t feel like they were fulfilling their obligations.  
 



19 



Is there an overall summary including a 
schedule of the fraudulent activities and 
amounts misappropriated?  Is the summary 
supported by work performed? Please 
describe what and how much you tied to 
support. 



Yes, investigative report summarized the activity. HCA 
determined there was no applicable misappropriation amount 
(as noted above).  
 
The summary includes work performed; applicable HCA policies 
and interviews with staff and the subject.  
 
The investigation concluded that the employee acknowledged to 
working at both jobs, which violated HCA policy regarding 
outside employment. Without approval, employees are not 





tmlink://CD636EB8EBD549CF9A87ED7A353CD816/A87FCF7BCD744129949E6169EF6BEBCB/
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tmlink://CEB6B8A9AF0448E79EF66820E7A6F1EA/A87FCF7BCD744129949E6169EF6BEBCB/


tmlink://51EF4D7965FA454AAA55153CC03423D0/A87FCF7BCD744129949E6169EF6BEBCB/


tmlink://C367D5EDC6E1411AAC15D6254897B3E5/A87FCF7BCD744129949E6169EF6BEBCB/
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allowed to participate in outside employment. The personal 
conduct policy also has a requirement for all employees to act 
with honesty. (policy requirements are cited in the investigative 
report) 
 
HCA substantiated allegations that these policy requirements 
were not met by the subject. 



20 
Is there fixed responsibility? Do you agree 
with the methodology used to assign fixed 
responsibility? 



Yes, Micaela Martinez 
Yes, the investigation, interviews, and written communications 
with the subject confirm the responsibility 



21 When did the individual investigating 
complete the investigation?  



October 3, 2022 



22 



What are the results of the investigation and 
the amount of the loss?  (If not already 
described above, summarize the results of 
the investigation here.) 



The investigation concluded that allegations were substantiated. 
The employee acknowledged to working at both jobs, which 
violated HCA policy regarding outside employment. As noted 
above no financial loss was applicable. 



23 Have any restitution agreements been 
signed? 



No 



24 



Who received the results of the investigation?  
When? 



Annette Schuffenhauer, Division Director of Legal Services 
Lynda Karseboom, Audit and Accountability Manager 
  
October 3, 2022 



Conclusions 



25 Do you have any concerns about the work or 
evidence obtained?  If yes, describe. 



No 



26 



Do you agree with the conclusions?  If no, 
describe. 



HCA concluded that while the subject did violate policy 
regarding outside employment, there was no loss as the subject 
was fulfilling their responsibilities and management was not 
aware of period of inactivity.  
 
However, the subject did acknowledge to working 2 jobs at the 
same time. We confirmed in the 07Spokane-FD22 teammate file 
the subject had the same working schedule  
 
In all, we agree that an ethics violation occurred as the subject 
was working two jobs at once as there is evidence to support the 
subject worked at both entities during the loss period. However, 
we are unable to quantify the extent of the loss on HCA, as we 
cannot determine the amount of overlap in time the subject was 
actively working at both HCA and the City. 



27 



Document how any concerns noted during 
this review will be resolved.  If you think 
additional procedures should be performed, 
please describe and contact Team Special 
Investigations to discuss and obtain approval 
for the investigative plan and budget. 



Not applicable 



28 



Submit a helpdesk to notify Team Special 
Investigation that this checklist is complete, 
reviewed at the team level and available in 
TeamMate for review. 



A team level review was performed by Larissa Nolte, AAM on 
1/17/2023. Tara Alfano, AAM submitted a helpdesk on 1/17/23.  
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From: Hathaway, Nathan (HCA)
To: Shayder, Laura (HCA)
Bcc: Sutton, Jordyn L (HCA)
Subject: RE: Contracts Specialist 3 - Micaela Martinez
Date: Friday, July 8, 2022 8:25:00 AM
Attachments: image001.png



image002.png
image003.png



Hi Laura,



You can direct them to this site: https://www.hca.wa.gov/employee-retiree-benefits/public-
employees. It has links to the medical and dental benefits, and a page with plan costs. Dental has no
premium so you only pay if you use the coverage.



Since their current employer does not appear to be a state agency, there shouldn’t be any conflicts if
they are still technically employed when they start with HCA, as long as they will not be doing any
actual work after they start with us.



Let me know if you or your candidate have any further questions with which I can assist.



Nathan Hathaway
Employee Relations Manager
Office: 360-725-3794 | Fax: 360-586-0040
Pronouns: he/him/his



hca.wa.gov    | Connect with us



From: Shayder, Laura (HCA) <laura.shayder@hca.wa.gov> 
Sent: Thursday, July 7, 2022 3:29 PM
To: Hathaway, Nathan (HCA) <nathan.hathaway@hca.wa.gov>
Subject: Fwd: Contracts Specialist 3 - Micaela Martinez



Hi Nathan,



Please see Micaela Maritnez’s below email who has been hired as a Contracts Specialist 3 with an
August 1 start date. She has a couple of questions I’m hoping you can help me answer. 



She’s hoping to get information on the benefits including their associated costs. She’s also shared
that her last day of work with the city Spokane is July 29 but that she has vacation time that will be
running out and getting paid through September. Does that have an impact on her employment
status with HCA?



Thanks,
Laura



Attachment A





mailto:nathan.hathaway@hca.wa.gov


mailto:laura.shayder@hca.wa.gov


mailto:jordyn.sutton@hca.wa.gov


https://www.hca.wa.gov/employee-retiree-benefits/public-employees


https://www.hca.wa.gov/employee-retiree-benefits/public-employees


https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.hca.wa.gov%2F&data=04%7C01%7Cjonathan.gould-knight%40hca.wa.gov%7C87def212934a4a2fe60508d8f3c165fa%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637527359270645378%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=MyzLYB90IWXNrOXdRPnNuYcoMevV2xzeoz1aLrLtz2s%3D&reserved=0


https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.hca.wa.gov%2F&data=04%7C01%7Cjonathan.gould-knight%40hca.wa.gov%7C87def212934a4a2fe60508d8f3c165fa%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637527359270645378%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=MyzLYB90IWXNrOXdRPnNuYcoMevV2xzeoz1aLrLtz2s%3D&reserved=0


https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.hca.wa.gov%2Fabout-hca%2Fconnect-us&data=04%7C01%7Cjonathan.gould-knight%40hca.wa.gov%7C87def212934a4a2fe60508d8f3c165fa%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637527359270645378%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=mrgU0BWP9e3%2BtllfwdERTE%2BsP27izkGKcCkZJN9Av28%3D&reserved=0

















From: Micaela Martinez <micaela.martinez29@gmail.com>
Sent: Thursday, July 7, 2022 5:36:19 PM
To: Shayder, Laura (HCA) <laura.shayder@hca.wa.gov>
Subject: Re: Contracts Specialist 3 - Micaela Martinez
 



External Email



Hey there Laura. 
 
I know you are out of town but I thought I'd shoot you over these questions in case you took a peak
at your emails. 
 
Work schedule: Would you be open to me having a 4 tens schedule with Friday off? I understand
there is going to be a learning curve. If it works better, maybe we can do a regular 8 hr day schedule
for a set period of time and then transition to 4 tens? 
 
Can I get a copy of the medical, dental, and vision packages and their cost?
 
Also, I am working with the City until the 29th of July. However, I am vacationing out so I will
technically still be employed with them until the end September I believe. I can verify that. I wasn't
sure how that would affect things with payroll with the state, if it had any affect at all. 
 
I hope you are enjoying your time off. 
 
Thank you, 
 
Micaela Martinez
micaela.martinez29@gmail.com
Cell: 509.220.3354
 
 
On Thu, Jun 30, 2022 at 1:50 PM Shayder, Laura (HCA) <laura.shayder@hca.wa.gov> wrote:



Great, thank you Micaela! I’ll be out of town through July 15 but if you come up with any more
questions you can reach me on my work cell listed below.



 



Very excited for you to join us and looking forward to meeting you in person on August 1. Enjoy
the rest of your vacation!



 



Laura Shayder
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Contracts Manager



office: (360) 725-0948 | cell: (360) 643-7118



www.hca.wa.gov



 



 



From: Micaela Martinez <micaela.martinez29@gmail.com> 
Sent: Thursday, June 30, 2022 1:29 PM
To: Shayder, Laura (HCA) <laura.shayder@hca.wa.gov>
Cc: Amerine, Rachelle C (HCA) <rachelle.amerine@hca.wa.gov>
Subject: Re: Contracts Specialist 3 - Micaela Martinez



 



External Email



Good afternoon Laura,



 



Thank you for the phone call. I accept the Contracts Specialist 3 position you are offering me. I'm
excited to come on board! Talk to you soon. 



 



Thank you,



Micaela Martinez
micaela.martinez29@gmail.com
509.220.3354



 



On Thu, Jun 30, 2022, 1:06 PM Shayder, Laura (HCA) <laura.shayder@hca.wa.gov> wrote:



Hi Micaela,



 



Thank you for taking time to chat today. Based on our conversation you accepted the Contracts
Specialist 3 position on the Operations Team at Range 59, Step I which as of 6/30/2022 is
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$72,756 and will be $75,120.57 as of 7/1/2022 and your start date will be August 1, 2022.
Would you please confirm your acceptance?



 



Once your written acceptance is received, I will share this email with HR who will proceed to
complete your appointment letter.



 



Laura Shayder



Contracts Manager



office: (360) 725-0948 | cell: (360) 643-7118



www.hca.wa.gov



 



 





https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.hca.wa.gov%2F&data=05%7C01%7Cnathan.hathaway%40hca.wa.gov%7Cced42d5d7e29487ffb3308da6068077f%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637928297165102756%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=0OlQ%2BUYyuGmHbWi16PgXYTs7UxZc%2FfxW5THcqn121Z8%3D&reserved=0


https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.hca.wa.gov%2F&data=05%7C01%7Cnathan.hathaway%40hca.wa.gov%7Cced42d5d7e29487ffb3308da6068077f%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637928297165102756%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=0OlQ%2BUYyuGmHbWi16PgXYTs7UxZc%2FfxW5THcqn121Z8%3D&reserved=0


https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.hca.wa.gov%2F&data=05%7C01%7Cnathan.hathaway%40hca.wa.gov%7Cced42d5d7e29487ffb3308da6068077f%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637928297165102756%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=0OlQ%2BUYyuGmHbWi16PgXYTs7UxZc%2FfxW5THcqn121Z8%3D&reserved=0








 
 
 
 



Revised 5/18/2022 



Investigatory Interview Notes 
Note taker name and title:  
Nathan Hathaway, Employee Relations Manager 



Interview date and time:  
9/26/2022 2:00 p.m. 



Interview location (or MS Teams): 
MS Teams 



Interviewee name and title: 
Micaela Martinez, Contracts Specialist 3 



Name and title of others present (if applicable):  
Didi Thomas, HR Division Consultant 



Briefing read?  Yes ☒    No ☐ 
Union rep declined? 



Yes ☒   No ☐   N/A ☐ Report Attachment number:    B 



 



Notes section (identify who spoke by their initials): 



Do you work for any other employers than the Health Care Authority currently? If so, which one(s)? 



MM: Vacationing out of previous job with City of Spokane. No current work for them. On payroll but not active. Not currently in 
office with City of Spokane. Not actively working there today. That’s what she’s been doing so need to call and talk to them about it. 
Listed on City website because still technically employed by them. 272 hours of vacation left. Supposed to be used up at end of 
October. Decided to submit leave rather than be cashed out-made more sense from a tax purpose. 



Do you recall telling your HCA supervisor in early July that you intended to work at City of Spokane through July 29 and then use 
vacation leave through the end of September? Did those plans change? Did you communicate that change with your supervisor? 



MM: Last working day with the City was July 28, 2022. 



Have you done work for the City of Spokane while being paid by the Health Care Authority? If so, did you take leave during that time 
or work with your supervisor to make-up the time? 



MM: No. 



Follow-ups, if applicable (documents received from interviewee, actions needed from investigator, etc.): 



Will follow-up with something official from the City confirming she is doing no active work for them. 



 



 











 
 
 
 



Revised 5/18/2022 



Investigatory Interview Notes 
Note taker name and title:  
Didi Thomas, Division Consultant 



Interview date and time:  
9/26/2022 @2:00p 



Interview location (or MS Teams): 
MS Teams 



Interviewee name and title: 
Micaela Martinez, Contracts Specialist 3 



Name and title of others present (if applicable):  
Nathan Hathaway, Employee Relations Manager 



Briefing read?  Yes ☒    No ☐ 
Union rep declined? 



Yes ☒   No ☐   N/A ☐ Report Attachment number:    B 



 



Notes section (identify who spoke by their initials): 



Do you work for any other employers than the Health Care Authority currently? If so, which one(s)? 



MM:  Vacationing out of her previous job.  Disclosed when began working for HCA.  City of Spokane.  Not currently doing any 
work for them. 



(Nathan stated that he had spoken with City of Spokane and they say that you are still working for them.  She said that she is 
vacationing from her job.) 



City of Spokane said that she is currently working today (9/26/2022).  Still shows up as active employee submitting working hours  



 



What is your job title and working hours?  



Same work hours for City of Spokane and HCA.  272 hours of vacation time left to drawn down with City of Spokane.  Trying to 
not to be taxed on a lump sum of vacation payout, so she is using vacation leave from City of Spokane until exhausted. 



 



Did you speak with your supervisor to notify her of your outside employment?   



MM:  I told them when I was hired that I was on leave from City of Spokane job. 



Have you done work for the City of Spokane while being paid by the Health Care Authority? If so, did you take leave during that time 
or work with your supervisor to make-up the time?   



MM:  



No 



Follow-ups, if applicable (documents received from interviewee, actions needed from investigator, etc.): 
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Health Care Authority 



Administrative Policy No. 3-02 



Chapter 3: Personnel Administration 



Contact: Ethics Advisor Effective: September 13, 2022 



Reference: Chapter 42.52 RCW 
HCA Administrative Policy 1-16, Ethics: 
Conflict of Interest, Post-State 
Employment, and Obtaining Ethics 
Advice 
HCA Administrative Policy 1-17, Ethics: 
Use of State Resources  
HCA Administrative Procedure 3-02-01, 
Requesting Authorization to Engage in 
Outside Employment 



Supersedes:  HCA Administrative Policy 
3-02, Outside Employment
(August 17, 2021)



Forms Used: Request for Authorization of Outside 
Employment (HCA 30-304) 



Applies to: All employees 



Approved by: /s/ Jody Costello 
Administrative Services Director 



Outside Employment 



PURPOSE 



This policy defines when outside employment conflicts with an employee’s official duties and 
establishes the process for requesting approval of outside employment. 



DEFINITIONS 



Beneficial Interest The right to enjoy profit, benefit, or advantage from a contract 



Compensation Anything of economic value paid, loaned, granted, or transferred in 
consideration of personal services 



Conflict of Interest A situation in which an employee is in a position to derive personal 
benefit, financial or otherwise, direct or indirect, from actions or decisions 
made in the course of the performance of official duties, or when an 
employee’s private or personal interest impairs their independent and 
impartial judgement in the exercise of official duties 



Outside Employment Employment with a private, nonprofit, or other governmental employer; 
employment as an independent contractor or consultant; or self-
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employment (including consulting, sales, property rentals, etc.); held 
while employed with HCA 
 



Person Any individual, partnership, association, corporation, firm, institution, or 
other entity, whether or not operated for profit 



 
POLICY REQUIREMENTS 
 
1. An employee may receive compensation from outside employment only if all of the following 



conditions are met: 
 



a. The outside employment does not create a conflict of interest. 
b. The outside employment is bona fide and actually performed. 
c. The outside employment is not within the course of the employee’s official duties and 



is not under the employee’s official supervision. 
d. The outside employment is not prohibited by RCW 42.52.040 or HCA Administrative 



Policy 1-16, Ethics: Conflicts of Interest, Post-State Employment, and Obtaining 
Ethics Advice. 



e. The outside employment is neither performed for nor compensated by any person 
from whom the employee is prohibited by RCW 42.52.150(4) from receiving a gift. 



f. The employee did not create or authorize the outside employment in the course of 
the employee’s official duties. 



g. The employee does not reasonably expect that the outside employment would 
require or induce the employee to make an unauthorized disclosure of confidential 
information acquired by reason of the employee’s official position. 



 
2. If an employee does not receive compensation for the outside activity (for example, 



volunteering with a charity or non-profit), then they are not engaging in outside employment 
and this policy does not apply. However, employees are still responsible for ensuring they 
comply with other HCA ethics policies, such as Policy 1-16, Ethics: Conflicts of Interest, 
Post-State Employment, and Obtaining Ethics Advice and Policy 1-17, Ethics: Use of State 
Resources.  
 



3. Employees must obtain approval from their Appointing Authority prior to engaging in outside 
employment as set forth in HCA Administrative Procedure 3-02-01. 



 
4. A new employee engaged in outside employment must provide a completed Request for 



Authorization of Outside Employment form (HCA 30-304) to their supervisor within 30 
calendar days of beginning HCA employment.  



 
5. An employee engaged in approved outside employment must obtain re-approval from their 



Appointing Authority by submitting a completed Request for Authorization of Outside 
Employment form (HCA 30-304) to the employee’s supervisor within 30 calendar days of a 
substantial change in the employee’s outside employment duties or HCA duties. 



 
6. Appointing Authorities may not authorize outside employment that creates a conflict of 



interest or creates overtime obligations for HCA. 
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7. Prior to disapproving outside employment, the Appointing Authority must determine whether 
reasonable conditions can be established to eliminate or prevent a conflict of interest, in 
consultation with the HCA Ethics Advisor, as appropriate. 



 
8. If the outside employment will or does create a conflict of interest, the employee must 



eliminate the conflict to the satisfaction of the HCA Ethics Advisor and Appointing Authority 
within 30 calendar days of receiving the Appointing Authority’s determination. 



 
9. If an employee discontinues engaging in outside employment, the employee must notify 



their supervisor and Appointing Authority within 30 calendar days that they are no longer 
engaged in outside employment.   



 
10. Employees may not use any state resources to support outside employment, including state 



paid time, materials, facilities, equipment, or telephones. 
 



11. An employee may have a beneficial interest in a grant or contract with HCA or another state 
agency only if a., b., or c. is true and the employee complies with d. 



 
a. The contract or grant is awarded or issued as a result of an open and competitive 



bidding process in which more than one bid or grant application was received. 
b. The contract or grant is awarded or issued as a result of an open and competitive 



bidding or selection process in which the employee's bid or proposal was the only bid 
or proposal received and the employee has been advised by the Executive Ethics 
Board, before execution of the contract or grant, that the contract or grant would not 
be in conflict with the proper discharge of the employee’s official duties. 



c. The process for awarding the contract or issuing the grant is not open and 
competitive, but the employee has been advised by the Executive Ethics Board that 
the contract or grant would not be in conflict with the proper discharge of the 
employee's official duties. 



d. The employee awarded a contract or issued a grant in compliance with b. or c. must 
file the contract or grant with the Executive Ethics Board within 30 days after the date 
of execution. 



 











Health Care Authority 



Administrative Policy No. 3-53 



Chapter 3: Personnel Administration 



Contact: Human Resources Operations Manager Effective: January 30, 2020 



Reference: Supersedes: HCA Administrative Policy 1-
25, Personal Conduct 
(February 15, 2017) 



Forms Used: Applies to: All employees 



Approved by: /s/: Jody Costello 
Administrative Services 
Director 



Personal Conduct 



PURPOSE 



To establish standards and guidelines for personal conduct and behavior in the workplace. 



POLICY REQUIREMENTS 



1. All HCA employees must:



a. Act with honesty, respect, courtesy, and responsiveness.
b. Display a cooperative and positive work attitude, constructively participate in their



work teams, and display communication and listening skills that encourage full
participation by all team members.



c. Create an environment free from intimidation, retaliation, hostility, or unreasonable
interference with an individual’s work performance. HCA does not tolerate
inappropriate behavior or abusive language. Abusive language includes any remark
that can be construed as unreasonable or derogatory, particularly when those
remarks concern race, ethnicity, gender, age, appearance, disability, sexual
orientation, or marital status.



d. Exercise sound judgment in hostile situations by maintaining self-control and seeking
appropriate assistance when necessary to defuse the situation.



e. Portray an image of professionalism and competence through their appearance, and
maintain acceptable customs of personal hygiene.



2. Failure to comply with this policy may result in disciplinary action up to and including
discharge from employment.
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From: Martinez, Micaela (HCA)
To: Shayder, Laura (HCA)
Cc: Hathaway, Nathan (HCA); Thomas, Didi (HCA)
Subject: Follow Up
Date: Monday, September 26, 2022 2:59:22 PM



Hey Laura,



I just finished my investigative interview with Nathan and Didi, cc’d here. It did not go well.



Ever since accepting my job at HCA my full intention has been to resign and leave my post at the City
of Spokane. The tenure and job position I hold with the City, made it harder than I anticipated to
leave my job as swiftly as intended.



I regret not fully resigning sooner as it was never my intention to violate any ethics. I have dedicated
myself and my time to HCA as required since accepting this position.



I did not know how to tell Nathan and Didi that I have not yet started vacationing from the City as
intended. I honestly thought that I would be fine doing both jobs as I started working for HCA. I’m
sorry for how this panned out. I really am.



Due to the expectations that the state has regarding employment, I would like to respectfully resign
from HCA, effective immediately.



Please advise on how to return the provided equipment.



Sincerely,
Micaela Martinez



Attachment E





mailto:micaela.martinez@hca.wa.gov


mailto:laura.shayder@hca.wa.gov


mailto:nathan.hathaway@hca.wa.gov


mailto:didi.thomas@hca.wa.gov








From: +13606437118@tmomail.net <+13606437118@tmomail.net> 
Sent: Tuesday, September 27, 2022 7:26 AM 
To: Shayder, Laura (HCA) <laura.shayder@hca.wa.gov> 
Subject: Text from Micaela 9.27.22 @ 6:24am 



Attachment F
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Investigation Report 
Lead Investigator’s Name and Title: 
Nathan Hathaway, Employee Relations Manager 



Reviewer’s Name and Title: 
Annette Schuffenhauer, Division Director 



Date Reported: 
September 22, 2022 



Division Name: 
Division of Legal Services 



Complainant Name(s) and Title(s): 
Laura Shayder, Contracts and Procurement Manager 
Julia Jacobs, Contracts and Procurement Manager 



Subject Name(s) and Title(s): 
Micaela Martinez, Contracts Specialist 3 



Summary of Allegations: 
Ms. Shayder and Ms. Jacobs requested a meeting with ERM Hathaway on September 22, 2022. During the meeting, Ms. Jacobs 
explained that she had been meeting with one of her new staff, Cendy Ortiz, and Ms. Ortiz said she was “stressed out” because she 
had been at lunch with a former co-worker who worked with Ms. Ortiz and Ms. Martinez at the City of Spokane (hereafter referred 
to as “the City”). Ms. Ortiz told Ms. Jacobs that the former co-worker, who is still employed by the City, told Ms. Ortiz that Ms. 
Martinez was still working for the City and was surprised to hear that Ms. Martinez was also working for the Health Care Authority. 
Ms. Ortiz said the City was also aware of Ms. Martinez’s dual employment and had opened an investigation over the concern. 
 
Ms. Jacobs said she contacted Ms. Shayder about the concern and Ms. Shayder, which was when they reached out to ERM 
Hathaway. Ms. Shayder explained that she was unaware that Ms. Martinez had continued working for the City after beginning work 
with the Health Care Authority on August 1, 2022. Ms. Shayder explained that Ms. Martinez indicated before she started working 
for the Health Care Authority that her last working day for the City would be July 29, 2022, and that she planned to exhaust her 
vacation leave after that, which was scheduled to expire at the end of September 2022 (Attachment A). Ms. Shayder said she had 
not noticed any significant gaps in Ms. Martinez’s time while working for the Heath Care Authority that would have led Ms. 
Shayder to believe that Ms. Martinez was working for another employer during the workday. 
 



Interview Timeline 



Interviewee Name and Title Role in 
Investigation 



Date/time 
Interviewed 



Location (or 
MS Teams) Others in Attendance Attachment # 



Micaela Martinez, Contracts 
Specialist 3 Subject 9/26/2022 2:00 



p.m. MS Teams 
HRC(s): Nathan 
Hathaway, Didi Thomas 
Union Rep: Declined 



B 



Applicable Rules/Expectations 
HCA Admin Policy # or document type: 
3-02, Outside Employment 



Date Reviewed/Signed (if applicable): 
 



Attachment # 
C 



Relevant language: 
 
DEFINITIONS 
 



Outside Employment Employment with a private, nonprofit, or other governmental employer; employment as 
an independent contractor or consultant; or self-employment (including consulting, 
sales, property rentals, etc.); held while employed with HCA 
 



POLICY REQUIREMENTS 
 
3. Employees must obtain approval from their Appointing Authority prior to engaging in outside employment as set forth in HCA 



Administrative Procedure 3-02-01. 
 
4. A new employee engaged in outside employment must provide a completed Request for Authorization of Outside Employment 



form (HCA 30-304) to their supervisor within 30 calendar days of beginning HCA employment.  
 
10. Employees may not use any state resources to support outside employment, including state paid time, materials, facilities, 



equipment, or telephones. 
 
HCA Admin Policy # or document type: 
3-53, Personal Conduct 



Date Reviewed/Signed (if applicable): 
 



Attachment # 
D 



Relevant language: 
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POLICY REQUIREMENTS 
 
1. All HCA employees must: 
 



a. Act with honesty... 
 
2. Failure to comply with this policy may result in disciplinary action up to and including discharge from employment. 
 



Applicable Training 
Name of training: 
 



Date Completed: 
 



Attachment # 
 



Investigator Analysis/Notes 
ERM Hathaway contacted the Human Resources office at the City on September 26, 2022. The City HR staff verified that Ms. 
Martinez was still an active employee of the City, was working in a full-time capacity as a Procurement Specialist and had taken no 
leave since August 1, 2022. They also verified that Ms. Martinez was working 4 10-hour days per week, Monday through Thursday. 
 
Later the same day, Michelle Murray, Director of Accounting for the City, called ERM Hathaway after talking with the HR staff 
member previously referenced. Ms. Murray informed ERM Hathaway that the City was investigating Ms. Martinez as well and 
would be filing a report with the State Auditor’s Office. Ms. Murray explained that she had physically verified that Ms. Martinez 
was working in the office at the City that day, had received information that Ms. Martinez may have had gaps in her work time since 
August 1, 2022, and that Ms. Martinez was often logging into her computer after 8:00 p.m. to work, which may be evidence that she 
was working for the Health Care Authority during the day. Ms. Murray said that Ms. Martinez’s work schedule for the City is 6:00 
a.m. to 4:30 p.m., Monday through Thursday, but that she had found that Ms. Martinez had only been performing about five hours of 
work per week for the City. 
 



Summary of Facts 
• Ms. Martinez denied that she was actively doing any work for the City and claimed she had ceased work for the City on 



July 28, 2022. Ms. Martinez insisted that the information provided by the City was incorrect. 
• Ms. Martinez claimed that she had been using accrued vacation leave since she stopped working for the City and had 272 



hours of vacation leave remaining. She said her leave was “supposed” to be used up by the end of October 2022. She said 
she decided to use her leave rather than “cash it out” due to tax implications. 



• Ms. Martinez said she would follow-up with official documentation from the City supporting her claims. 
• After her interview, at 2:59 p.m., she emailed Ms. Shayder and copied ERM Hathaway and Human Resource Consultant 



Didi Thomas (Attachment E). Ms. Martinez admitted that she had lied in her investigatory interview, confirming that she 
had not stopped working for the City on July 28, 2022. Ms. Martinez said it was “never [her] intention to violate any ethics” 
and had “dedicated [herself] and [her] time to HCA as required since accepting this position.” Ms. Martinez also resigned 
effective immediately. 



• On September 27, 2022, Ms. Martinez sent Ms. Shayder a text message (Attachment F), apologizing for the issue and 
claiming that the reason she lied about her employment situation was due to family health and financial concerns. Ms. 
Martinez said she did not feel she had done anything wrong because she was “doing both [jobs] and doing them well.” 



• On September 28, 2022, ERM Hathaway spoke to Lisa Richards, HR Analyst at the City, who said she spoke with Ms. 
Martinez about the issue at about 4:00 p.m. on September 26, 2022. Ms. Richards said that during the conversation, Ms. 
Martinez admitted that she had been working for both the City and the Health Care Authority but claimed she had only been 
working very sporadically, “an hour here or there,” for the Health Care Authority so it would not interfere with her schedule 
at the City. 



Subject(s) Personnel File Review 
Name: Micaela Martinez 



State Service Summary Evaluation/Discipline Summary 
Current Appointment Date and Title: 
8/1/2022; Contracts Specialist 3 



Relevant PDP Evaluation Notes (include date): 
N/A (probationary employee) 



Date of Unbroken State Service: 
8/1/2022 



Prior Disciplinary Actions/Dates/Reasons (if applicable): 
 



Investigation report submitted to Appointing Authority for review 
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Investigator Signature: 



 



Date Signed: 
10/3/2022 



Attachments: 



A. Email conversation dated July 8, 2022 
B. Investigatory interview notes dated September 26, 2022 
C. HCA Administrative Policy 3-02, Outside Employment 
D. HCA Administrative Policy 3-53, Personal Conduct 
E. Email conversation dated September 26, 2022 
F. Text message conversation, dated September 27, 2022 



Documentation of Appointing Authority Determination and Follow-Up Action 
Allegations substantiated? 



Yes ☒    No ☐ 
Follow-up: Other (explain below) 
Notes (if applicable): Employee resigned before appointing authority review. 



 



cc: Investigatory file 



 



 



 



 



 



 



 



 



 



 



 



 



  












Investigation Conclusion Summary.xlsx

FRAD


			Investigation Summary


			Purpose:			To summarize the results of fieldwork and assess whether evidence is sufficient and appropriate to support conclusions. 



						Required: Notify Team SI when the investigation fieldwork section is complete within theTeamMate file. Ensure one level of team review has occurred prior to notification to Team SI for review and reporting level discussion.


			Conclusions are summarized below:


			Area			Description of Control Deficiency(ies) 			Cause(s) 			Misappropriated Amount			Questionable Amount			Investigation time period			Misappropriated time period			Link to ROWD


			Payroll and Personnel                                                    			 HCA relied on the employee to comply with its administrative policies and procedures regarding outside employment, and did not validate information the employee represented regarding her employment with the City.

HCA relied on the employee to perform her assigned duties while working in-person and remotely.
			HCA relied upon the employee to follow their policy that does not allow for dual employment and did not follow up to ensure the employee was not actively employed by the City, after she had informed them she would be receiving compensation from the City while she was work at HCA. 			0			11,737			August 1, 2022 through October 31, 2022			N/A			B.1.4




















			 


			 


			 


			 


			 


			 


			 


			 


			 


			 


			 


			 


			 


			 








Menus


			This tab contains the options for drop-down menus


			AC Level of Reporting


			Finding


			ML


			Exit Item


			Verbal


			FS/SA Level of Reporting


			Finding - Material weakness


			Finding - Significant deficiency


			ML


			Exit Item


			Verbal


			Potential Effects


			Material


			Significant


			Insignificant


			Issue Category


			Accounting/Financial Reporting


			Accounts Payable Disbursements                                         


			Annual Report Filing


			Apportionment (ALE)


			Apportionment (Enrollment)


			Apportionment (Staff Mix)


			Apportionment (Transportation)


			Authority


			Billings/Receivables


			Budget Compliance


			Cash Receipting


			Conflict of Interest and Ethics


			Contracts/Agreements


			Debt/Covenants


			Disposition of Property


			Donations/Fundraising


			Financial Condition


			Grants (Federal)


			Grants (State/Local)


			I-937 Energy Conservation


			I-937 Renewable Energy


			Insurance/Risk Management


			Interfund Transactions/Balances


			Investments/Deposits


			IT Controls


			Open Public Meetings                                                  


			Other


			PA - Compliance


			PA - Internal Controls


			PA - Program Effectiveness


			PA - Prospective Analysis


			Payroll and Personnel                                                    


			Procurement (Bidding/Prevailing Wage)


			Purchase Cards/Procurement Cards


			Records Retention


			Restricted Funds


			Retirement Census Data


			Safeguarding of Assets/Property


			Taxes/Assessments


			Travel and Employee Reimbursements












LOR Summary.xlsx

AC


			Accountability audit issues evaluation


			Purpose:			 To document the consideration and determination of the level of reporting for audit issues.


			Instructions:			Complete this form for each audit issue to determine the appropriate level of reporting.  Apply the Reporting Level Matrix for general guidance															Reporting Level Matrix 





						Where appropriate combine issues, considering the type of activities and the root of the issues. For example if we audited 3 departments and note cash receipting issues in each department, we should consider combining the issues as it indicates an entity-wide weakness.


						Once the team has determined the proposed level of reporting, notify the related program manager for approval. 															(the current list is on the Subject Matter Specialist page)





						When issues are identified, auditors should also consider the need to reassess planning and control risk conclusions based on new information and determine whether additional testing is necessary to determine the effect and ensure evidence is sufficient to support our report.





			IT Reminders:			All IT-related recommendations must be reviewed by a member of Team ITA management.  For exit level items, please send requests for review to SAOITAudit@sao.wa.gov with the TeamMate Audit Project Code and recommendation reference number only. 


						For Management letters and Findings please reference Appendix G in the IT Planning Guide.


						Auditors should categorize all IT security-related issues as "IT Controls - Confidential" in TM and add this statement in workpapers and Recommendation Headers: "Limited Distribution – Confidential SAO Information, May Be Protected Under RCW 42.56.420."





			Expectations: 			The LOR  summary should be completed for all issues. Information in LOR summary needs to include sufficient perspective for the reviewer/approver to evaluate the proposed LOR.


						Teams need to ensure audit documentation clearly supports the issues documented  in the LOR summary. If unsure as to whether sufficient work has been performed to determine the significance of the issue, work with AAM/AM.


						When determining the level of reporting, staff are required to consider the Reporting Level Matrix.												Reporting Level Matrix 


						Prior to submission for review/approval of the Program Manager the audit team is responsible for:


									Filling-out the LOR form, including the proposed level of reporting. 


									The Team AAM and AM complete a team level review and discussion of the audit documentations and LOR summary.





			TM Issue #(s)


Scott Deviney: Relate the deficiency evaluation to TM issue #(s) for the issue or aggregated issues evaluated			Audit Area			Description of Control Deficiency(ies) or non-compliance			Cause(s) 


DeViney, Scott (SAO): Cause is why did the condition occur? Because - usually tied to something missing from the control - did not do, did not know to do, was not aware of something… etc. 			What’s at risk


Meyer, Renee (SAO): Perspective: what dollars are associated with the control (ie total credit card charges) or # of transactions. Consider the driver of the activity			Actual Effects			History  & prior reporting level			Criteria			Notes or other relevant info & initial auditee response			Team LOR suggestion			Approvals


			1			Payroll and Personnel                                                    			See Fraud Investigations Report: City of Spokane and Washington State Health Care Authority TM file C1SpokaneHCA-FD22 for LOR and final exception.











			Conclusion: We have documented our consideration and determination of level of reporting for accountability audit issues.








http://saosp/GeneralInfo/AuditorRefGuide/Pages/Subject-Matter-Experts.aspxmailto:%20SAOITAudit@sao.wa.govhttp://saosp/GeneralInfo/AuditorRefGuide/PG/Information_Technology.docx


AC Group Purch Flowchart

















In determining significance/materiality of issues identified, consider who should know about the issue? 



Did the entity purchase anything above their competitive bid threshold through piggy-backing?


Use the following decision tree to help determine level of reporting for contract piggybacking control deficiencies and identified non-compliance.  Check with your supervisor if you're unsure about judgements about significance  or for difficult or unusual circumstances.


“Piggybacking” refers to one local government making purchases from contracts awarded by another government or group of governments via an interlocal agreement or contract. Piggybacking is a convenient way to procure goods or services. However, our Office has seen an increasing number of local governments use this alternative method without completing the process properly. National purchasing cooperatives are becoming more widely used, and many of these are based in other states where the laws do not align with Washington law.

The key to maintaining compliance when procuring through piggybacking is to ensure your local government’s own bidding requirements are still met. State law (RCW 39.34.030), which allows for piggybacking, does not relieve any public agency of any obligation or responsibility with respect to purchasing, except for the notice of bids or advertising requirements. As long as the lead agency satisfies its own requirements for advertising and posts the solicitation on the internet, the piggybacking government’s advertising requirements are considered met.

Exercise care when procuring public works projects through piggybacking. In this case, the lead agency’s project and the piggybacking government’s project must be essentially the same. Both governments’ bid specifications should be very specific and include the same type of labor and materials. We would expect the only differences to be quantities purchased.

Our audits will focus on the controls the piggybacking government has to ensure its own bidding requirements were met, and demonstrate your own bid laws were satisfied by the lead government.

-June 2017 Audit Connection Article


Is there evidence of competitive bidding? 


Yes


No


Items to consider: Did the entity ensure during the procurement process that the vendor followed WA statutes on competitive bidding? Was documentation requested and retained during the decision process to verify the piggybacked contract followed WA statutes? Did the District consult with their attorney before letting the contract? Did the entity consider if federal awards funds were used for the purchase? If so, are federal requirements more restrictive than state or local requirements? If so, did the entity follow federal requirements?



Yes


No


Magnitude of non-compliance in current audit period? (See Note 1)



Was non-compliance found? If so, what is the magnitude of non-compliance in current audit period? (See Note 1)


Less than significant 


Significant/Material



Exit or Verbal


Management Letter


Less than significant 


Significant/
Material



Finding


Management Letter or Exit


No


In compliance, no reporting necessary


Remember: Decision to be made with Program Manager Involvement


Remember: Decision to be made with Program Manager Involvement


See Audit Policy 2310 and the Reporting Level Matrix for factors to consider


http://shp.sao-nt.wa.gov/GeneralInfo/AuditorRefGuide/APM/Pol-2310.docxSee Audit Policy 2310 and the Reporting Level Matrix for factors to consider


http://shp.sao-nt.wa.gov/GeneralInfo/AuditorRefGuide/Documents/Reporting%20level%20matrix%20-%204.9.15.docxIn compliance, no reporting necessary


Note 1:  When considering the magnitude of non-compliance, the auditor should not only consider the decisions made prior to procuring the item but also to what transpired after the procurement was made.

For example, if the entity self-identified the non-compliance after completing the purchase and took steps improve their procurement procedures going forward to prevent future non-compliance, the auditor should consider this in their LOR rationale. Such consideration may result in a lower level of reporting.






AC Sole Source Flowchart








Menus


			This tab contains the options for drop-down menus


			AC Level of Reporting


			Finding


			ML


			Exit Item


			Verbal


			FS/SA Level of Reporting


			Finding - Material weakness


			Finding - Significant deficiency


			ML


			Exit Item


			Verbal


			Potential Effects


			Material


			Significant


			Insignificant


			Issue Category


			Accounting/Financial Reporting


			Accounts Payable Disbursements                                         


			Annual Report Filing


			Apportionment (ALE)


			Apportionment (Enrollment)


			Apportionment (Staff Mix)


			Apportionment (Transportation)


			Authority


			Billings/Receivables


			Budget Compliance


			Cash Receipting


			Conflict of Interest and Ethics


			Contracts/Agreements


			Debt/Covenants


			Disposition of Property


			Donations/Fundraising


			Financial Condition


			Grants (Federal)


			Grants (State/Local)


			I-937 Energy Conservation


			I-937 Renewable Energy


			Insurance/Risk Management


			Interfund Transactions/Balances


			Investments/Deposits


			IT Controls


			Open Public Meetings                                                  


			Other


			PA - Compliance


			PA - Internal Controls


			PA - Program Effectiveness


			PA - Prospective Analysis


			Payroll and Personnel                                                    


			Procurement (Bidding/Prevailing Wage)


			Purchase Cards/Procurement Cards


			Records Retention


			Restricted Funds


			Retirement Census Data


			Safeguarding of Assets/Property


			Taxes/Assessments


			Travel and Employee Reimbursements








Reporting Level Matrix











LOR workflow


			Approval workflows for Level of Reporting 


			All LORs should go through team level review prior to AD/PM review.


			AC			FS			SA			Area:			LOR Approval:


			X			X						Timely annual report filing			Manager of Local Government Support team


						X						Local team college, university  and Commission financial statement audits, and financial condition issues			Team's assigned Assistant Director in conjunction with the State Assistant Director


			X			X						Financial condition issues, even in an accountability audit			Team's assigned Assistant Director


			X			X						Risk pool/self insurance issues either on risk pool audits, or when auditing self insurance for other entity types			Risk pool/Self Insurance Program Manager


			X			X			X			IT or cybersecurity related recommendations			Assistant Director of IT Audit


			X			X			X			Recommendations caused by, allowed by, or otherwise concerning weaknesses in a common IT system			Subject area Program Manager in conjunction with Assistant Director of IT Audit


			X									All other accountability areas			Subject area Program Manager, if applicable


						X						All other local team financial statement audits			Team's assigned Assistant Director


									X			Single audit issues			Single Audit Program Manager
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Martinez appt letter_Redacted.pdf




STATE OF WASHINGTON 
HEALTH CARE AUTHORITY 



626 8th Avenue, SE • P.O. Box 45502  • Olympia, Washington 98504-5502 



 
 



 
 
 
 
July 5, 2022 
 
 
 
Micaela Martinez 



 
Dear Ms. Martinez:  
 
Congratulations! This is to confirm your probationary appointment with the Washington State 
Health Care Authority (HCA) as a Contracts Specialist 3 in the Division of Legal Services 
(DLS), effective August 1, 2022. On that date at 8:00 a.m., please report to the reception desk at 
the Cherry Street Plaza building at 626 8th Avenue SE, Olympia, to begin your assignment.  
 
Pertinent details about your appointment are noted below: 
 
Position Number: 71090169 
Salary: $6,260 per month, Range 59, Step I 
Schedule: Full time 
Core Business Hours: Monday through Friday, 8:00 a.m. to 5:00 p.m. 
Work Period Designation: Overtime Exempt  
Periodic Increment Date: August 1, 2023 
Receipt of Benefits: Eligible to Receive Health Insurance & Retirement Benefits 
Bargaining Unit: Washington Federation of State Employees (WFSE) 
Supervisor: Laura Shayder, Phone: 360-725-0948 
Official Duty Station: 626 8th Avenue SE, Olympia, WA 98501 
 
This position is eligible to receive insurance benefits through the Public Employees Benefits 
Board (PEBB). It is also retirement eligible, so you will be contributing to the Public Employees’ 
Retirement System (PERS). 
 
Your position is covered by the Washington Federation of State Employees (WFSE); therefore, 
the terms of your employment must comply with the current Collective Bargaining Agreement 
(CBA). The 2021-2023 WFSE CBA is now available online at 
https://ofm.wa.gov/sites/default/files/public/labor/agreements/21-23/wfse_gg.pdf. 
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 Location                 DLS



 Personnel Area     1070



 Anniversary Date 10/21/2020



 W/H Status            Ma. Joint.



 Exemptions #        00



 Payroll Area          11 Semi-Monthly



 Pay Period  End    08/15/2022



 Pay Period Begin  08/01/2022



 Pay Period             2022-16



 Personnel #           01070632



HEALTH CARE AUTHORITY
PO BOX 42691
OLYMPIA WA 98504-2691



   3,130.00         0.00       512.98       522.69        0.00     2,094.33



                                                                      Mandatory              Employee
                 Total           Allowances            Deductions           Deductions        Adjustments                     TOTAL
          Earnings                  (Added)           (Subtracted)         (Subtracted)                (Added)                 NET PAY



 Payroll Date           08/25/2022



 Payment Type Payment Number Account Type Payment Bank                   Amount



          Ending 
 Leave / Quota Balances Starting Earned Taken Adjusted Balance



 Personal Holiday - Shift    0.00    0.00    0.00    1.00    1.00 Use before 01/01/2023
 Annual Leave/Vacation       0.00    0.00    0.00    0.00    0.00



 Direct Deposit X963875 Checking SPOKANE TEACHERS CREDIT UNION       2,094.33



Total Net Payment       2,094.33
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STATE OF WASHINGTON
Earnings and Deductions Statement



MARTINEZ, MICAELA
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01070632 MARTINEZ, MICAELA            1070 Health Care Authority      Page 2   /  2



 Position                     Earnings      Earnings 
 Title                                Period      Type                                 Hours/Unit         Rate                Amount                           YTD
 CONTRACTS SPECIALIST 3                                          
 2022-16 1003 Pay Period Salary        88.00   0.00   3,130.00   3,130.00 
 



Total Earnings   3,130.00   3,130.00
 
 Allowances Amount YTD
 
 Total Allowances       0.00       0.00 
 
 Taxable Noncash Earnings Amount YTD
 
 Total Taxable Noncash Earnings       0.00       0.00 
 
 Employee Mandatory Deductions Amount YTD
 /401 TX Withholding Tax     271.89     271.89 
 /403 TX EE Social Security Tax     176.91     176.91 
 /405 TX EE Medicare Tax      41.37      41.37 
 /442 TX EE Suplmtal Pension Tx       6.26       6.26 
 /443 TX EE Medical Aid Fund Ta       2.80       2.80 
 /487 TX EE Family Leave Insur       9.64       9.64 
 /499 TX EE Medical Leave Insur       4.11       4.11 
 
 Total Employee Mandatory Deductions     512.98     512.98 
 
 Employee Deductions Amount YTD
 2243 Medical FSA PreTax     166.67     166.67 
 2266 P2 PERS 2     199.07     199.07 
 2545 Kaiser WA SoundChoice Pre      55.00      55.00 
 2983 Health Adjustment Pretax      55.00      55.00 
 4509 WFSE Member Dues 1.50%      46.95      46.95 
 
 Total Employee Deductions     522.69     522.69 
 
 Employer Contributions Amount YTD
 /404 TX ER Social Security Tax     176.91     176.91 
 /406 TX ER Medicare Tax      41.37      41.37 
 /432 TX ER Accident Fund Tax      10.06      10.06 
 /433 TX ER Medical Aid Fund Ta       2.80       2.80 
 /434 TX ER Suplmtal Pension Tx       6.26       6.26 
 /4A0 TX ER Medical Leave Insur       5.03       5.03 
 2366 P2 ER Pers Plan 2     320.83     320.83 
 2550 PEBB Funding Rate   1,130.00   1,130.00 
 
 Total Employer Contributions   1,693.26   1,693.26 











 Location                 DLS



 Personnel Area     1070



 Anniversary Date 10/21/2020



 W/H Status            Ma. Joint.



 Exemptions #        00



 Payroll Area          11 Semi-Monthly



 Pay Period  End    08/31/2022



 Pay Period Begin  08/16/2022



 Pay Period             2022-17



 Personnel #           01070632



HEALTH CARE AUTHORITY
PO BOX 42691
OLYMPIA WA 98504-2691



   3,130.00         0.00       523.78       467.69        0.00     2,138.53



                                                                      Mandatory              Employee
                 Total           Allowances            Deductions           Deductions        Adjustments                     TOTAL
          Earnings                  (Added)           (Subtracted)         (Subtracted)                (Added)                 NET PAY



 Payroll Date           09/09/2022



 Payment Type Payment Number Account Type Payment Bank                   Amount



          Ending 
 Leave / Quota Balances Starting Earned Taken Adjusted Balance



 Sick Leave                  0.00    8.00    0.00    0.00    8.00
 Vacation Leave              0.00    9.33    0.00    0.00    9.33
 Personal Holiday - Shift    1.00    0.00    0.00    0.00    1.00 Use before 01/01/2023



 Direct Deposit Y033508 Checking SPOKANE TEACHERS CREDIT UNION       2,138.53



Total Net Payment       2,138.53
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01070632 MARTINEZ, MICAELA            1070 Health Care Authority      Page 2   /  2



 Position                     Earnings      Earnings 
 Title                                Period      Type                                 Hours/Unit         Rate                Amount                           YTD
 CONTRACTS SPECIALIST 3                                          
 2022-17 1003 Pay Period Salary        96.00   0.00   3,130.00   6,260.00 
 



Total Earnings   3,130.00   6,260.00
 
 Allowances Amount YTD
 
 Total Allowances       0.00       0.00 
 
 Taxable Noncash Earnings Amount YTD
 
 Total Taxable Noncash Earnings       0.00       0.00 
 
 Employee Mandatory Deductions Amount YTD
 /401 TX Withholding Tax     278.49     550.38 
 /403 TX EE Social Security Tax     180.31     357.22 
 /405 TX EE Medicare Tax      42.17      83.54 
 /442 TX EE Suplmtal Pension Tx       6.26      12.52 
 /443 TX EE Medical Aid Fund Ta       2.80       5.60 
 /487 TX EE Family Leave Insur       9.63      19.27 
 /499 TX EE Medical Leave Insur       4.12       8.23 
 
 Total Employee Mandatory Deductions     523.78   1,036.76 
 
 Employee Deductions Amount YTD
 2243 Medical FSA PreTax     166.67     333.34 
 2266 P2 PERS 2     199.07     398.14 
 2545 Kaiser WA SoundChoice Pre      55.00     110.00 
 2983 Health Adjustment Pretax       0.00      55.00 
 4509 WFSE Member Dues 1.50%      46.95      93.90 
 
 Total Employee Deductions     467.69     990.38 
 
 Employer Contributions Amount YTD
 /404 TX ER Social Security Tax     180.31     357.22 
 /406 TX ER Medicare Tax      42.17      83.54 
 /432 TX ER Accident Fund Tax      10.06      20.12 
 /433 TX ER Medical Aid Fund Ta       2.80       5.60 
 /434 TX ER Suplmtal Pension Tx       6.26      12.52 
 /4A0 TX ER Medical Leave Insur       5.03      10.06 
 2366 P2 ER Pers Plan 2     320.83     641.66 
 2550 PEBB Funding Rate     565.00   1,695.00 
 
 Total Employer Contributions   1,132.46   2,825.72 











 Location                 DLS



 Personnel Area     1070



 Anniversary Date 10/21/2020



 W/H Status            Ma. Joint.



 Exemptions #        00



 Payroll Area          11 Semi-Monthly



 Pay Period  End    09/15/2022



 Pay Period Begin  09/01/2022



 Pay Period             2022-18



 Personnel #           01070632



HEALTH CARE AUTHORITY
PO BOX 42691
OLYMPIA WA 98504-2691



   3,130.00         0.00       523.79       486.43        0.00     2,119.78



                                                                      Mandatory              Employee
                 Total           Allowances            Deductions           Deductions        Adjustments                     TOTAL
          Earnings                  (Added)           (Subtracted)         (Subtracted)                (Added)                 NET PAY



 Payroll Date           09/26/2022



 Payment Type Payment Number Account Type Payment Bank                   Amount



          Ending 
 Leave / Quota Balances Starting Earned Taken Adjusted Balance



 Sick Leave                  8.00    0.00    0.00    0.00    8.00
 Vacation Leave              9.33    0.00    0.00    0.00    9.33
 Personal Holiday - Shift    1.00    0.00    0.00    0.00    1.00 Use before 01/01/2023



 Direct Deposit Y099638 Checking SPOKANE TEACHERS CREDIT UNION       2,119.78



Total Net Payment       2,119.78
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 Position                     Earnings      Earnings 
 Title                                Period      Type                                 Hours/Unit         Rate                Amount                           YTD
 CONTRACTS SPECIALIST 3                                          
 2022-18 1003 Pay Period Salary        96.00   0.00   3,130.00   9,390.00 
 



Total Earnings   3,130.00   9,390.00
 
 Allowances Amount YTD
 
 Total Allowances       0.00       0.00 
 
 Taxable Noncash Earnings Amount YTD
 
 Total Taxable Noncash Earnings       0.00       0.00 
 
 Employee Mandatory Deductions Amount YTD
 /401 TX Withholding Tax     278.49     828.87 
 /403 TX EE Social Security Tax     180.32     537.54 
 /405 TX EE Medicare Tax      42.17     125.71 
 /442 TX EE Suplmtal Pension Tx       6.26      18.78 
 /443 TX EE Medical Aid Fund Ta       2.80       8.40 
 /487 TX EE Family Leave Insur       9.64      28.91 
 /499 TX EE Medical Leave Insur       4.11      12.34 
 
 Total Employee Mandatory Deductions     523.79   1,560.55 
 
 Employee Deductions Amount YTD
 2125 MetLife Insurance      18.73      18.73 
 2243 Medical FSA PreTax     166.67     500.01 
 2266 P2 PERS 2     199.07     597.21 
 2545 Kaiser WA SoundChoice Pre      55.00     165.00 
 2983 Health Adjustment Pretax       0.00      55.00 
 4509 WFSE Member Dues 1.50%      46.96     140.86 
 
 Total Employee Deductions     486.43   1,476.81 
 
 Employer Contributions Amount YTD
 /404 TX ER Social Security Tax     180.32     537.54 
 /406 TX ER Medicare Tax      42.17     125.71 
 /432 TX ER Accident Fund Tax      10.06      30.18 
 /433 TX ER Medical Aid Fund Ta       2.80       8.40 
 /434 TX ER Suplmtal Pension Tx       6.26      18.78 
 /4A0 TX ER Medical Leave Insur       5.03      15.09 
 2366 P2 ER Pers Plan 2     325.21     966.87 
 2550 PEBB Funding Rate     565.00   2,260.00 
 
 Total Employer Contributions   1,136.85   3,962.57 











 Location                 DLS



 Personnel Area     1070



 Anniversary Date 10/21/2020



 W/H Status            Ma. Joint.



 Exemptions #        00



 Payroll Area          11 Semi-Monthly



 Pay Period  End    09/30/2022



 Pay Period Begin  09/16/2022



 Pay Period             2022-19



 Personnel #           01070632



HEALTH CARE AUTHORITY
PO BOX 42691
OLYMPIA WA 98504-2691



   2,347.50         0.00       383.38       369.91        0.00     1,594.21



                                                                      Mandatory              Employee
                 Total           Allowances            Deductions           Deductions        Adjustments                     TOTAL
          Earnings                  (Added)           (Subtracted)         (Subtracted)                (Added)                 NET PAY



 Payroll Date           10/07/2022



 Payment Type Payment Number Account Type Payment Bank                   Amount



          Ending 
 Leave / Quota Balances Starting Earned Taken Adjusted Balance



 Sick Leave                  8.00    0.00    0.00    8.00   16.00
 Vacation Leave              9.33    0.00   18.67    9.33    0.01-
 Personal Holiday - Shift    1.00    0.00    0.00    0.00    1.00 Use before 09/28/2022



 Direct Deposit Y169571 Checking SPOKANE TEACHERS CREDIT UNION       1,594.21



Total Net Payment       1,594.21
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 Position                     Earnings      Earnings 
 Title                                Period      Type                                 Hours/Unit         Rate                Amount                           YTD
 CONTRACTS SPECIALIST 3                                          
 2022-19 1003 Pay Period Salary        60.00   0.00   2,347.50  11,737.50 
 



Total Earnings   2,347.50  11,737.50
 
 Allowances Amount YTD
 
 Total Allowances       0.00       0.00 
 
 Taxable Noncash Earnings Amount YTD
 
 Total Taxable Noncash Earnings       0.00       0.00 
 
 Employee Mandatory Deductions Amount YTD
 /401 TX Withholding Tax     197.16   1,026.03 
 /403 TX EE Social Security Tax     135.21     672.75 
 /405 TX EE Medicare Tax      31.63     157.34 
 /442 TX EE Suplmtal Pension Tx       6.26      25.04 
 /443 TX EE Medical Aid Fund Ta       2.80      11.20 
 /487 TX EE Family Leave Insur       7.23      36.14 
 /499 TX EE Medical Leave Insur       3.09      15.43 
 
 Total Employee Mandatory Deductions     383.38   1,943.93 
 
 Employee Deductions Amount YTD
 2125 MetLife Insurance      18.73      37.46 
 2243 Medical FSA PreTax     166.67     666.68 
 2266 P2 PERS 2     149.30     746.51 
 2545 Kaiser WA SoundChoice Pre       0.00     165.00 
 2983 Health Adjustment Pretax       0.00      55.00 
 4509 WFSE Member Dues 1.50%      35.21     176.07 
 
 Total Employee Deductions     369.91   1,846.72 
 
 Employer Contributions Amount YTD
 /404 TX ER Social Security Tax     135.21     672.75 
 /406 TX ER Medicare Tax      31.63     157.34 
 /432 TX ER Accident Fund Tax      10.06      40.24 
 /433 TX ER Medical Aid Fund Ta       2.80      11.20 
 /434 TX ER Suplmtal Pension Tx       6.26      25.04 
 /4A0 TX ER Medical Leave Insur       3.77      18.86 
 2366 P2 ER Pers Plan 2     243.91   1,210.78 
 2550 PEBB Funding Rate       0.00   2,260.00 
 
 Total Employer Contributions     433.64   4,396.21 


















Martinez schedule change.pdf




HCA 03-138 (08/21)



Work Schedule/Shift Change Notice



Last name First name Middle name or initial



Personnel number Position title Division Unit



Holiday conversion to 5/8 schedule? Position overtime eligible Work week



 Yes   No  Yes   No 



New Work Schedule Rule (Required, see page 2) Schedule start date (current or future pay cycle)



 No schedule match, this is best fit*



First date off — if a change to a two week 9/80 schedule Telework (If Yes, Telework Schedule Code is required, see page 2)



 Yes   No  Telework Schedule Code:  



Please Note:
• Changes with a schedule start date prior to the current pay cycle will be entered with a date in the current pay cycle.
• Work schedule rules cannot be changed if there are future leave entries posted in MyPortal on/after the schedule start 



date. If there is future leave in MyPortal, it will need to be deleted before the new work schedule rule can be keyed. If not 
deleted prior to submitting the work schedule, processing will be delayed.



Old schedule/shift Sunday  Monday  Tuesday Wednesday Thursday Friday  Saturday



Week 1  



Week 2 (9/80 only) 



New schedule/shift Sunday  Monday  Tuesday Wednesday Thursday Friday  Saturday



Week 1  



Week 2 (9/80 only) 



Program needs for schedule/shift change/reason for change (not required if new schedule was mutually agreed to)



Check all that apply.



 Supervisor’s Notice to Employee  Employee’s Request to Supervisor Mutually Agreed Change 



 Permanent Change   Temporary Change   For Training Purposes  Yes  No



exclamation-triangle If this Work Schedule/Shift Change Notice affects your telework agreement in any way, you must submit a new 
HCA Telework Agreement.



Employee signature Date Supervisor signature Date
Comments



Send the signed copy (employee and supervisor signatures) to Human Resources at HRMB@hca.wa.gov



* Best fit: If the work schedule is not listed on page 2, choose the ‘best fit’ – a schedule must be identified.  If a “best fit” is chosen, a work 
schedule substitution reflecting the actual work schedule will be required.



Employee lunch break
Start End





https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Finside.hca.wa.gov%2Fsites%2Fdefault%2Ffiles%2F30-613-telework-agreement.pdf&data=04%7C01%7Cjeff.woodley%40hca.wa.gov%7C522636ee48514d85109708d964d1c04f%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637651674304177355%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=3XLnp0VP3GD%2BvUVdjGKTYoFL4QGiZTdD%2BPqyNSWPwbU%3D&reserved=0


http://HRMB@hca.wa.gov





			Last name: MARTINEZ


			first name: MICAELA


			middle anme or initial: R


			Personnel number: 1070632


			Position title: CONTRACT SPECIALIST


			Division: DLS


			Unit: OCP


			5-8-Y: Off


			5-8-N: No


			overtime-y: Off


			overtime-n: No


			Woek week: MON-THURSDAY


			New Work Schedule Rule: R015


			Schedule start date: 09-04-2022


			no match: Off


			First date off: 


			Telework-y: Yes


			Telework-n: Off


			Telework Schedule Code: EP9


			Old week 1 Sunday: 


			Old week 1 Monday: 8-5


			Old week 1 Tuesday: 8-5


			Old week 1 Wednesday: 8-5


			Old week 1 Thursday: 8-5


			Old week 1 Friday: 8-5


			Old week 1 Saturday: 


			Old week 2 Sunday: 


			Old week 2 Monday: 


			Old week 2 Tuesday: 


			Old week 2 Wednesday: 


			Old week 2 Thursday: 


			Old week 2 Friday: 


			Old week 2 Saturday: 


			New week 1 Sunday: 


			New week 1 Monday: 6-4:30


			New week 1 Tuesday: 6-4:30


			New week 1 Wednesday: 6-4:30


			New week 1 Thursday: 6-4:30


			New week 1 Friday: FLEX


			New week 1 Saturday: 


			New week 2 Sunday: 


			New week 2 Monday: 


			New week 2 Tuesday: 


			New week 2 Wednesday: 


			New week 2 Thursday: 


			New week 2 Friday: 


			New week 2 Saturday: 


			Program needs for change: 


			Supervisor’s Notice to Employee: Off


			Employee’s Request to Supervisor: Yes


			Permanent Change: Yes


			Temporary Change: Off


			For Training Purposes: Off


			Mutual-Y: Yes


			Mutual-N: Off


						2022-08-16T16:18:26-0700


			Martinez, Micaela (HCA)








			Employee signature date: 8/16/2022


						2022-08-16T16:44:34-0700


			Shayder, Laura (HCA)








			Supervisors signature date: 8/16/2022


			Lunch break-start: 12:00


			Lunch break-end: 12:30


			Comments: 












Public Records Report.pdf




Health Care Authority 



 



General 
Code:  S1HealthCareAuthority-FD22 
Name:  Health Care Authority 
Group:  Pullman 
Type:  S1-Agency, Commission, or Board 
Location: State 
Scope:  Not Applicable 



Team 
Lead:  Tara Alfano 
Manager: Alisha Shaw 



Procedures 
 
A.1.PRG - TeamMate Administration 
 
Procedure Step: Audit Set Up 
Prepared By:  TAA, 1/6/2023 
Reviewed By:  LHN, 1/17/2023 
 



Purpose/Conclusion: 











Health Care Authority 



Purpose / Conclusion:  
Set up TeamMate audit file in accordance with TeamMate Protocol.  



Testing Strategy: 
All of the following steps are required in order to properly set up the TM file except for the optional step to set up global tickmarks.  If the budget is 
less than 100 hours, auditors may skip steps 4-6 (filling out the profile and sending to TC) until the end of the audit.   
   
1. Add the audit team to the project - To do this, go to the Planning tab and select Team.  Then select the team from the TeamStore by clicking 
the “get” button. For confidential audits only (IT, Medicaid, etc.): Disable guest access. 
   
2. Set Project Manager and Lead - Select the Lead and Manager from the drop down menus in the Team Tab of the Profile.  The "Lead" should 
be the Auditor-In-Charge of the audit, and the "Manager" should be the Assistant Audit Manager supervising the audit.    
  
3. Fill out initial information in the Profile - The Project Profile captures general information about the audit for the TeamCentral 
database.  Access the Profile from the Planning tab and populate as many of the required fields in the Profile as possible at this stage of the 
audit.  A description for each required field can be found in the TeamMate Protocol document.  
4.  Centralized Projects - Go to http://saoapp/TMDV/ViewProjectErrors.aspx and enter the project code then "Validate" to check your project for 
errors. 
  
5. Resolve any TMDV errors - The TeamMate Data Validation (TMDV) application performs a series of edit checks on data in your project to 
ensure accuracy and conformity to protocol.  If TMDV identifies erorrs for your project, resolve the errors and send to central again (if distributed) 
until TMDV displays that there are no records to display.   
   
Exceptions could indicate either errors in the TeamMate profile or issue data or errors in other SAO databases.  If you have confirmed that 
information in TeamMate is correct, contact the TeamMate Administrative Group to initiate corrections to our other databases.  
6. Set up your favorite global tickmarks (optional) - Global tickmarks are available throughout the audit file and do not change from workpaper 
to workpaper.  You can access the global tickmarks screen from the Planning tab.  
   
7. Initialize Audit – Attempt to sign off on this step, which will trigger a dialog box asking if you would like to initialize the audit.  After initialization 
of the audit, you may continue to add users or global tickmarks, but cannot delete any. 



Guidance/Criteria: 
ADDITIONAL BACKGROUND  
Auditors should consider the following background information and resources when performing work on this area. 
  
TeamMate Protocol Document 





http://saoapp/TMDV/ViewProjectErrors.aspx


http://saosp/GeneralInfo/TeamMate/Documents/TM_Protocol.docx
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Record of Work Done: 
1. Added the audit team to the project (all audits). As applicable, disabled guest access (confidential audits only).     
  
2. Set the Project Manager and Lead 
 
3. Filled out the audit profile 
  
4. Checked Data Validation System for errors  
  
5. Resolved all TMDV Errors 
 
6. Set up my favorite global tickmarks, if needed 
 
7. Initialized the audit file 
 
A.1.PRG - TeamMate Administration 
 
Procedure Step: Project Review & Finalize 
Prepared By:  (None) 
Reviewed By:  WFR, 11/27/2023 
 



Purpose/Conclusion: 
Purpose/Conclusion: 
To ensure that audit documentation complies with TeamMate Protocol, the audit file is ready for finalization and archiving, and that any files 
outside of TeamMate are completed and reviewed. 
  



Testing Strategy: 
Replicas  
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Ensure that all replicas are merged into the master file and discard any replicas that will never be merged.  
  
Review of workpapers 
Review workpapers to ensure they are completed and properly signed off.  You can use the Procedure Status Viewer (for all procedure steps) or 
the Schedule Status Viewer (for procedure summaries and attachments) to see the status of steps and attachments in the audit file.  The Viewers 
can be accessed from the buttons on the Navigation Bar at the bottom of the screen.  
  
Coaching Notes 
Verify that all coaching notes have been addressed and cleared.  You can use the Coaching Notes Viewer to see the status of all Coaching Notes 
in the audit file.  The Coaching Note Viewer can be accessed by using the button on the Navigation Bar at the bottom of the screen. 
 
During the finalization process, coaching notes will be deleted.  If you want to keep these notes you will need to create a report using the Reports 
wizard and save it outside of the TeamMate file.  
Hardcopy Files and External Data  
Ensure that hardcopy files referenced by the audit are completed and reviewed. Also ensure that any unnecessary documentation or files, 
including databases with any confidential or sensitive information, are appropriately disposed.  If files or databases are needed for future periods, 
ensure these are appropriately secured.  See the SAO Administrative Policy on Data Security and Access.  
  
Project Profile  
Review and update the Profile information.  See the TeamMate Protocol document for definitions and instructions for each required field.  The 
Protocol document can be accessed from your Start Menu | All Programs | State Auditor’s Office or on the Intranet on the TeamMate page.  
  
Confidential Audits Only 
Disable guest user and any other users granted temporary file access. 
  
Issue Review  
Ensure issue content is exactly what was presented to the client per the Exit Document, Management Letter, or Finding.  There should only be 
one issue for each finding, management letter item and exit comment.  Additional information or notes about the issue can be documented in the 
"notes" tab. Any other documented issues (that were communicated verbally, at pre-exits or were later combined or dropped) should be either 
deleted or marked as "verbal recommendations."  
  
Check that all required issue fields are completed and correct.  See the TeamMate Protocol document for definitions and instructions for each 
required field.  The Protocol document can be accessed under Audit | TeamMate on the Intranet.  
  
Issue Sign-Off  
All issues must be reviewed and signed off by a Supervisor and/or Audit Manager, per Protocol.  The finalization process will require all issues to 
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have a state of "reviewed."  
  
Audit Status in Tracker 
Update the Audit Status of prior audit management letters and findings in Tracker.  See the Tracker Quick Reference Guide for details. 
  
Resolve any TMDV errors - The TeamMate Data Validation (TMDV) application performs a series of edit checks on data in your project to ensure 
accuracy and conformity to protocol.  



• Go to the Status and Milestones tab in the profile and change project status to "Post Fieldwork" 
• Go to http://saoapp/TMDV/ViewProjectErrors.aspx and enter the project code then "Validate" to check your project for errors.  
• If TMDV identifies errors for your project, resolve the errors and check web site until TMDV displays that there are no records to 
display.   



   
Exceptions could indicate either errors in the TeamMate profile or issue data or errors in other SAO databases. If you have confirmed that 
information in TeamMate is correct, contact the TeamMate Administrative Group to initiate corrections to our other databases.  
  
Change Project Status 
Go to the Status and Milestones tab in the profile and change project status to "Post Fieldwork". 
  
Enter the report issuance date in the "Issued (Final Report)" field. REMINDER: DO *NOT* CHANGE THE STATUS OF THE PROJECT TO 
ISSUED. 



  
Complete/Finalize Project  
After the audit report has been sent to OS the audit should be finalized by the Audit Manager.  To do this, go to Review | Finalize.  The finalization 
process will:  



• Halt the process if any issues have not been reviewed;  
• Warn the Audit Manager of unreviewed workpapers and/or steps;   
• Check for uncleared coaching notes;   
• Finalize the project, which prevents any further changes from being made to the file. 



   
Note:  if the project is finalized and the team subsequently needs to add or modify the documentation, contact the TeamMate 
Administrator for assistance.  





http://saosp/WorkingSites/AuditManagement/Documents/Tracker%20Guidance/Tracker%20Quick%20Reference.docx


http://saoapp/TMDV/ViewProjectErrors.aspx








Health Care Authority 



Guidance/Criteria: 
ADDITIONAL BACKGROUND  
Auditors should consider the following background information and resources when performing work on this area. 
  
TeamMate Protocol Document 



Record of Work Done: 
All of the following steps have been completed for this audit file:  



• All outstanding replicas are merged.  
• All workpapers have been reviewed.  
• Coaching notes have been addressed and cleared.  
• Hardcopy files have been completed and reviewed.  
• Unnecessary files and databases have been appropriately disposed of, and any files or databases needed for future periods have 
been appropriately secured in accordance with SAO’s administrative policy on Data Security and Access.  
• The audit profile has been completed.  
• As applicable, any guest/temporary user access has been disabled (confidential audits only). 
• Issue content has been reviewed and required fields completed.  
• All issues have been signed off as reviewed. 
• The Audit Status of prior audit management letters and findings has been updated in Tracker. 
• All TeamMate Data Validation errors are resolved.  



  
The audit will now be finalized and be marked for archival. 
 
B.1.PRG - Investigation Procedures 
 
Procedure Step: Summary of Conclusions 
Prepared By:  TAA, 11/6/2023 





http://saosp/GeneralInfo/TeamMate/Documents/TM_Protocol.docx
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Reviewed By:  SRS, 11/21/2023 
 



Purpose/Conclusion: 
Purpose/Conclusion: 
To summarize the results of fieldwork and assess whether evidence is sufficient and appropriate to support conclusions. 
  



Testing Strategy: 
Summarize the results of fieldwork including a schedule of the fraudulent activities and amounts which are cross-referenced to supporting work. 
  
Assess the overall sufficiency and appropriateness of evidence obtained throughout the investigation.  In assessing the sufficiency of evidence, 
consider whether there is enough evidence to persuade a knowledgeable person that the conclusions are reasonable.  In assessing the 
appropriateness of evidence, consider its relevance, validity and reliability. 
  



Guidance/Criteria: 
ADDITIONAL BACKGROUND 
Auditors should consider the following background information and resources when performing work on this area. 
   
SAO Audit Policy 1410 - Fraud Investigations 



Record of Work Done: 
A summary of the results of fieldwork: 
  
On October 11, 2022, the Lynda Karseboom, Audit and Accountability Manager notified our Office regarding a potential loss of public funds as 
required by state law.  
  
The entity initiated an investigation and determined a employee violation of administrative policy had occurred.  
  
The investigation identified that while the subject did violate policy regarding outside employment, there was no loss as the subject was fulfilling 
their responsibilities and management was not aware of period of inactivity. We agree that an ethics violation occurred as the subject was 
working two jobs at once as there is evidence to support the subject worked at both entities during the loss period. However, the subject did 





http://saosp/GeneralInfo/AuditorRefGuide/APM/Pol-1410.docx
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acknowledge to working 2 jobs at the same time. We are unable to quantify the extent of the loss on HCA, as we cannot determine the amount of 
overlap in time the subject was actively working at both HCA and the City. See additional work performed in TM file 07Spokane-FD22. 
  
The entity has not filed a report with law enforcement. 
Conclusion: Our results are summarized here: [Investigation Conclusion Summary]   
 
B.1.PRG - Investigation Procedures 
 
Procedure Step: Verify DSA 
Prepared By:  TAA, 1/6/2023 
Reviewed By:  LHN, 1/17/2023 
 



Purpose/Conclusion: 
Purpose / Conclusion: 
To verify that a Data Sharing Agreement is in place before starting the audit. 



Testing Strategy: 
Prior to starting the audit, teams are required to verify that a Data Sharing Agreement is in place by performing the following procedures: 
  



• Go to the DSA Library: https://stateofwa.sharepoint.com/sites/SAO-DataSharingAgreements/DSA/Forms/AllItems.aspx 
• Check the folder corresponding to the entity's MCAG.  This can be done by searching for the MCAG in the upper left search box or by 



finding it in the responsible team's folder. 
• If a DSA is not yet in place, then work with your manager to get an agreement in place prior to starting audit work.  If the entity has a 



No-DSA Waiver in DSA Library, the audit may continue but no confidential data (category 3 or 4) can be requested or received. If this 
restriction becomes a barrier for the audit, the team should consult with their Assistant Director and TAS. 



• If the DSA Scope is other than "General" or DSA Type is something other than "Standard DSA" then auditors should be familiar with the 
contents. 



Guidance/Criteria: 
 





https://stateofwa.sharepoint.com/sites/SAO-DataSharingAgreements/DSA/Forms/AllItems.aspx
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Record of Work Done: 
We checked the DSA Library and confirmed that a Data Sharing Agreement was in place prior to starting audit work. 
 
B.1.PRG - Investigation Procedures 
 
Procedure Step: Reported Loss and Investigation Plan 
Prepared By:  TAA, 2/2/2023 
Reviewed By:  SMS, 5/25/2023 
 



Purpose/Conclusion: 
Purpose/Conclusion: 



• To document the initial reported loss and preliminary assessment completed.  
• To document the investigation plan steps that addresses the anticipated investigation strategy, scope, staffing, and budget. 



  



Testing Strategy: 
Investigators are required to complete steps 1-3: 
1. Make initial contact with the client (within 5 business days of initial loss report date) and discuss loss with audit manager. 
2. Complete a Preliminary Assessment Worksheet (PAW). Complete Team level review and submit to Team SI  for review within 10 business days 
of initial loss report date. Please use the PAW review library to upload and document reviews completed and notification for Team Fraud's review. 
Link to PAW review library: http://saosp/TeamSites/Fraud/PAWs/Forms/AllItems.aspx 
  
3.  Based on Team SI's review of the completed PAW next investigation steps will be determined.  



• For risks determined to be included in the current audit, GENL time should be used to start. Please reserve at least 5 hours GENL for 
the Team SI to bill for review. Reminder: When planning investigation work remember to consider the following elements: 



• Approach and testing strategies 
• Initial scope of the investigation (time frame and areas examined) 
• Procedures to determine if scope should be expanded (“what else” question) 





http://saosp/TeamSites/Fraud/PAWs/Forms/AllItems.aspx
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• Procedures to understand internal controls, if necessary 
• Whether interviews need to be conducted and, if so, the timing, nature of the questions, and who will lead the interviews. 
• Estimated time-frame/fieldwork completion date, budget, and staffing resources.   
• In some instances an MOU may be something that is wanted to ensure clear communication. If this is the case, please work with 
the Special Investigations team to get the MOU approved. There are example MOU's on the sharepoint site.  



  
4.  Request the set up of an audit number and budget in TABS. Budget requests are expected to be approved by Team SI.  
(Option A) For external investigation review work, please send an email budget request to the Team SI for approval. Example budget request 
emails can be found on the sharepoint site:  http://saosp/TeamSites/Fraud/FraudExamples/BudgetRequestExample.msg 



• (Option B) For draft investigation plan, the budget will be documented in the approved plan. After the Team SI has approved the plan, 
they will send an email notifying you of the total budget approval. Prepare a BUCO and attach the email approving the budget to establish 
FRAD hours in EIS.  



• Required: The budget will be documented in the approved plan. After Team SI has approved the plan, they will send an email notifying 
you of the total budget approval. Prepare a BUCO and attach the email approving the budget to establish FRAD hours in EIS.  



• Required: Obtain and document advance approval from the Team SI for any significant modifications throughout the investigation or 
need for a budget increase. Document these modifications in the fraud fieldwork plan document.  



Guidance/Criteria: 
ADDITIONAL BACKGROUND 
Auditors should consider the following background information and resources when performing work on this area. 
  
Reminder: When planning investigation work remember to consider the following elements: 



• Approach and testing strategies 
• Initial scope of the investigation (time frame and areas examined) 
• Procedures to determine if scope should be expanded (“what else” question) 
• Procedures to understand internal controls, if necessary 
• Whether interviews need to be conducted and, if so, the timing, nature of the questions, and who will lead the interviews. 
• Estimated time-frame/fieldwork completion date, budget, and staffing resources.   
• In some instances an MOU may be something that is wanted to ensure clear communication. If this is the case, please work with 
the Special Investigations team to get the MOU approved. There are example MOU's on the sharepoint site.  





http://saosp/TeamSites/Fraud/FraudExamples/BudgetRequestExample.msg
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SAO Audit Policy 1410 - Fraud Investigations 
  
  



Record of Work Done: 
Reported Loss: 
1. Initial contact was made with the client on November 15, 2022. 
2. A Preliminary Assessment Worksheet (PAW) was not completed, the City of Spokane submitted a loss, see F-22-371 for which a PAW was 
completed. We determined these submissions from HCA and the City involve the same employee. We also determined Team Pullman will perform 
an external review of the City of Spokane records and include a review of the HCA conclusions to determine which entity incurred the loss or if 
both entities did. 
  
Investigation procedures: 
Based on the information contained in the completed PAW the following investigation procedures were determined:  
Review the completed external investigation completed by Nathan Hathaway, Employee Relations Manager at HCA.  



1. Establish external review budget. We gave consideration to the estimated time-frame/fieldwork completion date, budget, and 
staffing resources. We also considered if there were any other audits currently going on and if additional risks should be considered. 
An overall budget of 22 hours was approved; see [City of Spokane_HCA External Investigation Review Budget Approval]  



2. Inform entity of estimated investigation costs. An overall budget of 22 hours was approved. We spoke with Nathan Hathaway on 
12/18/2022 



 
B.1.PRG - Investigation Procedures 
 
Procedure Step: Communications and Interviews 
Prepared By:  TAA, 1/12/2023 
Reviewed By:  SMS, 5/25/2023 
 



Purpose/Conclusion: 





http://saosp/GeneralInfo/AuditorRefGuide/APM/Pol-1410.docx
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Purpose/Conclusion: 
To document interviews conducted during our investigation. 
  



Testing Strategy: 
Consult with the Special Investigations Program Manager on whether interviews need to be conducted and, if so, the timing, nature of the 
questions, and who will lead the interviews. 
  
Document interviews conducted. If the entity conducted interviews, get a copy of the notes or records. 
  



Guidance/Criteria: 
ADDITIONAL BACKGROUND 
Auditors should consider the following background information and resources when performing work on this area. 
   
SAO Audit Policy 1410 - Fraud Investigations 



Record of Work Done: 
Procedures: 
  
During the course of our investigation, we documented various communication with the entity and other parties, as applicable in this linked 
communications log: [Communication Log]. 
  
During the external investigation, as interview was conducted on September 26, 2022 by Nathan Hathaway, Employee Relations Manager and Didi 
Thomas, HR Division Consultant with Micaela Martinez, Contracts Specialist 3. This is documented at [HCA_Investigation Attachments], see pages 5 
and 6 for interview notes. Key statements include: 
  



• Subject said she is “vacationing out” with the City of Spokane as she has 272 hours of vacation left. She said she’s on the 
payroll, but not active, not in the office, and not doing no current work for them. 
• Subject said her last day working at the City is 7/28/22, and did not do any work for the City while being paid at HCA. 
• After the interview, the subject sent an email acknowledging that she did not start “vacationing” or resigned from the 
City,and thought she could do both jobs. She resigned effective immediately. 
• The next morning, the subject sent a text message that said they apologized for what happened, and acknowledged to 
family and financial issues. She didn’t feel she was doing anything wrong and doesn’t feel like they were fulfilling their obligations.  



  





http://saosp/GeneralInfo/AuditorRefGuide/APM/Pol-1410.docx
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B.1.PRG - Investigation Procedures 
 
Procedure Step: External Review Assessment 
Prepared By:  TAA, 1/12/2023 
Reviewed By:  SMS, 5/25/2023 
 



Purpose/Conclusion: 
Purpose: To determine if our Office can rely on the work conducted and the conclusions reached by the external investigation. 
  
Conclusion: 
We determined we could partially rely on the work conducted.   



Testing Strategy: 
Review the external investigation using the external review checklist and TeamMate as your documentation tools. 
  
The main goal is to determine if we can rely on the work performed and agree with their investigation conclusions. Areas to consider if we 
agree: 



• The overall results 
• Dollar amount 
• Investigation approach/method 
• Scope (did they look back far enough) 
• Completeness 
• How responsibility was assigned 
• If/how the whatelse areas were addressed 
• If/how interviews were conducted? (If yes, get a copy of the interview notes and attach to TM file) 



  
Expectations: 



• Required: Team SI must approve any additional work before it is performed.   
• Use SAOShare for receiving external investigations 
• Use the tools available, such as TeamMate and External review checklist to document your work 
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• Exercise good communication - keep your Manager and Team Fraud informed, including when you request and receive an 
entity's investigation and document dates in the fraud database activity log 
• Ensure your documentation is clear, concise, understandable, and relevant 
• Ensure work is complete, well thought out, and timely 



Guidance/Criteria: 
 



Record of Work Done: 
Auditor Procedures: 
 
Step 1. We obtained the entities external investigation report. See [HCA_Martinez, Micaela investigation report 9-2022] and relevant attachments 
[HCA_Investigation Attachments] 
  
Step 2. We reviewed the work performed by Nathan Hathaway, Employee Relations Manager. We documented our review in our checklist here: 
Fraud_External_Investigation_Review_Checklist 
  
External Review Conclusion: We determined we could partially rely on the work conducted.  
  
HCA concluded that while the subject did violate policy regarding outside employment, there was no loss as the subject was fulfilling their 
responsibilities and management was not aware of period of inactivity. We agree that an ethics violation occurred as the subject was working two 
jobs at once as there is evidence to support the subject worked at both entities during the loss period. However, the subject did acknowledge to 
working 2 jobs at the same time. We are unable to quantify the extent of the loss on HCA, as we cannot determine the amount of overlap in time 
the subject was actively working at both HCA and the City. See additional work performed in TM file 07Spokane-FD22. 
  
 
B.2.PRG - Concluding Procedures 
 
Procedure Step: Reporting 
Prepared By:  TAA, 11/6/2023 
Reviewed By:  SRS, 11/21/2023 
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Purpose/Conclusion: 
Purpose/Conclusion: 
To determine and document our reporting of the investigation results. 
  



Testing Strategy: 
Investigators are responsible for reviewing any work performed by auditors. Prior to deciding level of reporting, documentation must be reviewed 
by Team SI.  
It is often helpful to Brainstorm with Team SI on how to frame the investigation report. Considerations include: 



• How to best “tell the story” in the report 
• The status of employment of the individual 
• Work performed by the entity or external parties 
• How the fraud was detected 



• Any agreed-upon restitution including the cost of the investigation 



• The length of the fraud 



  
Attach the final reports in TeamMate.  



Guidance/Criteria: 
ADDITIONAL BACKGROUND 
Auditors should consider the following background information and resources when performing work on this area. 
   
SAO Audit Policy 1410 - Fraud Investigations 
  



Record of Work Done: 
Fraud Investigation Report 



Auditor procedures: 
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1. We brainstormed with the Special Investigations Program Manager and determined to report our results we would issue a reduced investigation 
report.  



2. Setup an exit planning meeting to: 



• Strategize the exit - Connect with Special Investigations Program Manager  - done, met with Stephanie Sullivan on 10/13/2023 
• Determine attendees - Work with the client to determine who they want to attend, but it cannot be an open public meeting - done, 



request communicated to audit contact 
• DO NOT share the draft report with your client until the exit meeting (exceptions need to be discussed with the Special Investigations 



Program Manager) 
  
3. After Exit procedures: 



• Gather the entity response and add it to the report in track changes in ARL. Notify the Special Investigations Program Manager the 
response is ready for review. 



• Set report publish date - Special Investigations Program Manager will assist in determining a report date, which needs to be at least one 
week out to provide executive management an opportunity to review. 



• Inform OS of publish date - Leave a note in ARL for OS, informing them of the publish date.  
• Check the “publish” box – You must do this early – at least a week before the publish date. Checking the box kick-starts OS’s process to 



finalize the report and notify executive management.  
  



4. Create an exception and attach the final approved Reduced investigation report to the TeamMate file [Final Report City_HCA]; report was 
issued as a combined report with the City of Spokane - see team mate file C1-SpokaneHCA-FD22.  
  
5. Complete the requested information fields in the fraud database on the Outcome tab attach the recommendation into the supporting 
documents within the database. 



 
B.2.PRG - Concluding Procedures 
 
Procedure Step: Exit Conference 
Prepared By:  TAA, 11/6/2023 
Reviewed By:  SRS, 11/21/2023 
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Purpose/Conclusion: 
Purpose/Conclusion: 
To communicate the results of our investigation with the client. 



Testing Strategy: 
Conduct an exit conference with the client to discuss the approved draft report – this may be in person or via video call or phone.  Depending on 
significance, other attendees may include the Special Investigations Program Manager and Audit Manager.  Document the following:   



• Where the meeting was held or if it was conducted via video call or phone 



• When the meeting was conducted 



• Who attended the meeting 



• Significant discussion points  
If a exit recommendation will be issued, a formal exit conference is not required; instead, contact the client to discuss the results of our 
investigation with them before giving/sending the letter. Just a reminder, it is a best practice to use SAOShare to send the draft reports or deliver 
in person. Document this communication including who, when, and any significant discussion points. 



Guidance/Criteria: 
ADDITIONAL BACKGROUND 
Auditors should consider the following background information and resources when performing work on this area. 
   
SAO Audit Policy 1410 - Fraud Investigations 
  



Record of Work Done: 
Exit Conference: 
The following people attended the exit conference on December 16, 2023 via Teams virtual meeting: 



• City of Spokane - Michelle Murray, Accounting Director 
• HCA - Lynda Karseboom, Audit and Accountability Manager; Marc Defreyn, Enterprise and Risk Manager; Kari Summerour, 
External Audit and Compliance Manager; Nathan Hathaway, Employee Relations Manager; Annette Schuffenhauer, Chief Legal Officer 
• SAO - Stephanie Sullivan, Sadie Armijo, Alisha Shaw, Tara Alfano  
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We went over the results of the investigation. In addition to the investigation, the following items were also discussed: 



• None that have a bearing on the current investigation   
 
B.2.PRG - Concluding Procedures 
 
Procedure Step: Quality Control Assurance Certification 
Prepared By:  TAA, 11/6/2023 
Reviewed By:  SRS, 11/21/2023 
 



Purpose/Conclusion: 
Purpose/Conclusion: 
To certify adherence to the expectations set forth by the Audit Policy Manual. 



Testing Strategy: 
This step must be signed-off by the Investigator and Audit Manager. 



Guidance/Criteria: 
ADDITIONAL BACKGROUND 
Auditors should consider the following background information and resources when performing work on this area. 
  
SAO Audit Policy 3430 - Quality Assurance Certification  



Record of Work Done: 
I certify the following expectations were met and Audit Policies that are common to all types of SAO engagements: 
  
1.  I am independent and exercised objective and impartial judgment on all issues associated with conducting this investigation and reporting on 
the results.  Audit Policy 3110 - Independence and Ethics 
  
2.  I used reasonable care and professional skepticism throughout this investigation.  Audit Policy 3130 – Professional Judgment  





http://saosp/GeneralInfo/AuditorRefGuide/APM/Pol-3430.docx
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3.  Work was performed by staff who collectively possesses adequate professional competence.  Audit Policy 3140 – Competence and CPE  
  
4.  Assistants on the investigation were informed of their responsibilities and objectives of the procedures they were to perform, and their work 
was reviewed to ensure it was properly performed and documented.  Audit Policy 3160 – Supervision and Review  
  
5.  Documentation, including any evidence maintained in a paper file, was reviewed and coaching notes were resolved.  Audit Policy 3160 – 
Supervision and Review  
  
6. Work was sufficiently documented to enable a knowledgeable person, who has had no previous connection with the investigation, to ascertain 
that the information collected and the work performed support significant judgments and conclusions.  Audit Policy 3310 – Standards for 
Documentation 
 



Issues 
 



ISS.1 - Fraud Investigation Report 
Prepared By:  TAA, 10/13/2023 
Reviewed By:  SRS, 11/21/2023 
Type:   Verbal Recommendation 
Category:  Payroll/Personnel 
Reporting Level(s):  



Impact   
Cost Savings:     
Questioned Costs: $0.00 



Issue 
See finding level issue in C1SpokaneHCA-FD22 
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Code Brief Explanatory Description Statue/Rule/Case 
Personal Information: 


 
[1] 


 
Bank Account Information - Credit card numbers, debit 
card numbers, electronic check numbers, card expiration 
dates, or bank or other financial account numbers, except 
when disclosure is expressly required by or governed by 
other law. 
 
The redacted information is a bank account number. 


 
42.56.230(5) 


[2] Social Security Number of persons who are not public 
employees or public clients.  The Privacy Act of 1974 
evinces Congress’ intent that social security numbers are a 
private concern.   
 
The redacted information is a social security number. 


5 U.S.C. sec. 552(a); 
RCW 42.56.070(1); RCW 
42.56.250(4) 


[3] Personal Information in any files maintained for students in 
public schools, patients or clients of public institutions or public 
health agencies, or welfare recipients; 
 
The redacted information is a personal information. 


RCW 42.56.230(1) 


Employee Information: 
[4] Employee Social Security Number. The Privacy Act of 


1974 evinces Congress’ intent that social security numbers 
are a private concern. 
 
The following information held by any public agency in 
personnel records, public employment related records, 
volunteer rosters, or included in any mailing list of 
employees or volunteers of any public agency: Residential 
addresses, residential telephone numbers, personal 
wireless telephone numbers, personal electronic mail 
addresses, social security numbers, driver's license 
numbers, identicard numbers, and emergency contact 
information of employees … of a public agency, and the 
names, dates of birth, residential addresses, residential 
telephone numbers, personal wireless telephone numbers, 
personal electronic mail addresses, social security 
numbers, and emergency contact information of 
dependents of employees … of a public agency. 
 
The redacted item is an employee social security number.                    


5 U.S.C. sec. 552(a); 
RCW 42.56.070(1); 
RCW 42.56.250(4) 


[5] Employee Residential Address 
 
The following information held by any public agency in 
personnel records, public employment related records, 
volunteer rosters, or included in any mailing list of 
employees or volunteers of any public agency: Residential 
addresses, residential telephone numbers, personal 
wireless telephone numbers, personal electronic mail 
addresses, social security numbers, driver's license 
numbers, identicard numbers, and emergency contact 
information of employees … of a public agency, and the 
names, dates of birth, residential addresses, residential 


42.56.250(4) 
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telephone numbers, personal wireless telephone numbers, 
personal electronic mail addresses, social security 
numbers, and emergency contact information of 
dependents of employees … of a public agency. 
 
The redacted information is an employee address. 
 
 


[6] Employee Personal Wireless Telephone Numbers 
 
The following information held by any public agency in 
personnel records, public employment related records, 
volunteer rosters, or included in any mailing list of 
employees or volunteers of any public agency: Residential 
addresses, residential telephone numbers, personal 
wireless telephone numbers, personal electronic mail 
addresses, social security numbers, driver's license 
numbers, identicard numbers, and emergency contact 
information of employees … of a public agency, and the 
names, dates of birth, residential addresses, residential 
telephone numbers, personal wireless telephone numbers, 
personal electronic mail addresses, social security 
numbers, and emergency contact information of 
dependents of employees … of a public agency. 
 
The redacted information is an employee wireless telephone 
number. 


42.56.250(4) 


[7] Employee Birth Date 
 
The following information held by any public agency in 
personnel records, public employment related records, 
volunteer rosters, or included in any mailing list of 
employees or volunteers of any public agency: Residential 
addresses, residential telephone numbers, personal 
wireless telephone numbers, personal electronic mail 
addresses, social security numbers, driver's license 
numbers, identicard numbers, and emergency contact 
information of employees … of a public agency, and the 
names, dates of birth, residential addresses, residential 
telephone numbers, personal wireless telephone numbers, 
personal electronic mail addresses, social security 
numbers, and emergency contact information of 
dependents of employees … of a public agency. 
 
The redacted information is an employee birth date. 


42.56.250(4) 


[8] Employee Personal Email Address 
 
The following information held by any public agency in 
personnel records, public employment related records, 
volunteer rosters, or included in any mailing list of 
employees or volunteers of any public agency: Residential 
addresses, residential telephone numbers, personal 
wireless telephone numbers, personal electronic mail 
addresses, social security numbers, driver's license 
numbers, identicard numbers, and emergency contact 
information of employees … of a public agency, and the 
names, dates of birth, residential addresses, residential 
telephone numbers, personal wireless telephone numbers, 
personal electronic mail addresses, social security 


42.56.250(4) 
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numbers, and emergency contact information of 
dependents of employees … of a public agency. 
 
The redacted information is an employee email address. 
 


[9] Employee Driver License Number 
The following information held by any public agency in 
personnel records, public employment related records, 
volunteer rosters, or included in any mailing list of 
employees or volunteers of any public agency: Residential 
addresses, residential telephone numbers, personal 
wireless telephone numbers, personal electronic mail 
addresses, social security numbers, driver's license 
numbers, identicard numbers, and emergency contact 
information of employees … of a public agency, and the 
names, dates of birth, residential addresses, residential 
telephone numbers, personal wireless telephone numbers, 
personal electronic mail addresses, social security 
numbers, and emergency contact information of 
dependents of employees … of a public agency. 
 
The redacted information is an employee driver license 
number. 
 


42.56.250(4), RCW 
42.56.050, 


[10] Employee Dependent (children or spouse) Names 
The following information held by any public agency in 
personnel records, public employment related records, 
volunteer rosters, or included in any mailing list of 
employees or volunteers of any public agency: Residential 
addresses, residential telephone numbers, personal 
wireless telephone numbers, personal electronic mail 
addresses, social security numbers, driver's license 
numbers, identicard numbers, and emergency contact 
information of employees … of a public agency, and the 
names, dates of birth, residential addresses, residential 
telephone numbers, personal wireless telephone numbers, 
personal electronic mail addresses, social security 
numbers, and emergency contact information of 
dependents of employees … of a public agency. 
 
The redacted information is the name of a dependent child 
or spouse of employee. 


42.56.250(4) 
 


[11] Employee Dependent (children or spouse) Address 
The following information held by any public agency in 
personnel records, public employment related records, 
volunteer rosters, or included in any mailing list of 
employees or volunteers of any public agency: Residential 
addresses, residential telephone numbers, personal 
wireless telephone numbers, personal electronic mail 
addresses, social security numbers, driver's license 
numbers, identicard numbers, and emergency contact 
information of employees … of a public agency, and the 
names, dates of birth, residential addresses, residential 
telephone numbers, personal wireless telephone numbers, 
personal electronic mail addresses, social security 
numbers, and emergency contact information of 
dependents of employees … of a public agency. 
 


42.56.250(4) 
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The redacted information is an employee dependent 
address. 
 
 
 


Security: 
[12] Information regarding the infrastructure and security of 


computer and telecommunications networks.  
 
Information may include security passwords, security 
access codes and programs, access codes for secure 
software applications, security and service recovery plans, 
security risk assessments, and security test results to the 
extent that they identify specific system vulnerabilities, and 
other such information the release of which may increase 
risk to the confidentiality, integrity, or availability of agency 
security, information technology infrastructure, or assets. 
 
The redacted information contains security risk 
assessments and test results. 


RCW 42.56.420(1); RCW 
42.56.420(4)  


Applicant Information: 
[13] Employment Applicant’s Name - Applications for public 


employment, including names of applicants, resumes and 
other related materials submitted with respect to an applicant 
are exempt from disclosure. 
 
The redacted information is the applicant’s name. 


RCW 42.56.250(2) and  
RCW 42.56.050. 
 


[14] Employment Applicant’s Telephone Number - 
Applications for public employment, including names of 
applicants, resumes and other related materials submitted 
with respect to an applicant are exempt from disclosure. 
 
The redacted information is the applicant’s personal 
telephone number. 


RCW 42.56.250(2) and  
RCW 42.56.050. 
 


[15] Employment Applicant’s Date of Birth - Applications for 
public employment, including names of applicants, resumes 
and other related materials submitted with respect to an 
applicant are exempt from disclosure. 
 
The redacted information is the date of birth. 


RCW 42.56.250(2) and  
RCW 42.56.050. 
 


PUD Records: 
[16] Public Utility & Transportation Exemptions 


 
Residential addresses and phone numbers in public utility 
records. 
 
 
 


42.56.330(2) 
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The information redacted is either a residential address or 
phone number of a PUD client. 
 
 
 
 


Student Information: 
[17] Student Name 


Personal information in any files maintained for students in 
public schools, patients or clients of public institutions or 
public health agencies, or welfare recipients;[RCW 
42.56.230(1)] 
 
20 U.S.Code 1232g(b)(1), states in part: 
No funds shall be made available under any applicable 
program to any education agency or institution which has a 
policy or practice of permitting the release of education 
records (…) of students without the written consent of their 
parents to any individual, agency, or organization, other … 
 
The redacted information is the student’s name. 


See RCW 42.56.070(1); 
RCW 42.56.050; RCW 
42.56.230(1); and 20 U.S.C. 
§ 1232g Family education 
and privacy rights. 


[18] Student ID/Identifier 
Personal information in any files maintained for students in 
public schools, patients or clients of public institutions or 
public health agencies, or welfare recipients;[RCW 
42.56.230(1)] 
 
20 U.S.Code 1232g(b)(1), states in part: 
No funds shall be made available under any applicable 
program to any education agency or institution which has a 
policy or practice of permitting the release of education 
records (…) of students without the written consent of their 
parents to any individual, agency, or organization, other … 
 
The redacted information is the student ID number or other 
number identifier. 


See RCW 42.56.070(1); 
RCW 42.56.050; RCW 
42.56.230(1); and 20 U.S.C. 
§ 1232g Family education 
and privacy rights. 


[19] Student Birth Date/Age 
Personal information in any files maintained for students in 
public schools, patients or clients of public institutions or 
public health agencies, or welfare recipients;[RCW 
42.56.230(1)] 
 
20 U.S.Code 1232g(b)(1), states in part: 
 
No funds shall be made available under any applicable 
program to any education agency or institution which has a 
policy or practice of permitting the release of education 


See RCW 42.56.070(1); 
RCW 42.56.050; RCW 
42.56.230(1); and 20 U.S.C. 
§ 1232g Family education 
and privacy rights. 
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records (…) of students without the written consent of their 
parents to any individual, agency, or organization, other … 
 
The redacted information is the student’s birthdate or age. 
 
 
 


[20] Student Gender 
Personal information in any files maintained for students in 
public schools, patients or clients of public institutions or 
public health agencies, or welfare recipients;[RCW 
42.56.230(1)] 
 
20 U.S.Code 1232g(b)(1), states in part: 
 
No funds shall be made available under any applicable 
program to any education agency or institution which has a 
policy or practice of permitting the release of education 
records (…) of students without the written consent of their 
parents to any individual, agency, or organization, other … 
 
The redacted information is the student’s gender. 
 


See RCW 42.56.070(1); 
RCW 42.56.050; RCW 
42.56.230(1); and 20 U.S.C. 
§ 1232g Family education 
and privacy rights. 


[21] Student Grade 
Personal information in any files maintained for students in 
public schools, patients or clients of public institutions or 
public health agencies, or welfare recipients;[RCW 
42.56.230(1)] 
 
20 U.S.Code 1232g(b)(1), states in part: 
 
No funds shall be made available under any applicable 
program to any education agency or institution which has a 
policy or practice of permitting the release of education 
records (…) of students without the written consent of their 
parents to any individual, agency, or organization, other … 
 
The redacted information is the student’s grade. 


 


See RCW 42.56.070(1); 
RCW 42.56.050; RCW 
42.56.230(1); and 20 U.S.C. 
§ 1232g Family education 
and privacy rights. 


[22] Student Address 
Personal information in any files maintained for students in 
public schools, patients or clients of public institutions or 
public health agencies, or welfare recipients;[RCW 
42.56.230(1)] 
 
20 U.S.Code 1232g(b)(1), states in part: 
 


See RCW 42.56.070(1); 
RCW 42.56.050; RCW 
42.56.230(1); and 20 U.S.C. 
§ 1232g Family education 
and privacy rights. 
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No funds shall be made available under any applicable 
program to any education agency or institution which has a 
policy or practice of permitting the release of education 
records (…) of students without the written consent of their 
parents to any individual, agency, or organization, other … 
 
The redacted information is the student’s home address. 
 


Taxpayer Information: 
[23] Tax Information - RCW 82.32.330 Disclosure of return or 


tax information, states in part:  
 
(1)(c) “Tax Information” states in part, “nothing in this 
chapter requires any person possessing data, material, or 
documents made confidential and privileged by this section 
to deleted information from such data, material, or 
documents so as to permit its disclosure[.]”    
 
(1)(e)  “Taxpayer identity: means the taxpayer’s name, . . . 
or any other information disclosing the identity of the 
taxpayer; (2) Returns and tax information are confidential 
and privileged, and  except as authorized by this section, 
neither the department of revenue nor any other person 
may disclose any return or tax information;  
 
The redacted information is information that would identify 
the taxpayer and is therefore exempt from disclosure. 


RCW 82.32.330; 
RCW 42.56.070(1) 
 


[24] Tax Information. 
 
The redacted information is information that would identify 
the taxpayer and is therefore exempt from disclosure. 
 
The redacted information is either a UBI or TIN number. 


RCW 51.16.070; RCW 
42.56.230; RCW 42.56.250 


Whistleblower Information: 
[25] Whistleblower Information. RCW 42.40.040(2), states in 


part: 
Subject to subsection (5)(c) of this section, the identity or 
identifying characteristics of a whistleblower is confidential 
at all times unless the whistleblower consents to disclosure 
by written waiver or by acknowledging his or her identity in 
a claim against the state for retaliation. 
 
The redacted information contains the name, phone 
number, address or email address, position and or state 
agency name that would reveal the identity of the 
whistleblower.  
 
 


RCW 42.40.040(2);  
RCW 42.56.070(1) 
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[26] Whistleblower Information. RCW 42.40.040(2), states in 
part: 
Subject to subsection (5)(c) of this section, the identity or 
identifying characteristics of a whistleblower is confidential 
at all times unless the whistleblower consents to disclosure 
by written waiver or by acknowledging his or her identity in 
a claim against the state for retaliation. 
 
The redacted information contains information that is 
specific enough to reveal the identity of the whistleblower. 


RCW 42.40.040(2);  
RCW 42.56.070(1) 


[27] Witness Information. RCW 42.40.040(2), states in part: 
In addition, the identity or identifying characteristics of any 
person who in good faith provides information in an 
investigation under this section is confidential at all times, 
unless the person consents to disclosure by written waiver 
or by acknowledging his or her identity as a witness who 
provides information in an investigation. 
 
The redacted information contains the name, phone 
number, address or email address, position and or state 
agency name that would reveal the identity of a witness. 


RCW 42.40.040(2);  
RCW 42.56.070(1) 


[28] Witness Information. RCW 42.40.040(2), states in part: 
In addition, the identity or identifying characteristics of any 
person who in good faith provides information in an 
investigation under this section is confidential at all times, 
unless the person consents to disclosure by written waiver 
or by acknowledging his or her identity as a witness who 
provides information in an investigation. 
 
The redacted information contains information that is 
specific enough to reveal the identity of the witness. 


RCW 42.40.040(2);  
RCW 42.56.070(1) 


Attorney/Client: 
[29] Attorney Client Privilege. 


 
Communication from attorney to client for the purpose of 
providing legal advice. Alternatively, communications from 
client to attorney for the purpose of obtaining legal advice. 
 
The redacted information is legal advice. 


RCW 42.56.070(1); RCW 
5.60.060(2)(a) 


Miscellaneous: 
[30] 


 
 


Employment and licensing. 
 
(4) The following information held by any public agency in 
personnel records, public employment related records, 
volunteer rosters, or included in any mailing list of 
employees or volunteers of any public agency: Residential 
addresses, residential telephone numbers, personal 
wireless telephone numbers, personal email addresses, 


RCW 42.56.250(4) 
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social security numbers, driver's license numbers, 
identicard numbers, and emergency contact information of 
employees or volunteers of a public agency, and the 
names, dates of birth, residential addresses, residential 
telephone numbers, personal wireless telephone numbers, 
personal email addresses, social security numbers, and 
emergency contact information of dependents of 
employees or volunteers of a public agency.  
 
The redacted information contains identifying information 
such as identicard numbers. 
 


[31] Vehicle Registration Information. 
 
Each agency, in accordance with published rules, shall 
make available for public inspection and copying all public 
records, unless the record falls within the specific 
exemptions of subsection (8) of this section, this chapter, or 
other statute which exempts or prohibits disclosure of 
specific information or records. To the extent required to 
prevent an unreasonable invasion of personal privacy 
interests protected by this chapter, an agency shall delete 
identifying details in a manner consistent with this chapter 
when it makes available or publishes any public record; 
however, in each case, the justification for the deletion shall 
be explained fully in writing. 
 
The redacted information contains all information listed on 
a vehicle registration. 
 


18 U.S.C. §§2721,272(3); 
RCW 42.56.070(1) 
 


[32] Vessel Information. 
 
Disclosure of names and addresses of individual vehicle 
and vessel owners. 
 
 
The redacted information contains all information listed on 
a vessel registration. 
 


RCW 42.12.635 


[33] Investigative, law enforcement, and crime victims. 
Information revealing the identity of persons who are 
witnesses to or victims of crime or who file complaints with 
investigative, law enforcement, or penology agencies, other 
than the commission, if disclosure would endanger any 
person's life, physical safety, or property. 
 
The redacted information contains any information 
revealing the persons involved. 


RCW 42.56.240(2) 
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[34] Agency party to controversy. 
 
Records that are relevant to a controversy to which an 
agency is a party but which records would not be available 
to another party under the rules of pretrial discovery for 
causes pending in the superior courts are exempt from 
disclosure under this chapter. 
 
 
The communications involve an active lawsuit and are 
communications from the Attorney General’s Office. 


RCW 42.56.290 


[35] Invasion of Privacy. 


A person's "right to privacy," "right of privacy," "privacy," or 
"personal privacy," as these terms are used in this chapter, 
is invaded or violated only if disclosure of information about 
the person: (1) Would be highly offensive to a reasonable 
person, and (2) is not of legitimate concern to the public. 
The provisions of this chapter dealing with the right to 
privacy in certain public records do not create any right of 
privacy beyond those rights that are specified in this 
chapter as express exemptions from the public's right to 
inspect, examine, or copy public records. 
 


The redacted information would be an invasion of privacy. 


RCW 42.56.050 


 DSHS Client Records  
[36] Client Name.  


 
In addition, a DSHS Client file contains information 
protected by Health Insurance Portability and Accountability 
Act of 1996 (HIPAA) which must be de-identified pursuant 
to 45 CFR 164.514(b)(2)(i)(A). 
 
The redacted information is a DSHS client name. 


RCW 42.56.230(1), RCW 
74.04.060(1), RCW 
42.56.070(1), and 42 
U.S.C. 1320d - d-9. 


[37] Client Phone Number.   


In addition, a client file contains information protected by 
HIPAA which must be de-identified pursuant to 45 CFR 
164.514(b)(2)(i)(G). 


 
The redacted information is a DSHS client Phone #. 


RCW 74.04.060(1), RCW 
42.56.070(1), RCW 
42.56.230(1); and 42 
U.S.C. 1320d - d-9. 


[38] Client Address.   RCW 74.04.060(1), RCW 
42.56.070(1), RCW 
42.56.230(1); and 42 
U.S.C. 1320d - d-9. 
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In addition, a client file contains information protected by 
HIPAA which must be de-identified pursuant to 45 CFR 
164.514(b)(2)(i)(G). 


 
The redacted information is a DSHS client Address. 


[39] Client Social Security Number.   


Social security account numbers and related records (tax 
ID numbers) that are obtained or maintained by authorized 
persons under law are confidential and no authorized 
person shall disclose any social security account number or 
related record (tax ID numbers)  
 
The redacted information is a client Social Security number. 


42 USC § 
405(c)(2)(C)(viii)(l); RCW 
42.56.070(1)  
 


[40] Client Date of Birth.   


In addition, a client file contains information protected by 
HIPAA which must be de-identified pursuant to 45 CFR 
164.514(b)(2)(i)(G). 


 
The redacted information is a client DOB. 


RCW 74.04.060(1), 
RCW 42.56.070(1), 
RCW 42.56.230(1); and 
42 U.S.C. 1320d - d-9. 


[41] Client ID #. 


In addition, a client file contains information protected by 
HIPAA which must be de-identified pursuant to 45 CFR 
164.514(b)(2)(i)(G). 


The redacted information is a client ID # 


RCW 74.04.060(1), 
RCW 42.56.070(1), 
RCW 42.56.230(1); and 
42 U.S.C. 1320d - d-9. 


Contracting: 
[42] Competitive bidding—Written protests—Notice of 


contract execution. 


(1) Within two business days of the bid opening on a public works project that is 
the subject of competitive bids, the municipality must provide, if requested by a 
bidder, copies of the bids the municipality received for the project. The 
municipality shall then allow at least two full business days after providing bidders 
with copies of all bids before executing a contract for the project. Intermediate 
Saturdays, Sundays, and legal holidays are not counted. 


(2) When a municipality receives a written protest from a bidder for a public works 
project that is the subject of competitive bids, the municipality must not execute a 
contract for the project with anyone other than the protesting bidder without first 
providing at least two full business days' written notice of the municipality's intent 
to execute a contract for the project; provided that the protesting bidder submits 
notice in writing of its protest no later than: 


(a) Two full business days following bid opening, if no bidder requested 
copies of the bids received for the project under subsection (1) of this section; or 


RCW 39.04.105 
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(b) Two full business days following when the municipality provided 
copies of the bids to those bidders requesting bids under subsection (1) of this 
section. Intermediate Saturdays, Sundays, and legal holidays are not counted. 


 
The redacted information is vendor proprietary information. 


[43] Financial, Commercial and Proprietary Information. 


The redacted information is vendor proprietary information. 


RCW 42.56.270(11)(a) 


 








LOR Summary.xlsx

AC


			Accountability audit issues evaluation


			Purpose:			 To document the consideration and determination of the level of reporting for audit issues.


			Instructions:			Complete this form for each audit issue to determine the appropriate level of reporting.  Apply the Reporting Level Matrix for general guidance															Reporting Level Matrix 





						Where appropriate combine issues, considering the type of activities and the root of the issues. For example if we audited 3 departments and note cash receipting issues in each department, we should consider combining the issues as it indicates an entity-wide weakness.


						Once the team has determined the proposed level of reporting, notify the related program manager for approval. 															(the current list is on the Subject Matter Specialist page)





						When issues are identified, auditors should also consider the need to reassess planning and control risk conclusions based on new information and determine whether additional testing is necessary to determine the effect and ensure evidence is sufficient to support our report.





			IT Reminders:			All IT-related recommendations must be reviewed by a member of Team ITA management.  For exit level items, please send requests for review to SAOITAudit@sao.wa.gov with the TeamMate Audit Project Code and recommendation reference number only. 


						For Management letters and Findings please reference Appendix G in the IT Planning Guide.


						Auditors should categorize all IT security-related issues as "IT Controls - Confidential" in TM and add this statement in workpapers and Recommendation Headers: "Limited Distribution – Confidential SAO Information, May Be Protected Under RCW 42.56.420."





			Expectations: 			The LOR  summary should be completed for all issues. Information in LOR summary needs to include sufficient perspective for the reviewer/approver to evaluate the proposed LOR.


						Teams need to ensure audit documentation clearly supports the issues documented  in the LOR summary. If unsure as to whether sufficient work has been performed to determine the significance of the issue, work with AAM/AM.


						When determining the level of reporting, staff are required to consider the Reporting Level Matrix.												Reporting Level Matrix 


						Prior to submission for review/approval of the Program Manager the audit team is responsible for:


									Filling-out the LOR form, including the proposed level of reporting. 


									The Team AAM and AM complete a team level review and discussion of the audit documentations and LOR summary.





			TM Issue #(s)


Scott Deviney: Relate the deficiency evaluation to TM issue #(s) for the issue or aggregated issues evaluated			Audit Area			Description of Control Deficiency(ies) or non-compliance			Cause(s) 


DeViney, Scott (SAO): Cause is why did the condition occur? Because - usually tied to something missing from the control - did not do, did not know to do, was not aware of something… etc. 			What’s at risk


Meyer, Renee (SAO): Perspective: what dollars are associated with the control (ie total credit card charges) or # of transactions. Consider the driver of the activity			Actual Effects			History  & prior reporting level			Criteria			Notes or other relevant info & initial auditee response			Team LOR suggestion			Approvals


						Payroll and Personnel                                                    			•The City does not have established policies and procedures regarding outside employment.
• HCA relied on the employee to comply with its administrative policies and procedures regarding outside employment, and did not validate information the employee represented regarding her employment with the City.
• The City and HCA relied on the employee to perform her assigned duties while working in-person and remotely.
• The City lacks sufficient internal controls to verify employees are performing an adequate amount of work that aligns with their regular hours. Additionally, they did not have sufficient controls to ensure employees are not conducting non-work activity during their scheduled work hours.			Both agencies reilied upon the employee to perform her duties and follow ethical employment practices. 

HCA relied upon the employee to follow their policy that does not allow for dual employment and did not follow up to ensure the employee was not actively employed by the City, after she had informed them she would be receiving compensation from the City while she was working at HCA. 			Payroll expenses that could be questionable or actual missappropriation if the employee is compensated for work not performed			•Between the start of her employment with HCA on August 1, 2022, and September 23, 2022, the employee reported 300 regular salary and leave hours with the City, and the City determined it paid $11,552 in related payroll compensation. During the same period, she reported 340 regular salary hours and earned about $11,737 in gross wages as HCA’s Contract Specialist.
• As the City’s Procurement Specialist, she had a set work schedule from Monday through Thursday from 7 a.m. to 5 p.m. As HCA’s Contract Specialist, she had a set work schedule of Monday through Friday from 8 a.m. to 5 p.m. between August 1, 2022, and August 15, 2022. This schedule shifted to Monday through Thursday from 6 a.m. to 4:30 p.m. between August 16, 2022, and September 23, 2022. Given the significant overlap in work schedules, the employee could not have performed full-time work for both the City and HCA during this time.
• The employee’s supervisors at HCA noted no significant gaps in online availability to indicate she was not working an appropriate amount of time on HCA-related duties.

The City investigated and determined it made questionable payroll disbursements totaling $11,552 between August 1, 2022, and September 23, 2022. HCA also investigated and found no questionable payroll costs. However, HCA determined the employee violated its administrative policies for outside employment and personal conduct.			None									Finding











			Conclusion: We have documented our consideration and determination of level of reporting for accountability audit issues.








http://saosp/GeneralInfo/AuditorRefGuide/Pages/Subject-Matter-Experts.aspxmailto:%20SAOITAudit@sao.wa.govhttp://saosp/GeneralInfo/AuditorRefGuide/PG/Information_Technology.docx


AC Sole Source Flowchart








Menus


			This tab contains the options for drop-down menus


			AC Level of Reporting


			Finding


			ML


			Exit Item


			Verbal


			FS/SA Level of Reporting


			Finding - Material weakness


			Finding - Significant deficiency


			ML


			Exit Item


			Verbal


			Potential Effects


			Material


			Significant


			Insignificant


			Issue Category


			Accounting/Financial Reporting


			Accounts Payable Disbursements                                         


			Annual Report Filing


			Apportionment (ALE)


			Apportionment (Enrollment)


			Apportionment (Staff Mix)


			Apportionment (Transportation)


			Authority


			Billings/Receivables


			Budget Compliance


			Cash Receipting


			Conflict of Interest and Ethics


			Contracts/Agreements


			Debt/Covenants


			Disposition of Property


			Donations/Fundraising


			Financial Condition


			Grants (Federal)


			Grants (State/Local)


			I-937 Energy Conservation


			I-937 Renewable Energy


			Insurance/Risk Management


			Interfund Transactions/Balances


			Investments/Deposits


			IT Controls


			Open Public Meetings                                                  


			Other


			PA - Compliance


			PA - Internal Controls


			PA - Program Effectiveness


			PA - Prospective Analysis


			Payroll and Personnel                                                    


			Procurement (Bidding/Prevailing Wage)


			Purchase Cards/Procurement Cards


			Records Retention


			Restricted Funds


			Retirement Census Data


			Safeguarding of Assets/Property


			Taxes/Assessments


			Travel and Employee Reimbursements








Reporting Level Matrix











LOR workflow


			Approval workflows for Level of Reporting 


			All LORs should go through team level review prior to AD/PM review.


			AC			FS			SA			Area:			LOR Approval:


			X			X						Timely annual report filing			Manager of Local Government Support team


						X						Local team college, university  and Commission financial statement audits, and financial condition issues			Team's assigned Assistant Director in conjunction with the State Assistant Director


			X			X						Financial condition issues, even in an accountability audit			Team's assigned Assistant Director


			X			X						Risk pool/self insurance issues either on risk pool audits, or when auditing self insurance for other entity types			Risk pool/Self Insurance Program Manager


			X			X			X			IT or cybersecurity related recommendations			IT Audit (SAOITAudit@sao.wa.gov)


Fenton, Crystal (SAO): For MLs and Findings, otherwise IT Audit will review Security Results Document


			X			X			X			Recommendations caused by, allowed by, or otherwise concerning weaknesses in a common IT system			Subject area Program Manager in conjunction with IT Audit (SAOITAudit@sao.wa.gov)


			X									All other accountability areas			Subject area Program Manager, if applicable


						X						All other local team financial statement audits			Team's assigned Assistant Director


									X			Single audit issues			Single Audit Program Manager


			X									Financial statement accuracy/completeness when reported in an accountability audit			Subject area Program Manager
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Fraud Investigations Report: City of Spokane and Washington State Health Care Authority 



 



General 
Code:  C1SpokaneHCA-FD22 
Name:  Fraud Investigations Report: City of Spokane and Washington State Health Care Authority 
Group:  Pullman 
Type:  S1-Agency, Commission, or Board 
Location: State 
Scope:  Not Applicable 



Team 
Lead:  Tara Alfano 
Manager: Alisha Shaw 



Procedures 
 
A.1.PRG - TeamMate Administration 
 
Procedure Step: Audit Set Up 
Prepared By:  (None) 
Reviewed By:  AMS, 8/14/2023 
 



Purpose/Conclusion: 
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Purpose / Conclusion:  
Set up TeamMate audit file in accordance with TeamMate Protocol.  



Testing Strategy: 
All of the following steps are required in order to properly set up the TM file except for the optional step to set up global tickmarks.  If the budget is 
less than 100 hours, auditors may skip steps 4-6 (filling out the profile and sending to TC) until the end of the audit.   
   
1. Add the audit team to the project - To do this, go to the Planning tab and select Team.  Then select the team from the TeamStore by clicking 
the “get” button. For confidential audits only (IT, Medicaid, etc.): Disable guest access. 
   
2. Set Project Manager and Lead - Select the Lead and Manager from the drop down menus in the Team Tab of the Profile.  The "Lead" should 
be the Auditor-In-Charge of the audit, and the "Manager" should be the Assistant Audit Manager supervising the audit.    
  
3. Fill out initial information in the Profile - The Project Profile captures general information about the audit for the TeamCentral 
database.  Access the Profile from the Planning tab and populate as many of the required fields in the Profile as possible at this stage of the 
audit.  A description for each required field can be found in the TeamMate Protocol document.  
4.  Centralized Projects - Go to http://saoapp/TMDV/ViewProjectErrors.aspx and enter the project code then "Validate" to check your project for 
errors. 
  
5. Resolve any TMDV errors - The TeamMate Data Validation (TMDV) application performs a series of edit checks on data in your project to 
ensure accuracy and conformity to protocol.  If TMDV identifies erorrs for your project, resolve the errors and send to central again (if distributed) 
until TMDV displays that there are no records to display.   
   
Exceptions could indicate either errors in the TeamMate profile or issue data or errors in other SAO databases.  If you have confirmed that 
information in TeamMate is correct, contact the TeamMate Administrative Group to initiate corrections to our other databases.  
6. Set up your favorite global tickmarks (optional) - Global tickmarks are available throughout the audit file and do not change from workpaper 
to workpaper.  You can access the global tickmarks screen from the Planning tab.  
   
7. Initialize Audit – Attempt to sign off on this step, which will trigger a dialog box asking if you would like to initialize the audit.  After initialization 
of the audit, you may continue to add users or global tickmarks, but cannot delete any. 



Guidance/Criteria: 
ADDITIONAL BACKGROUND  
Auditors should consider the following background information and resources when performing work on this area. 
  
TeamMate Protocol Document 





http://saoapp/TMDV/ViewProjectErrors.aspx


http://saosp/GeneralInfo/TeamMate/Documents/TM_Protocol.docx
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Record of Work Done: 
1. Added the audit team to the project (all audits). As applicable, disabled guest access (confidential audits only).     
  
2. Set the Project Manager and Lead 
 
3. Filled out the audit profile 
  
4. Checked Data Validation System for errors  
  
5. Resolved all TMDV Errors 
 
6. Set up my favorite global tickmarks, if needed 
 
7. Initialized the audit file 
 
A.1.PRG - TeamMate Administration 
 
Procedure Step: Project Review & Finalize 
Prepared By:  (None) 
Reviewed By:  WFR, 11/28/2023 
 



Purpose/Conclusion: 
Purpose/Conclusion: 
To ensure that audit documentation complies with TeamMate Protocol, the audit file is ready for finalization and archiving, and that any files 
outside of TeamMate are completed and reviewed. 
  



Testing Strategy: 
Replicas  
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Ensure that all replicas are merged into the master file and discard any replicas that will never be merged.  
  
Review of workpapers 
Review workpapers to ensure they are completed and properly signed off.  You can use the Procedure Status Viewer (for all procedure steps) or 
the Schedule Status Viewer (for procedure summaries and attachments) to see the status of steps and attachments in the audit file.  The Viewers 
can be accessed from the buttons on the Navigation Bar at the bottom of the screen.  
  
Coaching Notes 
Verify that all coaching notes have been addressed and cleared.  You can use the Coaching Notes Viewer to see the status of all Coaching Notes 
in the audit file.  The Coaching Note Viewer can be accessed by using the button on the Navigation Bar at the bottom of the screen. 
 
During the finalization process, coaching notes will be deleted.  If you want to keep these notes you will need to create a report using the Reports 
wizard and save it outside of the TeamMate file.  
Hardcopy Files and External Data  
Ensure that hardcopy files referenced by the audit are completed and reviewed. Also ensure that any unnecessary documentation or files, 
including databases with any confidential or sensitive information, are appropriately disposed.  If files or databases are needed for future periods, 
ensure these are appropriately secured.  See the SAO Administrative Policy on Data Security and Access.  
  
Project Profile  
Review and update the Profile information.  See the TeamMate Protocol document for definitions and instructions for each required field.  The 
Protocol document can be accessed from your Start Menu | All Programs | State Auditor’s Office or on the Intranet on the TeamMate page.  
  
Confidential Audits Only 
Disable guest user and any other users granted temporary file access. 
  
Issue Review  
Ensure issue content is exactly what was presented to the client per the Exit Document, Management Letter, or Finding.  There should only be 
one issue for each finding, management letter item and exit comment.  Additional information or notes about the issue can be documented in the 
"notes" tab. Any other documented issues (that were communicated verbally, at pre-exits or were later combined or dropped) should be either 
deleted or marked as "verbal recommendations."  
  
Check that all required issue fields are completed and correct.  See the TeamMate Protocol document for definitions and instructions for each 
required field.  The Protocol document can be accessed under Audit | TeamMate on the Intranet.  
  
Issue Sign-Off  
All issues must be reviewed and signed off by a Supervisor and/or Audit Manager, per Protocol.  The finalization process will require all issues to 
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have a state of "reviewed."  
  
Audit Status in Tracker 
Update the Audit Status of prior audit management letters and findings in Tracker.  See the Tracker Quick Reference Guide for details. 
  
Resolve any TMDV errors - The TeamMate Data Validation (TMDV) application performs a series of edit checks on data in your project to ensure 
accuracy and conformity to protocol.  



• Go to the Status and Milestones tab in the profile and change project status to "Post Fieldwork" 
• Go to http://saoapp/TMDV/ViewProjectErrors.aspx and enter the project code then "Validate" to check your project for errors.  
• If TMDV identifies errors for your project, resolve the errors and check web site until TMDV displays that there are no records to 
display.   



   
Exceptions could indicate either errors in the TeamMate profile or issue data or errors in other SAO databases. If you have confirmed that 
information in TeamMate is correct, contact the TeamMate Administrative Group to initiate corrections to our other databases.  
  
Change Project Status 
Go to the Status and Milestones tab in the profile and change project status to "Post Fieldwork". 
  
Enter the report issuance date in the "Issued (Final Report)" field. REMINDER: DO *NOT* CHANGE THE STATUS OF THE PROJECT TO 
ISSUED. 



  
Complete/Finalize Project  
After the audit report has been sent to OS the audit should be finalized by the Audit Manager.  To do this, go to Review | Finalize.  The finalization 
process will:  



• Halt the process if any issues have not been reviewed;  
• Warn the Audit Manager of unreviewed workpapers and/or steps;   
• Check for uncleared coaching notes;   
• Finalize the project, which prevents any further changes from being made to the file. 



   
Note:  if the project is finalized and the team subsequently needs to add or modify the documentation, contact the TeamMate 
Administrator for assistance.  





http://saosp/WorkingSites/AuditManagement/Documents/Tracker%20Guidance/Tracker%20Quick%20Reference.docx


http://saoapp/TMDV/ViewProjectErrors.aspx
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Guidance/Criteria: 
ADDITIONAL BACKGROUND  
Auditors should consider the following background information and resources when performing work on this area. 
  
TeamMate Protocol Document 



Record of Work Done: 
All of the following steps have been completed for this audit file:  



• All outstanding replicas are merged.  
• All workpapers have been reviewed.  
• Coaching notes have been addressed and cleared.  
• Hardcopy files have been completed and reviewed.  
• Unnecessary files and databases have been appropriately disposed of, and any files or databases needed for future periods have 
been appropriately secured in accordance with SAO’s administrative policy on Data Security and Access.  
• The audit profile has been completed.  
• As applicable, any guest/temporary user access has been disabled (confidential audits only). 
• Issue content has been reviewed and required fields completed.  
• All issues have been signed off as reviewed. 
• The Audit Status of prior audit management letters and findings has been updated in Tracker. 
• All TeamMate Data Validation errors are resolved.  



  
The audit will now be finalized and be marked for archival. 
 



Issues 
 





http://saosp/GeneralInfo/TeamMate/Documents/TM_Protocol.docx
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ISS.1 - Fraud Investigations Report: City of Spokane and Washington State Health Care Authority 
Prepared By:  TAA, 11/15/2023 
Reviewed By:  AMS, 11/16/2023 
Type:   Fraud 
Category:  Payroll/Personnel 
Reporting Level(s): Finding    



Impact   
Cost Savings:     
Questioned Costs:  



Issue 



FRAUD INVESTIGATIONS 
REPORT                                                            
                                



  



Background and Investigation Results 



On October 3, 2022, and October 11, 2022, the City of Spokane and 
Washington State Health Care Authority (HCA), respectively, notified 
our Office regarding potential losses of public funds, as required by 
state law (RCW 43.09.185). In September 2022, the City and HCA 
discovered that a person was simultaneously employed full time at 
both agencies. 



The City investigated and determined it made questionable payroll 
disbursements totaling $11,552 between August 1, 2022, and 
September 23, 2022. HCA also investigated and found no questionable 
payroll costs. However, HCA determined the employee violated its 
administrative policies for outside employment and personal conduct. 



We reviewed the City’s and HCA’s investigations and concluded that 
the amount of work the employee performed while employed full time 
at both agencies was questionable. However, we cannot quantify the 
extent of time loss for either agency, because we cannot confirm the 
amount of overlap in actual time worked. The investigations and our 
review found: 



• On September 26, 2022, HCA contacted the City after 
learning the employee might be working at the City as 
a Procurement Specialist at the same time she was 
working for HCA. HCA informed the City that it had hired 
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the employee as a Contract Specialist effective August 
1, 2022. 



• The employee had worked for the City since 2015, and 
specifically as a Procurement Specialist since 2017. 
During the COVID-19 pandemic, the employee’s 
workplace shifted to a hybrid environment, with some 
work in person and some work remote. HCA’s Contract 
Specialist position was fully remote. 



• Between the start of her employment with HCA on 
August 1, 2022, and September 23, 2022, the employee 
reported 300 regular salary and leave hours with the 
City, and the City determined it paid $11,552 in related 
payroll compensation. During the same period, she 
reported 340 regular salary hours and earned about 
$11,737 in gross wages as HCA’s Contract Specialist. 



• As the City’s Procurement Specialist, she had a set work 
schedule from Monday through Thursday from 7 a.m. to 
5 p.m. As HCA’s Contract Specialist, she had a set work 
schedule of Monday through Friday from 8 a.m. to 5 
p.m. between August 1, 2022, and August 15, 2022. 
This schedule shifted to Monday through Thursday from 
6 a.m. to 4:30 p.m. between August 16, 2022, and 
September 23, 2022. Given the significant overlap in 
work schedules, the employee could not have 
performed full-time work for both the City and HCA 
during this time. 



• The employee’s supervisors at HCA noted no significant 
gaps in online availability to indicate she was not 
working an appropriate amount of time on HCA-related 
duties. 



• The City’s computer log-in records did not have enough 
information to confirm the amount of time she did or did 
not work. 
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On September 26, 2022, HCA interviewed the Contract Specialist to 
ask if she was currently working for any employers other than HCA. 
She acknowledged that she was also employed by the City but said 
she had not produced work for the City since July 28, 2022, and was 
merely receiving vacation leave pay. Immediately following the 
interview, the employee resigned from her position at HCA, and she 
notified her supervisor at the City that she had been employed 
simultaneously by both employers. On September 27, 2022, the City 
placed her on administrative leave. 



  
On October 14, 2022, the City notified the employee of a pre-
disciplinary hearing scheduled for October 26, 2022. On that date, the 
City interviewed the employee, who acknowledged that she had been 
simultaneously employed by both entities. She was subsequently 
terminated from her City job. 



  



Control Weaknesses 



Internal controls at the City and HCA were inadequate for safeguarding 
public resources. The investigations found the following weaknesses 
allowed the questionable activity to occur: 



• The City does not have established policies and 
procedures regarding outside employment. 



• HCA relied on the employee to comply with its 
administrative policies and procedures regarding 
outside employment and did not validate information 
the employee represented regarding her employment 
with the City. 



• The City and HCA relied on the employee to perform her 
assigned duties while working in-person and remotely. 
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• The City lacks sufficient internal controls to verify 
employees are performing an adequate amount of work 
that aligns with their regular hours. Additionally, they 
did not have sufficient controls to ensure employees 
were not conducting non-work activity during their 
scheduled work hours. 



  



Recommendations 



We recommend the City consider establishing policies and procedures 
addressing requirements for outside employment. We also recommend 
the City and HCA monitor employees to ensure adequate safeguarding 
of public resources and compliance with their policies and procedures, 
as applicable. 



Considerations for the City and HCA include continuing to: 
• Improve their monitoring of employees’ work activity to 



confirm they are performing an adequate amount of 
work in line with time reported 



• Improve their monitoring of payroll to include proper 
supervision and establishing expectations that 
managers know what work employees should have 
performed to ensure they are not engaged in dual 
employment that conflicts with their work schedules 



• Communicate and train staff on policies and procedures 
applicable to general ethics and conflicts of interest 



We will refer this case to the Washington State Executive Ethics Board 
for any further action it determines is necessary. 



  



City’s Response 
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Control Weaknesses 



• The City’s Human Resources Department will develop 
policies and procedures outlining guidelines with respect 
to outside employment. 



• The city will also institute non-compete agreements to 
ensure that employment out side of the city sphere does 
not conflict with employee(s) current employment with 
the city. 



• The City managers will establish employee job 
expectations and regularly verify work is being 
performed in accordance with those expectations. The 
City’s Human Resource Department will enforce the 
existing Administrative Policy ADMIN 0620-06-11 
Performance Evaluation and Eligibility for Step 
Increases which is the policy of the City to keep its 
employees apprised of their performance level by 
regular feedback. The city will develop policies and 
procedures surrounding alternative work schedules. 



• The City’s Human Resources Department will develop a 
new and/or enforce current policies and procedures that 
will set expectations of employment with the City under 
a hybrid work environment. The policy will include an 
attestation form that the employee(s) and the City 
agree upon that details and the expectations that 
employees are not to be conducting non-work activity 
during their scheduled work hours. 



Recommendations 



• The City’s Human Resources Department will develop 
and or enforce existing policies that have monitoring 
methods that establish employee work expectations and 
requirements to perform regular accountability reviews. 
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• The City’s Human Resources Department will develop 
policies and procedures that will identify city 
employment expectations and will design attestation 
forms for the employee and employer to agree so 
expectations are explicit. 



• The City’s Human Resources Department will provide 
manager training that will include expectations of 
payroll review. 



• The city will require annual training on ethics and 
conflicts of interest of all city employees and this will be 
administered by the Human Resources Department. The 
City’s Human 



Resources Department will develop a training program that is 
traceable and includes a statement acknowledgment of 
understanding from all employees. 



  



HCA’s Response 



The Health Care Authority (HCA) concurs that the employee was 
employed at HCA between August 1, 2022, and September 23, 2022, 
during which the employee was employed with and scheduled to work 
essentially identical hours for the City. 



• The HCA does not concur with the identified control 
weaknesses; specifically, the employee indicated they 
would be using accrued vacation leave but not working 
for the City after beginning work with HCA. The 
employee was provided HCA’s Outside Employment 
Authorization policy and request form to report any 
additional compensated work on the employee’s first 
day of work with HCA and did not report any additional 
outside employment. The HCA relied on the employee 
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to perform assigned duties and the employee’s 
supervisor appropriately monitored the employee’s 
training and productivity in the role, noting that the 
employee was a high performer with no unusual gaps in 
productive time or responsiveness while working 
remotely. 



• The HCA does not concur with the identified recommendations; 
specifically, the employee’s supervisor provided an appropriate 
amount of oversight with the employee’s work production and 
time and as noted, the employee was observed to have been a 
high performer and accomplished an appropriate amount of 
work while employed. The HCA ensures that new employees 
receive training on reporting outside employment, including 
what constitutes a conflict of interest, as well as state ethics 
rules and use of state time. 



  



Auditor’s Remarks 



We reaffirm our control weaknesses described within this report and 
our conclusion that the employee’s hours worked were questionable. 
We thank City and HCA officials and personnel for their assistance and 
cooperation during the investigation. We will follow up on the City’s 
and HCA’s internal controls during their next audits. 



  
 



NOTES 
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From: Superville, Sarrah (SAO)
To: Alfano, Tara (SAO)
Cc: Shaw, Alisha (SAO)
Subject: City of Spokane/HCA External Investigation Review Budget Approval
Date: Monday, December 5, 2022 12:46:47 PM
Attachments: image001.png




Hi Tara,




Thank you for your HelpDesk requesting an external investigation review budget. Based on our
discussion, I approve the following budgets:




Health Care Authority (F-22-399) - Total budget of 22 hours to be used as follows:
·         1 hr – Already charged
·         11 hrs – Review entity investigation 
·         1 hr – Team level review
·         4 hrs – Reporting/Exit/Contingency
·         5 hrs – Team Fraud review




 
City of Spokane (F-22-371) - Total budget of 28 hours to be used as follows:




·         1 hr – Already charged
·         15 hrs – Review entity investigation 
·         2 hrs – Team level review
·         5 hrs – Reporting/Exit/Contingency
·         5 hrs – Team Fraud review




 
Please submit a BUCO and use this email as an attachment. Let me know if you have any
questions.
 
Thanks!




 




Sarrah Superville, CFE
Special Investigations Program Manager, Office of the Washington State Auditor
Direct: (425) 510-0494 | Pronouns: She, Her, Hers
We are hiring! Go to sao.wa.gov/jobs to see our openings.




 
 







mailto:supervilles@sao.wa.gov



mailto:alfanot@sao.wa.gov



mailto:shawa@sao.wa.gov



http://saoapp/HelpDesk/Home.aspx/Request?RequestID=60777



https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.sao.wa.gov%2F&data=05%7C01%7Calfanot%40sao.wa.gov%7Cb2f8acb3c46c474da74408dad701d25f%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638058700067006682%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=lX2Ygy%2BPWLklhVz%2F908%2BvEvH5x0fJsbw9x1obV7MxTc%3D&reserved=0



https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsao.wa.gov%2Fjobs%2F&data=05%7C01%7Calfanot%40sao.wa.gov%7Cb2f8acb3c46c474da74408dad701d25f%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638058700067006682%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=K0%2FLNIRYKhm4O6E%2B%2B8wRT3fL8dv4GlMQwJUFp9pkvR4%3D&reserved=0















Communication Log .xlsx

Communication Log


			Communication Log:


			Purpose/Conclusion:						To document communication (all phone calls and emails) with the audit client during the audit.


			Date			Contact person			Phone/Email			Link to attached email			Communication category			Additional Communication Notes (if necessary)


			10/10/22			Michelle Murray & Christine Croskey			Phone						Inquiry			Virtual Teams call to discuss the City's planned investigation and preliminary findings. PAW completed based on this conversation 


			10/31/22			Michelle Murray			Email						Responses received			Outcome of meeting with employee provided by 


			11/4/22			Michelle Murray  			Phone						Inquiry			Virtual Teams call to discuss the outcome of the City's pre-disciplinary meeting with the subject. Michelle stated that the City gave the option of termination for cause or resignation with restitution. If resignation had been chosen the City would have withheld the amount of the loss from the subjects final pay check.
The subject did not agree to the City's investigative findings, refused to sign any documents and resigned from her position. 
Request documented results and informed City the we will perform an external investigation review. 


			11/4/22			Michelle Murray			Email			Documents added to Secure Share:			Documents received			Internal investigation memo, Pre-disciplinary notice and email communications provided to the City by HCA


			12/2/22			Michelle Murray  			Email						Documents received			Paystubs requested for employee during time of loss
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Source








sheet1


			ID			Rpt Dt			Number			Type			User			Reported Status			Updated By			TRC			Quantity			Last Upd DtTm


			21747			8/2/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			9.250000			8/4/22 17:15


			21747			8/2/22			2			ELAPSED			MMARTINEZ			AP			TPRINCE			010			0.750000			8/4/22 17:15


			21747			8/3/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			8/4/22 17:15


			21747			8/4/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			7.500000			8/4/22 17:15


			21747			8/4/22			2			ELAPSED			MMARTINEZ			AP			TPRINCE			010			2.500000			8/4/22 17:15


			21747			8/8/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			8/18/22 15:16


			21747			8/9/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			8/18/22 15:16


			21747			8/10/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			8/18/22 15:16


			21747			8/11/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			8/18/22 15:16


			21747			8/15/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			8/18/22 15:16


			21747			8/16/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			8/18/22 15:16


			21747			8/17/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			8/18/22 15:16


			21747			8/18/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			6.000000			8/18/22 15:16


			21747			8/22/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			9/1/22 8:19


			21747			8/23/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			9/1/22 8:19


			21747			8/24/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			9/1/22 8:19


			21747			8/25/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			9/1/22 8:19


			21747			8/29/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			9/1/22 8:19


			21747			8/30/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			9/1/22 8:19


			21747			8/31/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			9/1/22 8:19


			21747			9/1/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			9/1/22 8:19


			21747			9/5/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			140			10.000000			9/15/22 15:55


			21747			9/6/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			9/15/22 15:56


			21747			9/7/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			9/15/22 15:56


			21747			9/8/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			9/15/22 15:56


			21747			9/12/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			9/15/22 15:56


			21747			9/13/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			9/15/22 15:56


			21747			9/14/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			9/15/22 15:56


			21747			9/15/22			1			ELAPSED			MMARTINEZ			AP			TPRINCE			010			10.000000			9/15/22 15:56


			21747			9/19/22			1			ELAPSED			SHENRY			AP			TPRINCE			010			10.000000			9/29/22 11:45


			21747			9/20/22			1			ELAPSED			SHENRY			AP			TPRINCE			010			10.000000			9/29/22 11:45


			21747			9/21/22			1			ELAPSED			SHENRY			AP			TPRINCE			010			10.000000			9/29/22 11:45


			21747			9/22/22			1			ELAPSED			SHENRY			AP			TPRINCE			010			10.000000			9/29/22 11:45


			21747			9/26/22			1			ELAPSED			SHENRY			AP			TPRINCE			010			10.000000			9/29/22 11:45
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Sheet1


			T316217			mmartinez			1/27/21			10:34:05 AM


			T316217			mmartinez			8/11/21			7:19:15 AM


			T316217			mmartinez			8/11/21			9:25:42 AM


			T316217			mmartinez			8/18/21			7:38:20 AM


			T316217			mmartinez			8/24/21			8:35:12 AM


			T316217			mmartinez			8/25/21			8:40:48 AM


			T316217			mmartinez			8/25/21			10:41:22 AM


			T316217			mmartinez			9/8/21			8:23:13 AM


			T316217			mmartinez			9/8/21			11:19:23 AM


			T316217			mmartinez			9/14/21			7:45:04 AM


			T316217			mmartinez			9/21/21			3:00:22 PM


			T316217			mmartinez			9/22/21			8:03:42 AM


			T316217			mmartinez			9/22/21			1:38:17 PM


			T316217			mmartinez			9/29/21			9:33:33 AM


			T316217			mmartinez			9/29/21			9:42:53 AM


			T316217			mmartinez			10/6/21			3:56:35 PM


			T316217			mmartinez			10/7/21			9:30:35 AM


			T316217			mmartinez			10/20/21			5:02:21 PM


			T316217			mmartinez			10/27/21			7:03:23 AM


			T316217			mmartinez			10/27/21			2:21:42 PM


			T316217			mmartinez			11/2/21			8:10:23 AM


			T316217			mmartinez			11/3/21			7:23:09 AM


			T316217			mmartinez			11/17/21			7:13:09 AM


			T316217			mmartinez			12/8/21			8:46:52 AM


			T316217			mmartinez			12/15/21			9:40:06 AM


			T316217			mmartinez			12/15/21			9:55:50 AM


			T316217			mmartinez			12/16/21			9:50:58 AM


			T316217			mmartinez			1/11/22			9:12:41 AM


			T316217			mmartinez			1/12/22			6:58:50 AM


			T316217			mmartinez			2/15/22			8:40:15 AM


			T316217			mmartinez			2/15/22			9:17:51 AM


			T316217			mmartinez			2/24/22			9:44:00 AM


			T316217			mmartinez			3/1/22			8:59:51 AM


			T316217			mmartinez			3/10/22			7:09:54 AM


			T316217			mmartinez			3/10/22			1:28:31 PM


			T316217			mmartinez			3/17/22			8:11:42 AM


			T316217			mmartinez			3/21/22			9:28:57 AM


			T316217			mmartinez			3/31/22			8:07:04 AM


			T316217			mmartinez			4/4/22			9:17:02 AM


			T316217			mmartinez			4/4/22			2:52:09 PM


			T316217			mmartinez			4/6/22			9:20:38 AM


			T316217			mmartinez			4/12/22			8:56:32 AM


			T316217			mmartinez			4/13/22			10:22:01 AM


			T316217			mmartinez			4/15/22			8:35:56 PM


			T316217			mmartinez			4/28/22			9:24:00 AM


			T316217			mmartinez			4/28/22			11:03:21 AM


			T316217			mmartinez			4/28/22			3:00:23 PM


			T316217			mmartinez			5/4/22			1:45:25 PM


			T316217			mmartinez			5/5/22			8:03:46 AM


			T316217			mmartinez			5/5/22			2:22:50 PM


			T316217			mmartinez			5/9/22			9:19:42 AM


			T316217			mmartinez			5/10/22			8:33:18 AM


			T316217			mmartinez			5/18/22			7:09:39 AM


			T316217			mmartinez			5/19/22			7:08:17 AM


			T316217			mmartinez			5/26/22			7:11:15 AM


			T316217			mmartinez			6/15/22			7:25:38 AM


			T316217			mmartinez			7/13/22			2:47:52 PM


			T316217			mmartinez			7/14/22			7:38:58 AM


			T316217			mmartinez			7/14/22			2:34:16 PM


			T316217			mmartinez			7/19/22			10:04:04 AM


			T316217			mmartinez			7/20/22			4:23:00 PM


			T316217			mmartinez			7/21/22			7:07:16 AM


			T316217			mmartinez			7/28/22			8:44:42 AM


			T316217			mmartinez			7/28/22			12:35:29 PM


			T316217			mmartinez			8/3/22			11:04:01 AM


			T316217			mmartinez			8/4/22			9:56:16 AM


			T316217			mmartinez			8/10/22			5:14:21 PM


			T316217			mmartinez			9/1/22			7:02:27 AM


			T316217			mmartinez			9/6/22			7:15:30 AM


			T316217			mmartinez			9/12/22			7:11:04 AM


			T316217			mmartinez			9/20/22			8:18:41 AM


			T316217			mmartinez			9/26/22			7:57:54 AM
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			Event Time			Event ID			Description			Task


			9/13/2022 4:23:09 PM.014			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x9DCF6CB
	Linked Logon ID:		0x9DCFD88
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{d810a067-727b-2b1e-d7ee-0426eb6248fb}

Process Information:
	Process ID:		0x3f8
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/13/2022 4:23:09 PM.014			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x9DCFD88
	Linked Logon ID:		0x9DCF6CB
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3f8
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/13/2022 4:36:44 PM.747			4647			User initiated logoff:

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x9C726

This event is generated when a logoff is initiated. No further user-initiated activity can occur. This event can be interpreted as a logoff event.			Logoff (12545)


			9/14/2022 9:00:11 AM.171			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		11
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0xAD64E
	Linked Logon ID:		0xAD66E
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x878
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/14/2022 9:00:11 AM.171			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		11
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0xAD66E
	Linked Logon ID:		0xAD64E
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x878
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/14/2022 9:00:43 AM.420			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0xAD75D
	Linked Logon ID:		0xADB03
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3c4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/14/2022 9:00:43 AM.420			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0xADB03
	Linked Logon ID:		0xAD75D
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3c4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/14/2022 12:04:28 PM.610			4800			The workstation was locked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0xAD66E
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/14/2022 12:15:48 PM.019			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x222765D
	Linked Logon ID:		0x2227681
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x878
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/14/2022 12:15:48 PM.019			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x2227681
	Linked Logon ID:		0x222765D
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x878
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/14/2022 12:15:48 PM.020			4801			The workstation was unlocked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0xAD66E
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/14/2022 12:16:16 PM.170			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x2227705
	Linked Logon ID:		0x22291B7
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{ec700050-7065-ff76-fe80-f15dd25a9d35}

Process Information:
	Process ID:		0x3c4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/14/2022 12:16:16 PM.170			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x22291B7
	Linked Logon ID:		0x2227705
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3c4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/14/2022 1:05:12 PM.097			4800			The workstation was locked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0xAD66E
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/15/2022 9:01:51 AM.297			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x267C2C1
	Linked Logon ID:		0x267C2F0
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x878
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/15/2022 9:01:51 AM.297			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x267C2F0
	Linked Logon ID:		0x267C2C1
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x878
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/15/2022 9:01:51 AM.298			4801			The workstation was unlocked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0xAD66E
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/15/2022 9:02:19 AM.234			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x267C82D
	Linked Logon ID:		0x267CAC9
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3c4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/15/2022 9:02:19 AM.234			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x267CAC9
	Linked Logon ID:		0x267C82D
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3c4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/15/2022 11:23:34 AM.834			4800			The workstation was locked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0xAD66E
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/15/2022 3:54:22 PM.343			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x53B1C08
	Linked Logon ID:		0x53B1C24
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x878
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/15/2022 3:54:22 PM.343			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x53B1C24
	Linked Logon ID:		0x53B1C08
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x878
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/15/2022 3:54:22 PM.344			4801			The workstation was unlocked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0xAD66E
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/15/2022 3:54:52 PM.275			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x53B1CB4
	Linked Logon ID:		0x53B3BE1
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{6008d532-73cb-855a-21ff-63a798412f43}

Process Information:
	Process ID:		0x3c4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/15/2022 3:54:52 PM.275			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x53B3BE1
	Linked Logon ID:		0x53B1CB4
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3c4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/15/2022 3:56:54 PM.318			4800			The workstation was locked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0xAD66E
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/19/2022 11:20:10 AM.787			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x550E8AE
	Linked Logon ID:		0x550ECA7
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x878
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/19/2022 11:20:10 AM.787			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x550ECA7
	Linked Logon ID:		0x550E8AE
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x878
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/19/2022 11:20:10 AM.791			4801			The workstation was unlocked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0xAD66E
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/19/2022 11:20:42 AM.370			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x5512804
	Linked Logon ID:		0x5512B97
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{0bcc5665-2ac3-01bb-181d-cac93704edcc}

Process Information:
	Process ID:		0x3c4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/19/2022 11:20:42 AM.370			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x5512B97
	Linked Logon ID:		0x5512804
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3c4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/19/2022 11:54:24 AM.319			4800			The workstation was locked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0xAD66E
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/19/2022 1:03:33 PM.236			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x75D8BCB
	Linked Logon ID:		0x75D8BE8
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x878
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/19/2022 1:03:33 PM.236			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x75D8BE8
	Linked Logon ID:		0x75D8BCB
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x878
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/19/2022 1:03:33 PM.237			4801			The workstation was unlocked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0xAD66E
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/19/2022 1:04:01 PM.891			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x75D8C6C
	Linked Logon ID:		0x75D9358
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{4d13c897-6331-5ec6-aa39-4eb41fc67252}

Process Information:
	Process ID:		0x3c4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/19/2022 1:04:01 PM.892			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x75D9358
	Linked Logon ID:		0x75D8C6C
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3c4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/19/2022 4:39:43 PM.477			4800			The workstation was locked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0xAD66E
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/19/2022 4:52:18 PM.598			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x90B0FC4
	Linked Logon ID:		0x90B0FE1
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x878
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/19/2022 4:52:18 PM.598			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x90B0FE1
	Linked Logon ID:		0x90B0FC4
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x878
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/19/2022 4:52:18 PM.599			4801			The workstation was unlocked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0xAD66E
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/19/2022 4:52:43 PM.236			4647			User initiated logoff:

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0xAD66E

This event is generated when a logoff is initiated. No further user-initiated activity can occur. This event can be interpreted as a logoff event.			Logoff (12545)


			9/20/2022 8:18:26 AM.871			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		11
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x94347
	Linked Logon ID:		0x94366
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x8c4
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/20/2022 8:18:26 AM.871			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		11
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x94366
	Linked Logon ID:		0x94347
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x8c4
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/20/2022 8:18:27 AM.150			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x9449E
	Linked Logon ID:		0x94731
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3e8
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/20/2022 8:18:27 AM.150			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x94731
	Linked Logon ID:		0x9449E
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3e8
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/20/2022 2:22:04 PM.778			4800			The workstation was locked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x94366
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/20/2022 2:25:12 PM.410			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x3B00335
	Linked Logon ID:		0x3B0035D
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x8c4
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/20/2022 2:25:12 PM.410			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x3B0035D
	Linked Logon ID:		0x3B00335
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x8c4
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/20/2022 2:25:12 PM.411			4801			The workstation was unlocked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x94366
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/20/2022 2:25:41 PM.247			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x3B003F4
	Linked Logon ID:		0x3B00DD4
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{d3a56d8f-411f-b63c-a19f-f1686d4e110f}

Process Information:
	Process ID:		0x3e8
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/20/2022 2:25:41 PM.247			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x3B00DD4
	Linked Logon ID:		0x3B003F4
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3e8
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/20/2022 4:20:44 PM.393			4647			User initiated logoff:

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x94366

This event is generated when a logoff is initiated. No further user-initiated activity can occur. This event can be interpreted as a logoff event.			Logoff (12545)


			9/21/2022 11:39:31 AM.837			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		11
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x3AD29F
	Linked Logon ID:		0x3AD2C5
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x7a0
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/21/2022 11:39:31 AM.837			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		11
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x3AD2C5
	Linked Logon ID:		0x3AD29F
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x7a0
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/21/2022 11:40:01 AM.675			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x3AD916
	Linked Logon ID:		0x3AD9A2
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3b4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/21/2022 11:40:01 AM.675			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x3AD9A2
	Linked Logon ID:		0x3AD916
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3b4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/21/2022 11:59:50 AM.805			4800			The workstation was locked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x3AD2C5
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/21/2022 12:22:52 PM.834			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x74FDDB
	Linked Logon ID:		0x75005A
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x7a0
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/21/2022 12:22:52 PM.834			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x75005A
	Linked Logon ID:		0x74FDDB
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x7a0
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/21/2022 12:22:52 PM.835			4801			The workstation was unlocked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x3AD2C5
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/21/2022 12:23:25 PM.817			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x7522E8
	Linked Logon ID:		0x753304
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3b4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/21/2022 12:23:25 PM.817			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x753304
	Linked Logon ID:		0x7522E8
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3b4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/21/2022 12:50:10 PM.737			4800			The workstation was locked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x3AD2C5
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/21/2022 12:51:27 PM.741			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x2879205
	Linked Logon ID:		0x2879593
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x7a0
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/21/2022 12:51:27 PM.741			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x2879593
	Linked Logon ID:		0x2879205
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x7a0
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/21/2022 12:51:27 PM.742			4801			The workstation was unlocked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x3AD2C5
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/21/2022 12:51:55 PM.904			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x287992C
	Linked Logon ID:		0x287BB5F
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{28f7e37f-855b-0201-57f4-75c10b6365ca}

Process Information:
	Process ID:		0x3b4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/21/2022 12:51:55 PM.904			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x287BB5F
	Linked Logon ID:		0x287992C
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3b4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/21/2022 1:25:08 PM.973			4800			The workstation was locked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x3AD2C5
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/21/2022 5:20:05 PM.928			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x2D8275B
	Linked Logon ID:		0x2D82773
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x7a0
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/21/2022 5:20:05 PM.928			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x2D82773
	Linked Logon ID:		0x2D8275B
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x7a0
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/21/2022 5:20:05 PM.929			4801			The workstation was unlocked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x3AD2C5
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/21/2022 5:20:33 PM.422			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x2D82864
	Linked Logon ID:		0x2D82DAE
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3b4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/21/2022 5:20:33 PM.422			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x2D82DAE
	Linked Logon ID:		0x2D82864
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3b4
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/21/2022 5:27:46 PM.235			4647			User initiated logoff:

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x3AD2C5

This event is generated when a logoff is initiated. No further user-initiated activity can occur. This event can be interpreted as a logoff event.			Logoff (12545)


			9/22/2022 9:13:44 AM.837			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		11
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x265362
	Linked Logon ID:		0x265385
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x8a8
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/22/2022 9:13:44 AM.837			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		11
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x265385
	Linked Logon ID:		0x265362
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x8a8
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/22/2022 9:14:16 AM.947			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x26694C
	Linked Logon ID:		0x266AFD
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3d0
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/22/2022 9:14:16 AM.947			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x266AFD
	Linked Logon ID:		0x26694C
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3d0
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/22/2022 12:07:13 PM.582			4800			The workstation was locked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x265385
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/22/2022 12:51:34 PM.267			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x3429EFF
	Linked Logon ID:		0x3429F1D
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x8a8
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/22/2022 12:51:34 PM.267			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x3429F1D
	Linked Logon ID:		0x3429EFF
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x8a8
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/22/2022 12:51:34 PM.268			4801			The workstation was unlocked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x265385
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/22/2022 12:52:02 PM.980			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x342A5B6
	Linked Logon ID:		0x342C068
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{8f5d06f7-39b9-a3df-c4c8-958116c39dc0}

Process Information:
	Process ID:		0x3d0
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/22/2022 12:52:02 PM.980			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x342C068
	Linked Logon ID:		0x342A5B6
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3d0
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/22/2022 2:03:40 PM.251			4800			The workstation was locked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x265385
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/23/2022 10:21:31 PM.005			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x4162695
	Linked Logon ID:		0x4162E1E
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x8a8
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/23/2022 10:21:31 PM.005			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x4162E1E
	Linked Logon ID:		0x4162695
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x8a8
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/23/2022 10:21:31 PM.008			4801			The workstation was unlocked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x265385
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/23/2022 10:21:46 PM.425			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x416311C
	Linked Logon ID:		0x418594A
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3d0
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/23/2022 10:21:46 PM.425			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x418594A
	Linked Logon ID:		0x416311C
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3d0
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/23/2022 11:04:35 PM.152			4647			User initiated logoff:

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x265385

This event is generated when a logoff is initiated. No further user-initiated activity can occur. This event can be interpreted as a logoff event.			Logoff (12545)


			9/26/2022 7:57:39 AM.271			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		11
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x409408
	Linked Logon ID:		0x409429
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x8d4
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/26/2022 7:57:39 AM.271			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		11
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x409429
	Linked Logon ID:		0x409408
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x8d4
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/26/2022 7:57:39 AM.461			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x4094F0
	Linked Logon ID:		0x409723
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3f8
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/26/2022 7:57:39 AM.461			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x409723
	Linked Logon ID:		0x4094F0
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3f8
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/26/2022 8:21:29 AM.546			4800			The workstation was locked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x409429
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/26/2022 8:23:16 AM.963			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x186D0E4
	Linked Logon ID:		0x186D101
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x8d4
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/26/2022 8:23:16 AM.963			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x186D101
	Linked Logon ID:		0x186D0E4
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x8d4
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/26/2022 8:23:16 AM.964			4801			The workstation was unlocked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x409429
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/26/2022 8:23:44 AM.840			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x186D1BB
	Linked Logon ID:		0x186D7AE
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{509677d3-5aae-10eb-3565-6081eba2de40}

Process Information:
	Process ID:		0x3f8
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/26/2022 8:23:44 AM.840			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x186D7AE
	Linked Logon ID:		0x186D1BB
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3f8
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/26/2022 12:15:10 PM.460			4800			The workstation was locked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x409429
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/26/2022 12:38:44 PM.443			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x2FC9721
	Linked Logon ID:		0x2FC9749
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x8d4
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/26/2022 12:38:44 PM.443			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x2FC9749
	Linked Logon ID:		0x2FC9721
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x8d4
	Process Name:		C:\Windows\System32\svchost.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	127.0.0.1
	Source Port:		0

Detailed Authentication Information:
	Logon Process:		User32 
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/26/2022 12:38:44 PM.444			4801			The workstation was unlocked.

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x409429
	Session ID:	1			Other Logon/Logoff Events (12551)


			9/26/2022 12:39:12 PM.217			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		Yes

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x2FC981F
	Linked Logon ID:		0x2FCA27E
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{c933256a-7176-c19b-aa41-9152fcb84838}

Process Information:
	Process ID:		0x3f8
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/26/2022 12:39:12 PM.217			4624			An account was successfully logged on.

Subject:
	Security ID:		S-1-5-18
	Account Name:		T316217$
	Account Domain:		SPOKANECITY
	Logon ID:		0x3E7

Logon Information:
	Logon Type:		7
	Restricted Admin Mode:	-
	Virtual Account:		No
	Elevated Token:		No

Impersonation Level:		Impersonation

New Logon:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x2FCA27E
	Linked Logon ID:		0x2FC981F
	Network Account Name:	-
	Network Account Domain:	-
	Logon GUID:		{00000000-0000-0000-0000-000000000000}

Process Information:
	Process ID:		0x3f8
	Process Name:		C:\Windows\System32\lsass.exe

Network Information:
	Workstation Name:	T316217
	Source Network Address:	-
	Source Port:		-

Detailed Authentication Information:
	Logon Process:		Negotiat
	Authentication Package:	Negotiate
	Transited Services:	-
	Package Name (NTLM only):	-
	Key Length:		0

This event is generated when a logon session is created. It is generated on the computer that was accessed.

The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that was logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always available and may be left blank in some cases.

The impersonation level field indicates the extent to which a process in the logon session can impersonate.

The authentication information fields provide detailed information about this specific logon request.
	- Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
	- Transited services indicate which intermediate services have participated in this logon request.
	- Package name indicates which sub-protocol was used among the NTLM protocols.
	- Key length indicates the length of the generated session key. This will be 0 if no session key was requested.			Logon (12544)


			9/26/2022 12:59:03 PM.413			4647			User initiated logoff:

Subject:
	Security ID:		S-1-5-21-854245398-1715567821-839522115-22706
	Account Name:		mmartinez
	Account Domain:		SPOKANECITY
	Logon ID:		0x409429

This event is generated when a logoff is initiated. No further user-initiated activity can occur. This event can be interpreted as a logoff event.			Logoff (12545)








Auditor Summary


						Summary from Sheet 1 tab


						Logon			Logoff


						9/13/2022 4:23:09 PM.014			9/13/2022 4:36:44 PM.747


						Logon			Work station Locked


						9/14/2022 9:00:11 AM.171			9/14/2022 1:05:12 PM.097


						Logon			Workstation Locked


						9/15/2022 9:01:51 AM.297			9/15/2022 3:56:54 PM.318


						Logon			Logoff


						9/19/2022 11:20:10 AM.787			9/19/2022 4:52:43 PM.236


						Logon			Logoff


						9/20/2022 8:18:26 AM.871			9/20/2022 4:20:44 PM.393


						Logon			Logoff


						9/21/2022 11:39:31 AM.837			9/21/2022 5:27:46 PM.235


						Logon			Work station Locked


						9/22/2022 9:13:44 AM.837			9/22/2022 2:03:40 PM.251


						Logon			Logoff


						9/23/2022 10:21:31 PM.005			9/23/2022 11:04:35 PM.152


						Logon			Logoff


						9/26/2022 7:57:39 AM.271			9/26/2022 12:59:03 PM.413












Employee Situation 10-31-22.pdf




From: Murray, Michelle
To: Alfano, Tara (SAO)
Subject: Employee Situation
Date: Monday, October 31, 2022 2:11:56 PM



External Email



Tara,
 
I wanted to make you aware of what the employee decided to
do.  If we need to schedule a meeting please let me know.
 
Micaela has opted for termination for cause.  She will
not sign the MOU and we will create and issue a
termination letter that denotes we will contest
unemployment, withhold sick leave per the CBA and
not provide COBRA based on gross misconduct.  This
is not remediation for the actions.
 
 
 
Respectfully,



Michelle L. Murray, CPA | City of Spokane | Accounting Director
C 509-220-4074 W 509.625.6320 | fax 509.625.6939 | mmurray@spokanecity.org | spokanecity.org
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Mayor and City Council 
City of Spokane 
Spokane, Washington 



 
Susan Birch, Director 
Health Care Authority 
Olympia, Washington 



Report on Fraud Investigations 
Attached is the official report on questionable activities at the City of Spokane and Washington 
State Health Care Authority. On October 3, 2022, and October 11, 2022, the City and the Health 
Care Authority, respectively, notified the Office of the Washington State Auditor of potential 
losses of public funds. These notifications were submitted to us under the provisions of state law 
(RCW 43.09.185). 



Our investigations were performed under the authority of state law (RCW 43.09.260) and included 
procedures we considered necessary under the circumstances. 



If you are a member of the media and have questions about this report, please contact Director of 
Communications Kathleen Cooper at (564) 999-0800. Otherwise, please contact Special 
Investigations Program Manager Stephanie Sullivan at (360) 688-0858. 



 



Pat McCarthy, State Auditor 



Olympia, WA 



cc: Michelle Murray, Director of Accounting, City of Spokane 
Kari Summerour, External Audit and Compliance Manager, Health Care Authority 



Americans with Disabilities 



In accordance with the Americans with Disabilities Act, we will make this document available in 
alternative formats. For more information, please contact our Office at (564) 999-0950, TDD 
Relay at (800) 833-6388, or email our webmaster at webmaster@sao.wa.gov. 



 



Insurance Building, P.O. Box 40021  Olympia, Washington 98504-0021  (564) 999-0950  Pat.McCarthy@sao.wa.gov 





mailto:webmaster@sao.wa.gov


mailto:Pat.McCarthy@sao.wa.gov








Office of the Washington State Auditor sao.wa.gov Page 3  



FRAUD INVESTIGATIONS REPORT  
 
Background and Investigation Results 
On October 3, 2022, and October 11, 2022, the City of Spokane and Washington State Health Care 
Authority (HCA), respectively, notified our Office regarding potential losses of public funds, as 
required by state law (RCW 43.09.185). In September 2022, the City and HCA discovered that a 
person was simultaneously employed full time at both agencies. 



The City investigated and determined it made questionable payroll disbursements totaling $11,552 
between August 1, 2022, and September 23, 2022. HCA also investigated and found no 
questionable payroll costs. However, HCA determined the employee violated its administrative 
policies for outside employment and personal conduct. 



We reviewed the City’s and HCA’s investigations and concluded that the amount of work the 
employee performed while employed full time at both agencies was questionable. However, we 
cannot quantify the extent of time loss for either agency, because we cannot confirm the amount 
of overlap in actual time worked. The investigations and our review found: 



• On September 26, 2022, HCA contacted the City after learning the employee might be 
working at the City as a Procurement Specialist at the same time she was working for HCA. 
HCA informed the City that it had hired the employee as a Contract Specialist effective 
August 1, 2022. 



• The employee had worked for the City since 2015, and specifically as a Procurement 
Specialist since 2017. During the COVID-19 pandemic, the employee’s workplace shifted 
to a hybrid environment, with some work in person and some work remote. HCA’s 
Contract Specialist position was fully remote. 



• Between the start of her employment with HCA on August 1, 2022, and September 23, 
2022, the employee reported 300 regular salary and leave hours with the City, and the City 
determined it paid $11,552 in related payroll compensation. During the same period, she 
reported 340 regular salary hours and earned about $11,737 in gross wages as HCA’s 
Contract Specialist. 



• As the City’s Procurement Specialist, she had a set work schedule from Monday through 
Thursday from 7 a.m. to 5 p.m. As HCA’s Contract Specialist, she had a set work schedule 
of Monday through Friday from 8 a.m. to 5 p.m. between August 1, 2022, and August 15, 
2022. This schedule shifted to Monday through Thursday from 6 a.m. to 4:30 p.m. between 
August 16, 2022, and September 23, 2022. Given the significant overlap in work schedules, 
the employee could not have performed full-time work for both the City and HCA during 
this time. 



• The employee’s supervisors at HCA noted no significant gaps in online availability to 
indicate she was not working an appropriate amount of time on HCA-related duties. 
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• The City’s computer log-in records did not have enough information to confirm the amount 
of time she did or did not work. 



 
On September 26, 2022, HCA interviewed the Contract Specialist to ask if she was currently 
working for any employers other than HCA. She acknowledged that she was also employed by the 
City but said she had not produced work for the City since July 28, 2022, and was merely receiving 
vacation leave pay. Immediately following the interview, the employee resigned from her position 
at HCA, and she notified her supervisor at the City that she had been employed simultaneously by 
both employers. On September 27, 2022, the City placed her on administrative leave. 



 
On October 14, 2022, the City notified the employee of a pre-disciplinary hearing scheduled for 
October 26, 2022. On that date, the City interviewed the employee, who acknowledged that she 
had been simultaneously employed by both entities. She was subsequently terminated from her 
City job. 



 
Control Weaknesses 
Internal controls at the City and HCA were inadequate for safeguarding public resources. The 
investigations found the following weaknesses allowed the questionable activity to occur: 



• The City does not have established policies and procedures regarding outside employment. 
• HCA relied on the employee to comply with its administrative policies and procedures 



regarding outside employment and did not validate information the employee represented 
regarding her employment with the City. 



• The City and HCA relied on the employee to perform her assigned duties while working 
in-person and remotely. 



• The City lacks sufficient internal controls to verify employees are performing an adequate 
amount of work that aligns with their regular hours. Additionally, they did not have 
sufficient controls to ensure employees were not conducting non-work activity during their 
scheduled work hours. 



 
Recommendations 
We recommend the City consider establishing policies and procedures addressing requirements 
for outside employment. We also recommend the City and HCA monitor employees to ensure 
adequate safeguarding of public resources and compliance with their policies and procedures, as 
applicable. 



Considerations for the City and HCA include continuing to: 
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• Improve their monitoring of employees’ work activity to confirm they are performing an 
adequate amount of work in line with time reported 



• Improve their monitoring of payroll to include proper supervision and establishing 
expectations that managers know what work employees should have performed to ensure 
they are not engaged in dual employment that conflicts with their work schedules 



• Communicate and train staff on policies and procedures applicable to general ethics and 
conflicts of interest 



We will refer this case to the Washington State Executive Ethics Board for any further action it 
determines is necessary. 



 
City’s Response 
Control Weaknesses 



• The City’s Human Resources Department will develop policies and procedures outlining 
guidelines with respect to outside employment. 



• The city will also institute non-compete agreements to ensure that employment out side of 
the city sphere does not conflict with employee(s) current employment with the city. 



• The City managers will establish employee job expectations and regularly verify work is 
being performed in accordance with those expectations. The City’s Human Resource 
Department will enforce the existing Administrative Policy ADMIN 0620-06-11 
Performance Evaluation and Eligibility for Step Increases which is the policy of the City 
to keep its employees apprised of their performance level by regular feedback. The city will 
develop policies and procedures surrounding alternative work schedules. 



• The City’s Human Resources Department will develop a new and/or enforce current 
policies and procedures that will set expectations of employment with the City under a 
hybrid work environment. The policy will include an attestation form that the employee(s) 
and the City agree upon that details and the expectations that employees are not to be 
conducting non-work activity during their scheduled work hours. 



Recommendations 



• The City’s Human Resources Department will develop and or enforce existing policies that 
have monitoring methods that establish employee work expectations and requirements to 
perform regular accountability reviews. 



• The City’s Human Resources Department will develop policies and procedures that will 
identify city employment expectations and will design attestation forms for the employee 
and employer to agree so expectations are explicit. 



• The City’s Human Resources Department will provide manager training that will include 
expectations of payroll review. 



• The city will require annual training on ethics and conflicts of interest of all city employees 
and this will be administered by the Human Resources Department. The City’s Human 
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Resources Department will develop a training program that is traceable and includes a 
statement acknowledgment of understanding from all employees. 



 
HCA’s Response 
The Health Care Authority (HCA) concurs that the employee was employed at HCA between 
August 1, 2022, and September 23, 2022, during which the employee was employed with and 
scheduled to work essentially identical hours for the City. 



• The HCA does not concur with the identified control weaknesses; specifically, the employee 
indicated they would be using accrued vacation leave but not working for the City after 
beginning work with HCA. The employee was provided HCA’s Outside Employment 
Authorization policy and request form to report any additional compensated work on the 
employee’s first day of work with HCA and did not report any additional outside 
employment. The HCA relied on the employee to perform assigned duties and the 
employee’s supervisor appropriately monitored the employee’s training and productivity 
in the role, noting that the employee was a high performer with no unusual gaps in 
productive time or responsiveness while working remotely. 



• The HCA does not concur with the identified recommendations; specifically, the 
employee’s supervisor provided an appropriate amount of oversight with the employee’s 
work production and time and as noted, the employee was observed to have been a high 
performer and accomplished an appropriate amount of work while employed. The HCA 
ensures that new employees receive training on reporting outside employment, including 
what constitutes a conflict of interest, as well as state ethics rules and use of state time. 



 
Auditor’s Remarks 
We reaffirm our control weaknesses described within this report and our conclusion that the 
employee’s hours worked were questionable. We thank City and HCA officials and personnel for 
their assistance and cooperation during the investigation. We will follow up on the City’s and 
HCA’s internal controls during their next audits. 
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Stay connected at sao.wa.gov 
• Find your audit team 
• Request public records 
• Search BARS Manuals (GAAP and 



cash), and find reporting templates 
• Learn about our training workshops 



and on-demand videos 
• Discover which governments serve you 



— enter an address on our map 
• Explore public financial data 



with the Financial Intelligence Tool 



Other ways to stay in touch 
• Main telephone: 



(564) 999-0950 
 



• Toll-free Citizen Hotline: 
(866) 902-3900 



 
• Email: 



webmaster@sao.wa.gov 



ABOUT THE STATE AUDITOR’S OFFICE  
The State Auditor’s Office is established in the Washington State Constitution and is part of the 
executive branch of state government. The State Auditor is elected by the people of Washington 
and serves four-year terms. 



We work with state agencies, local governments and the public to achieve our vision of increasing 
trust in government by helping governments work better and deliver higher value. 



In fulfilling our mission to provide citizens with independent and transparent examinations of how 
state and local governments use public funds, we hold ourselves to those same standards by 
continually improving our audit quality and operational efficiency, and by developing highly 
engaged and committed employees. 



As an agency, the State Auditor’s Office has the independence necessary to objectively perform 
audits, attestation engagements and investigations. Our work is designed to comply with 
professional standards as well as to satisfy the requirements of federal, state and local laws. The 
Office also has an extensive quality control program and undergoes regular external peer review 
to ensure our work meets the highest possible standards of accuracy, objectivity and clarity. 



Our audits look at financial information and compliance with federal, state and local laws for all 
local governments, including schools, and all state agencies, including institutions of higher 
education. In addition, we conduct performance audits and cybersecurity audits of state agencies 
and local governments, as well as state whistleblower, fraud and citizen hotline investigations. 



The results of our work are available to everyone through the more than 2,000 reports we publish 
each year on our website, www.sao.wa.gov. Additionally, we share regular news and other 
information via an email subscription service and social media channels. 



We take our role as partners in accountability seriously. The Office provides training and technical 
assistance to governments both directly and through partnerships with other governmental support 
organizations. 
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Office of the Washington State Auditor 
Fraud External Investigation Review Checklist 



 
 



Fraud Case Number F-22-371 



Client City of Spokane 



Fraud Specialist Tara Alfano 



Date of Investigation Review January 6, 2023 



 
 
Objective: 
 
Audit Policy 1410 may allow all or a portion of an investigation to be performed by a client, law enforcement 
agency (LEA) or other third party.  In such cases, fraud specialists will review this work using the external fraud 
review checklist to determine if the investigative methods and conclusion can be relied on or if additional 
procedures are needed. 
 
Investigators will contact Team Special Investigations, if you have questions or concerns during your review. 
 
 



Notification of Suspected Loss 



1 



When was our Office 
notified of the suspected 
loss?  If we identified the 
suspected loss, when and 
how?   



10/03/2022; City submitted fraud to SAO, not found by SAO 



2 
What was the amount or 
potential amount of the 
suspected loss? 



$5,772 was initial estimate, potentially more with all payroll benefits considered  



3 



What is the suspected 
method used to perpetrate 
the loss? 



Employee accepted a full time position with a state agency (Washington State 
Health Care Authority (HCA)) and claimed to work the same four ten shift for the 
City of Spokane and the other agency from 8/01/22 through 9/26/2022. Employee 
collected pay from both agencies during this time. The City worked with HCA who 
provided confirmation of employment and the employee’s schedule.  



4 



If there is assigned 
responsibility? If so, does 
the subject of the 
investigation have access 
to other accounting and 
financial systems?  If yes, 
describe. 



Yes, employee Micaela Martinez. As of 9/27/2022, employee does not have access 
to other systems, did have access to certain modules in the City’s financial software 
as appropriate for the purchasing position. All City system and VPN access 
terminated on 9/27/2022. 



5 



Was the subject placed on 
administrative leave 
(date)? What is their 
current employment 
status? 



Yes, 9/27/2022 through 10/29/2022 
Subject opted for termination after Pre-disciplinary Hearing on 10/26/2022 and is no 
longer employed by the City.  
 
Subject resigned from HCA effective immediately on 9/26/2022: 
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6 Who conducted the 
investigation?  Name, Title 



Christine Croskey CIA, Internal Auditor 



7 



In your judgment, is the 
individual investigating 
able to conduct an 
objective investigation?  If 
no, describe. 



Yes, City’s Internal Auditor from an independent department 



8 



Does the individual have 
the experience and/or 
knowledge necessary to 
conduct the investigation?  
If no, describe. 



Yes; HR, Payroll, and Legal Departments consulted by Christine for additional 
guidance as needed 



9 



Has our Office had any 
prior concerns working 
with the individual 
investing?  If yes, 
describe. 



No  



10 Has the investigation been 
reviewed by the client? 



Yes 



Scope, Methodology, and Evidence 



11 



What was the scope and 
methodology of the 
investigation?   Please 
describe. 



See [ ] 
 
The City outlines their scope and methodology in Background, Objectives of 
Investigation, and Methodology sections. We noted the City’s investigation 
determined the following:  



1) Whether the actions of Ms. Martinez resulted in a financial loss to the City 
2) If a financial loss occurred, what is the value of the loss 
3) Whether Ms. Martinez violated state ethics laws/regulations 



12 



Did the individual 
investigating address the 
“what else” question? 



Yes, based on conversations Christine and Michelle Murray, Accounting Director, 
the City considered if the employee could have worked other jobs during 
employment history. Based on conversations with the employee’s supervisors they 
noted no evidence of this.  
 
The City worked with Nathan Hathaway at HCA who provided email 
communications and information about HCA’s investigation. This included the 
employee’s written resignation notice to HCA in which the employee confirms she 
was employed by both agencies through 9/26/2022.  
 
The City reviewed the employee’s email communications and VPN log-in 
information for the period and determined the employee did log into the City’s 
system and determined she was in attendance during the period questioned.  
See Box 19 for more details.  
 
They also concluded that she likely completed some work at for City, however they 
could not conclude with any measurable evidence of work performed other than the 
timesheets submitted by the employee.  
 
The City determined there was no additional risk related to processing of invoices 
or user access for approving invoices for the employee. Segregation of duties is 
established when user access is granted, the IT department sets up permissions for 
user access and they are the only department that can make changes. The City 
has strong controls over accounts payable processing, all payments are approved 
in the accounting department before being sent and must be supported by an 
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invoice that has been approved by the applicable department supervisor and 
attached to their AP module in the general ledger. The employee would not be the 
person receiving, uploading or approving final invoices into the system for payment.  



13 Were any subpoenas 
issued?  If yes, describe. 



No 
 



14 



Describe analytical 
procedures performed.  
Are any other analytical 
procedures necessary?  



Timesheet and payroll information was reviewed for the loss period to determine 
the amount of the loss, if any leave was taken and to determine total benefits paid. 
Employee worked a hybrid schedule as a result of COVID-19, during the loss 
period she typically worked 3 days in the office and two days remotely.  
 
No other analytical procedures are necessary. 



15 



Were tests of transactions 
conducted using the 
lowest possible original 
source documents? 



Yes, payroll information was reviewed using supporting paystubs and timesheets 
completed by the employee. Amounts included in the loss were based on actual 
salary, benefits, and leave accrual information in the City’s payroll system.  



16 



Were interviews 
conducted of entity 
personnel?  



Yes, the subject was interviewed in a pre-disciplinary hearing. See box 17 for more 
details. 
 
The subject’s supervisor, Thea Prince, Senior Procurement Specialist, was also 
consulted to confirm that the employee had not resigned or requested leave for the 
entire period.  This was not a formal documented interview.  



17 



Was the subject 
interviewed or given the 
opportunity to respond to 
the allegations?  In cases 
where the individual is 
not interviewed, is the 
justification documented?  



Yes, a Pre-disciplinary hearing was held on 10/26/2022 with the subject to allow for 
response to allegations and to communicate the City’s investigation findings and 
provide the applicable Civil Service violations. See [



] and [



]  



18 



How did the subject 
respond to the key 
interview questions? Did 
they take responsibility 
for the misappropriation? 
If yes, when and how 
much? 



Per the notes taken during the pre-disciplinary hearing at:
 



the subject said the following: 
• Performed all duties and performed them well 
• No loss to the City and was not disruptive 
• Took on a second job and was confident she could do both 
• Work with HCA was flexible, and decided to make both jobs work. 
• Did not steal and earned every penny made. She could do both jobs and 



even work 80 hours a week 
• Intended to resign from the City (Note: subject mentions she is working with 



City until July 29, and then “vacationing” out. See email chain at 



). 
• Work schedule at the City is M-TH 7-5, and at HCA its M-TH 6-4:30 (Note: 



between 8/1/22 – 9/3/22, subject had a M-F 8-5 schedule at HCA – see 



). We received a copy of the 
subject’s electronic time sheet with supervisor approval of the subject’s 
work schedule of four-ten hour work days: [



] 
 



The subject acknowledged to working both at the City and HCA with the same 
working schedule, with the intent to resign from the City but did not. (Note: subject 



acknowledged to this in an email chain here: ) 





tmlink://573A5CBCD2774B98A71B9AF44D18349B/84D7D36532AD480D856BA0E5F24D710B/


tmlink://C234B8AEC4D74CCFA5DC9BB158DA971A/84D7D36532AD480D856BA0E5F24D710B/


tmlink://68B3507884214E6885DA820D51DD2ED0/84D7D36532AD480D856BA0E5F24D710B/


tmlink://2A161CE1D04C47F58A6F223F962AAAFD/84D7D36532AD480D856BA0E5F24D710B/


tmlink://27DDE99D141642AC980C23516E19EDF8/84D7D36532AD480D856BA0E5F24D710B/


tmlink://D78D4171EB414E95AF09CA27F34D2E97/84D7D36532AD480D856BA0E5F24D710B/


tmlink://CBFC1C1DE97D4480A52B6FB11DB65D90/84D7D36532AD480D856BA0E5F24D710B/








 4 



However, the subject did not take responsibility for the loss as she noted a loss did 
not occur as she fulfilled her responsibilities and earned her compensation.  
 
 
We also spoke with Michelle Murray on 11/04/2022; she stated that the City gave 
the option of termination for cause or resignation with restitution. If resignation had 
been chosen, the City would have withheld the amount of the loss from the 
subject’s final paycheck. The subject would not sign any documentation taking 
responsibility or agreeing to remediation for the loss. Instead, she decided to be 
“terminated for cause” as noted in Michelle’s email at:  



 
(Details are also documented in the pre-disciplinary hearing notes linked above). 



19 



Is there an overall 
summary including a 
schedule of the fraudulent 
activities and amounts 
misappropriated?  Is the 
summary supported by 
work performed? Please 
describe what and how 
much you tied to support. 



Yes, the City summarized their financial losses incurred in the Investigative Memo 
at: 



 
 
We confirmed all amounts listed in 1 through 5 using the employee’s paystubs for 
the applicable period of 8/01 through 9/23/2022. See work at: 



, where we determined all amounts were 
calculated correctly based on the employee’s actual pay during the questioned 
period.  
 
The City also provided reports from their IT department with VPN and workstation 
log in information for when the subject accessed the City’s systems. See: [



], a report with VPN logon information, we 
noted and confirmed with the City, this report only includes logon and no logoff 
data, so the subject could have been logged on for multiple days under one initial 
session. We noted there were logons during the period of 8/01 through 9/23/2022, 
however the City was not able to confirm how long each session was active and it 
appears most of the logons covered multiple days.  
 
We also received a workstation access report, which was recovered from the 
subject’s laptop. The IT Department was only able to recover data from 9/13-



9/26/22, see [ ].  
 
We summarized the data in the Auditor Summary tab and noted that the subject 
was not logged on to the work station for their full work schedule of 7am to 5pm for 
any of days included. We compared this to the timesheet approvals at B.1.15 and 
noted that for all days, expect 9/23/22, the subject was paid for a full 10 hour day.  
 
Based on this information, it is possible the subject did perform work at the City, but 
undetermined how much work was actually performed.  
 



20 



Is there fixed 
responsibility? Do you 
agree with the 
methodology used to 
assign fixed 
responsibility? 



Yes, fixed responsibility can be assigned Micaela Martinez.  
 
 
Based on the investigation, there is documented evidence the subject worked at 
both entities during the time and did not resign from the City of Spokane.  
 
This investigation and the HCA external investigation were reviewed concurrently. 
We confirmed with Nathan Hathaway at HCA that they were in contact with the City 
and had provided the City with their results. See TM file S1HealthCareAuthority-
FD22.  
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 5 



The HCA’s interview on 9/26/2022 with Micaela Martinez documents her statement 
that she was still technically an active employee at the City of Spokane but was not 
actively completing any work for them and she had dedicated her working hours to 
HCA. She also stated she had ceased work for the City as of 7/28/2022. 
 
Based on this, we agree with the City’s methodology to assign responsibility.  



21 
When did the individual 
investigating complete the 
investigation?  



October 10, 2022 



22 



What are the results of the 
investigation and the 
amount of the loss?  (If not 
already described above, 
summarize the results of 
the investigation here.) 



The City’s IA investigative memo concluded the actions of Ms. Martinez did result in 
a financial loss to the City in the total amount of $11,552.20 for payroll costs 
incurred that the employee was not entitled to receive. IA also concluded that Ms. 
Martinez may have violated portions of the Washington State Ethics Law (RCW 
42.52). It is the understanding of IA that HCA is conducting their own investigation 
into the actions of Ms. Martinez and as a state agency is better suited to opine on 
this topic.  
 
The financial losses incurred by the City are described in more detail in the memo 
(attached at 



). These 
losses occurred between August 1, 2022 and September 23, 2022.  
 



23 Have any restitution 
agreements been signed? 



No, the subject did not sign any City documents or take responsibility for the 
misappropriation. 



24 



Who received the results 
of the investigation?  
When? 



October 10, 2022 Results were sent to Michelle Murray, Tonya Wallace, CFO, and 
Coleen Carjack, Human Resources Consultant 
 
October 14, 2022 to Thea Prince, Senior Procurement Specialist; Micaela Martinez, 
Procurement Specialist; Samantha Johnson, President, M&P; John Klapp, Vice 
President, M&P; Dave Kokot, Past President, M&P 



Conclusions 



25 



Do you have any concerns 
about the work or 
evidence obtained?  If yes, 
describe. 



No 



26 



Do you agree with the 
conclusions?  If no, 
describe. 



The City conducted a review into the subject’s emails, VPN, and workstation logon 
activity, and determined that it does appear the subject did access these and was in 
attendance at work, but for undetermined amounts of time. Therefore, it is likely the 
subject completed some work at for City, however they could not conclude with any 
measurable evidence of work performed other than the timesheets submitted by the 
subject.  
 
Additionally, while the subject said she fulfilled her responsibilities and there is no 
loss, she also did acknowledge to working 2 jobs at the same time. We confirmed in 
the S1HealthCareAuthority-FD22 teammate file the subject had the same working 
schedule (except for the period of 8/1 – 9/3 where the subject worked Fridays at 
HCA).  
 
The City concluded the actions of the subject did result in a financial loss to the City 
in the total amount of $11,552.20 for payroll costs incurred that the employee was 
not entitled to receive, and may have violated portions of the Washington State 
Ethics Law (RCW 42.52). 
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In all, we agree that an ethics violation occurred as the subject was working two 
jobs at once as there is evidence to support the subject worked at both entities 
during the loss period. However, we are unable to quantify the extent of the loss on 
the City, as we cannot determine the amount of overlap in time the subject was 
actively working at both HCA and the City.  



27 



Document how any 
concerns noted during this 
review will be resolved.  If 
you think additional 
procedures should be 
performed, please 
describe and contact 
Team Special 
Investigations to discuss 
and obtain approval for the 
investigative plan and 
budget. 



No concerns noted, no additional procedures necessary 



28 



Submit a helpdesk to 
notify Team Special 
Investigation that this 
checklist is complete, 
reviewed at the team 
level and available in 
TeamMate for review. 



The checklist is complete and has been reviewed at the Team level on 2/3/2023, by 
Larissa Nolte AAM. 
A helpdesk has been submitted  



 












FW Contracts Specialist 3 - Micaela Martinez.msg

FW: Contracts Specialist 3 - Micaela Martinez


			From


			Hathaway, Nathan  (HCA)


			To


			Richards, Lisa


			Recipients


			lrichards@spokanecity.org





[CAUTION - EXTERNAL EMAIL - Verify Sender]



 



 



Nathan Hathaway



Employee Relations Manager



Office: 360-725-3794 | Fax: 360-586-0040



Pronouns: he/him/his
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FW Follow Up (from HCA).msg

FW: Follow Up


			From


			Hathaway, Nathan  (HCA)


			To


			Richards, Lisa


			Recipients


			lrichards@spokanecity.org





[CAUTION - EXTERNAL EMAIL - Verify Sender]



Hi Lisa,



 



Here is the resignation email. Hopefully this gives you what you need for your investigatory process.



 



Nathan Hathaway



Employee Relations Manager



Office: 360-725-3794 | Fax: 360-586-0040



Pronouns: he/him/his
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FW M Martinez pay stubs.msg

FW: M Martinez pay stubs


			From


			Murray, Michelle


			To


			Alfano, Tara (SAO)


			Recipients


			alfanot@sao.wa.gov





External Email







 







Tara,







 







Attached are Mrs. Martinez paystubs the time in question is starting 8-1 to the time we put her on administrative leave which was 9/27 I believe..  I included her stubs while she was on admin leave and her final check as well.







 







Let me know if you have any questions 







 







Respectfully,















Michelle L. Murray, CPA | City of Spokane | Accounting Director







C 509-220-4074 W 509.625.6320 | fax 509.625.6939 | mmurray@spokanecity.org | spokanecity.org







 







 







 







From: Leonard-Chaffin, Darcie <dleonardchaffin@spokanecity.org> 
Sent: Friday, December 2, 2022 10:21 AM
To: Murray, Michelle <mmurray@spokanecity.org>
Subject: M Martinez pay stubs







 







Hi







 







Here are the stubs you requested.







 







Thanks







 















Darcie Leonard-Chaffin| Payroll Supervisor| City of Spokane







509.625.6024| dleonardchaffin@spokanecity.org
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FW M Martinez pay stubs_Email_Attachments/M Martinez 10-21-22_Redacted.pdf

















FW M Martinez pay stubs_Email_Attachments/M Martinez 10-7-22_Redacted.pdf

















FW M Martinez pay stubs_Email_Attachments/M Martinez 11-4-22_Redacted.pdf

















FW M Martinez pay stubs_Email_Attachments/M Martinez 8-12-22_Redacted.pdf

















FW M Martinez pay stubs_Email_Attachments/M Martinez 8-26-22_Redacted.pdf

















FW M Martinez pay stubs_Email_Attachments/M Martinez 9-23-22_Redacted.pdf
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Investigation Conclusion Summary.xlsx

FRAD


			Investigation Summary


			Purpose:			To summarize the results of fieldwork and assess whether evidence is sufficient and appropriate to support conclusions. 



						Required: Notify Team SI when the investigation fieldwork section is complete within theTeamMate file. Ensure one level of team review has occurred prior to notification to Team SI for review and reporting level discussion.


			Conclusions are summarized below:


			Area			Description of Control Deficiency(ies) 			Cause(s) 			Misappropriated Amount			Questionable Amount			Investigation time period			Misappropriated time period			Link to ROWD


			Payroll and Personnel                                                    			The City does not have established policies and procedures regarding outside employment.

The City  relied on the employee to perform her assigned duties while working in-person and remotely. 

The City lacks sufficient internal controls to verify employees are performing an adequate amount of work that aligns with their regular hours. Additionally, it did not have sufficient controls to ensure employees are not conducting non-work activity during their scheduled work hours.			The City relied upon the employee to perform her duties and was not aware the employee had another position with HCA during the time period in question.			0			$   11,552			August 1, 2022 through October 31, 2022			N/A			B.1




















			 


			 


			 


			 


			 


			 


			 


			 


			 


			 


			 


			 


			 


			 








Menus


			This tab contains the options for drop-down menus


			AC Level of Reporting


			Finding


			ML


			Exit Item


			Verbal


			FS/SA Level of Reporting


			Finding - Material weakness


			Finding - Significant deficiency


			ML


			Exit Item


			Verbal


			Potential Effects


			Material


			Significant


			Insignificant


			Issue Category


			Accounting/Financial Reporting


			Accounts Payable Disbursements                                         


			Annual Report Filing


			Apportionment (ALE)


			Apportionment (Enrollment)


			Apportionment (Staff Mix)


			Apportionment (Transportation)


			Authority


			Billings/Receivables


			Budget Compliance


			Cash Receipting


			Conflict of Interest and Ethics


			Contracts/Agreements


			Debt/Covenants


			Disposition of Property


			Donations/Fundraising


			Financial Condition


			Grants (Federal)


			Grants (State/Local)


			I-937 Energy Conservation


			I-937 Renewable Energy


			Insurance/Risk Management


			Interfund Transactions/Balances


			Investments/Deposits


			IT Controls


			Open Public Meetings                                                  


			Other


			PA - Compliance


			PA - Internal Controls


			PA - Program Effectiveness


			PA - Prospective Analysis


			Payroll and Personnel                                                    


			Procurement (Bidding/Prevailing Wage)


			Purchase Cards/Procurement Cards


			Records Retention


			Restricted Funds


			Retirement Census Data


			Safeguarding of Assets/Property


			Taxes/Assessments


			Travel and Employee Reimbursements












Investigative Memo_Martinez Internal Audit Findings Report.pdf




 
 



Memo 
 



To:   Colleen Krajack, HR Analyst 



From:   Christine Croskey CIA, Internal Auditor 



Date:   October 10, 2022 



Subject:  Investigation into Timecard Fraud 



 



Background 



On September 29, 2022 Internal Audit (IA) was made aware of an investigation that was in process 
regarding possible violations of City and State employment policies/laws.  



Micaela Martinez (Ms. Martinez) is currently employed with the City of Spokane (the City) as a 
Purchasing Specialist. On June 30, 2022 Ms. Martinez accepted a position as a Contract Specialist 3 with 
the Washington Health Authority (WHA) to begin on August 1, 2022. On July 7, 2022 Ms. Martinez 
reached out to WHA to confirm that they would be working for the City through July 29, 2022 and would 
then use vacation until that leave is exhausted at the end of September 2022. However, Ms. Martinez 
did not tender her resignation to the City of Spokane and took 14 hours of sick leave between August 1, 
2022 and September 26, 2022 when she resigned her position with WHA. Ms. Martinez was placed on 
paid administrative leave beginning September 27, 2022. 



Objectives of Investigation 



The objectives of this investigation are to determine the following: 



1) Whether the actions of Ms. Martinez resulted in a financial loss to the City 
2) If a financial loss occurred, what is the value of the loss 
3) Whether Ms. Martinez violated state ethics laws/regulations 



Investigative Procedures Performed 



1) Reviewed electronic communications (e-mails) to and from Ms. Martinez’s City e-mail, 
2) Reviewed City timesheet information entered by Ms. Martinez between August 1, 2022 and 



September 30, 2022, 
3) Reviewed City payroll information between August 1, 2022 and September 30, 2022, 
4) Made inquiries of Human Resources (HR) and management, 
5) Reviewed Collective Bargaining Agreement (CBA) in effect during the period of activity. 



Methodology 



IA determined that the City does not have a policy permitting or prohibiting the use of vacation or sick 
leave once an employee has resigned, commonly called “vacationing out.” Further, there are no limits 
set on the amount of leave time that may be used. It is up to the discretion of the supervisor or manager 
to allow this. Ms. Martinez’s Supervisor stated that they had not had an employee resign and had not 











 
 



been in a position to either authorize or deny the use of leave. In light of these facts, IA used the 
customary two weeks resignation notice period, expiring on July 29, 2022 in calculating potential losses 
the City may have sustained.  



Results of Investigation 



After conducting the above-mentioned procedures, and using the methodology described above, IA 
concludes the actions of Ms. Martinez did result in a financial loss to the City in the total amount of 
$11,552.201. IA also concludes that Ms. Martinez may have violated portions of the Washington State 
Ethics Law (RCW 42.52). It is the understanding of IA that WHA is conducting their own investigation into 
the actions of Ms. Martinez and as a state agency is better suited to opine on this topic.  



The financial losses incurred by the City are described in more detail below. These losses occurred 
between August 1, 2022 and September 23, 2022: 



1) Ms. Martinez accrued 18.34 hours of vacation, 21 hours of sick leave, leave that they were not 
entitled to accrue. The value of this paid time off (PTO) is $1,410.73. 



2) Ms. Martinez received retirement contributions of $1,207.05 that they were not entitled to 
receive. 



3) Ms. Martinez received the benefit of health care premiums paid by the City of $2,491.30 that 
they were not entitled to receive. 



4) The City incurred $180.78 in other employee benefit expenses during this time that would not 
have been incurred if Ms. Martinez was not employed by the City on and after August1, 2022. 



5) Ms. Martinez received $6,262.34 in net compensation that they were not entitled to receive. 



 



 
1 The total financial loss amount may be greater. The scope of this report spans losses incurred between August 1, 
2022 and September 23, 2022 and does not include amounts from the paid administrative leave. 












LOR Summary.xlsx

AC


			Accountability audit issues evaluation


			Purpose:			 To document the consideration and determination of the level of reporting for audit issues.


			Instructions:			Complete this form for each audit issue to determine the appropriate level of reporting.  Apply the Reporting Level Matrix for general guidance															Reporting Level Matrix 





						Where appropriate combine issues, considering the type of activities and the root of the issues. For example if we audited 3 departments and note cash receipting issues in each department, we should consider combining the issues as it indicates an entity-wide weakness.


						Once the team has determined the proposed level of reporting, notify the related program manager for approval. 															(the current list is on the Subject Matter Specialist page)





						When issues are identified, auditors should also consider the need to reassess planning and control risk conclusions based on new information and determine whether additional testing is necessary to determine the effect and ensure evidence is sufficient to support our report.





			IT Reminders:			All IT-related recommendations must be reviewed by a member of Team ITA management.  For exit level items, please send requests for review to SAOITAudit@sao.wa.gov with the TeamMate Audit Project Code and recommendation reference number only. 


						For Management letters and Findings please reference Appendix G in the IT Planning Guide.


						Auditors should categorize all IT security-related issues as "IT Controls - Confidential" in TM and add this statement in workpapers and Recommendation Headers: "Limited Distribution – Confidential SAO Information, May Be Protected Under RCW 42.56.420."





			Expectations: 			The LOR  summary should be completed for all issues. Information in LOR summary needs to include sufficient perspective for the reviewer/approver to evaluate the proposed LOR.


						Teams need to ensure audit documentation clearly supports the issues documented  in the LOR summary. If unsure as to whether sufficient work has been performed to determine the significance of the issue, work with AAM/AM.


						When determining the level of reporting, staff are required to consider the Reporting Level Matrix.												Reporting Level Matrix 


						Prior to submission for review/approval of the Program Manager the audit team is responsible for:


									Filling-out the LOR form, including the proposed level of reporting. 


									The Team AAM and AM complete a team level review and discussion of the audit documentations and LOR summary.





			TM Issue #(s)


Scott Deviney: Relate the deficiency evaluation to TM issue #(s) for the issue or aggregated issues evaluated			Audit Area			Description of Control Deficiency(ies) or non-compliance			Cause(s) 


DeViney, Scott (SAO): Cause is why did the condition occur? Because - usually tied to something missing from the control - did not do, did not know to do, was not aware of something… etc. 			What’s at risk


Meyer, Renee (SAO): Perspective: what dollars are associated with the control (ie total credit card charges) or # of transactions. Consider the driver of the activity			Actual Effects			History  & prior reporting level			Criteria			Notes or other relevant info & initial auditee response			Team LOR suggestion			Approvals


			1			Payroll and Personnel                                                    			See Fraud Investigations Report: City of Spokane and Washington State Health Care Authority TM file C1SpokaneHCA-FD22 for LOR and final exception.











			Conclusion: We have documented our consideration and determination of level of reporting for accountability audit issues.








http://saosp/GeneralInfo/AuditorRefGuide/Pages/Subject-Matter-Experts.aspxmailto:%20SAOITAudit@sao.wa.govhttp://saosp/GeneralInfo/AuditorRefGuide/PG/Information_Technology.docx


AC Group Purch Flowchart

















In determining significance/materiality of issues identified, consider who should know about the issue? 



Did the entity purchase anything above their competitive bid threshold through piggy-backing?


Use the following decision tree to help determine level of reporting for contract piggybacking control deficiencies and identified non-compliance.  Check with your supervisor if you're unsure about judgements about significance  or for difficult or unusual circumstances.


“Piggybacking” refers to one local government making purchases from contracts awarded by another government or group of governments via an interlocal agreement or contract. Piggybacking is a convenient way to procure goods or services. However, our Office has seen an increasing number of local governments use this alternative method without completing the process properly. National purchasing cooperatives are becoming more widely used, and many of these are based in other states where the laws do not align with Washington law.

The key to maintaining compliance when procuring through piggybacking is to ensure your local government’s own bidding requirements are still met. State law (RCW 39.34.030), which allows for piggybacking, does not relieve any public agency of any obligation or responsibility with respect to purchasing, except for the notice of bids or advertising requirements. As long as the lead agency satisfies its own requirements for advertising and posts the solicitation on the internet, the piggybacking government’s advertising requirements are considered met.

Exercise care when procuring public works projects through piggybacking. In this case, the lead agency’s project and the piggybacking government’s project must be essentially the same. Both governments’ bid specifications should be very specific and include the same type of labor and materials. We would expect the only differences to be quantities purchased.

Our audits will focus on the controls the piggybacking government has to ensure its own bidding requirements were met, and demonstrate your own bid laws were satisfied by the lead government.

-June 2017 Audit Connection Article


Is there evidence of competitive bidding? 


Yes


No


Items to consider: Did the entity ensure during the procurement process that the vendor followed WA statutes on competitive bidding? Was documentation requested and retained during the decision process to verify the piggybacked contract followed WA statutes? Did the District consult with their attorney before letting the contract? Did the entity consider if federal awards funds were used for the purchase? If so, are federal requirements more restrictive than state or local requirements? If so, did the entity follow federal requirements?



Yes


No


Magnitude of non-compliance in current audit period? (See Note 1)



Was non-compliance found? If so, what is the magnitude of non-compliance in current audit period? (See Note 1)


Less than significant 


Significant/Material



Exit or Verbal


Management Letter


Less than significant 


Significant/
Material



Finding


Management Letter or Exit


No


In compliance, no reporting necessary


Remember: Decision to be made with Program Manager Involvement


Remember: Decision to be made with Program Manager Involvement


See Audit Policy 2310 and the Reporting Level Matrix for factors to consider


http://shp.sao-nt.wa.gov/GeneralInfo/AuditorRefGuide/APM/Pol-2310.docxSee Audit Policy 2310 and the Reporting Level Matrix for factors to consider


http://shp.sao-nt.wa.gov/GeneralInfo/AuditorRefGuide/Documents/Reporting%20level%20matrix%20-%204.9.15.docxIn compliance, no reporting necessary


Note 1:  When considering the magnitude of non-compliance, the auditor should not only consider the decisions made prior to procuring the item but also to what transpired after the procurement was made.

For example, if the entity self-identified the non-compliance after completing the purchase and took steps improve their procurement procedures going forward to prevent future non-compliance, the auditor should consider this in their LOR rationale. Such consideration may result in a lower level of reporting.






AC Sole Source Flowchart








Menus


			This tab contains the options for drop-down menus


			AC Level of Reporting


			Finding


			ML


			Exit Item


			Verbal


			FS/SA Level of Reporting


			Finding - Material weakness


			Finding - Significant deficiency


			ML


			Exit Item


			Verbal


			Potential Effects


			Material


			Significant


			Insignificant


			Issue Category


			Accounting/Financial Reporting


			Accounts Payable Disbursements                                         


			Annual Report Filing


			Apportionment (ALE)


			Apportionment (Enrollment)


			Apportionment (Staff Mix)


			Apportionment (Transportation)


			Authority


			Billings/Receivables


			Budget Compliance


			Cash Receipting


			Conflict of Interest and Ethics


			Contracts/Agreements


			Debt/Covenants


			Disposition of Property


			Donations/Fundraising


			Financial Condition


			Grants (Federal)


			Grants (State/Local)


			I-937 Energy Conservation


			I-937 Renewable Energy


			Insurance/Risk Management


			Interfund Transactions/Balances


			Investments/Deposits


			IT Controls


			Open Public Meetings                                                  


			Other


			PA - Compliance


			PA - Internal Controls


			PA - Program Effectiveness


			PA - Prospective Analysis


			Payroll and Personnel                                                    


			Procurement (Bidding/Prevailing Wage)


			Purchase Cards/Procurement Cards


			Records Retention


			Restricted Funds


			Retirement Census Data


			Safeguarding of Assets/Property


			Taxes/Assessments


			Travel and Employee Reimbursements








Reporting Level Matrix











LOR workflow


			Approval workflows for Level of Reporting 


			All LORs should go through team level review prior to AD/PM review.


			AC			FS			SA			Area:			LOR Approval:


			X			X						Timely annual report filing			Manager of Local Government Support team


						X						Local team college, university  and Commission financial statement audits, and financial condition issues			Team's assigned Assistant Director in conjunction with the State Assistant Director


			X			X						Financial condition issues, even in an accountability audit			Team's assigned Assistant Director


			X			X						Risk pool/self insurance issues either on risk pool audits, or when auditing self insurance for other entity types			Risk pool/Self Insurance Program Manager


			X			X			X			IT or cybersecurity related recommendations			Assistant Director of IT Audit


			X			X			X			Recommendations caused by, allowed by, or otherwise concerning weaknesses in a common IT system			Subject area Program Manager in conjunction with Assistant Director of IT Audit


			X									All other accountability areas			Subject area Program Manager, if applicable


						X						All other local team financial statement audits			Team's assigned Assistant Director


									X			Single audit issues			Single Audit Program Manager
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Loss Estimate .xlsx

SAO Loss Est


			Purpose: 			To determine if the City's estimated loss is accurate and based on the employee’s actual pay during the questioned period. 


			Source: 			Employee paystubs for the period noted, Christine Croskey, Internal Auditor


			Procedure: 			We recalculated the City's estimated loss using employee paystubs. We also confirmed City's calculation with Christine Croskey 4/06/2023


			Conclusion: 			We determined all amounts were calculated correctly based on the employee’s actual pay during the questioned period. 


			City asserted losses occurred between August 1, 2022 and September 23, 2022:


			1) Accrual of 18.34 hours of vacation, 21 hours of sick leave. The value of this paid time off (PTO) is $1,410.73.																																	50% Pro-rated calculation:


			Pay Period			7/24/2022 -8/06/2022


Alfano, Tara (SAO): Alfano, Tara (SAO):
Pro-rated to include 8/01 on			8/07/2022 - 8/20/2022			8/21/2022 - 9/03/2022			9/04/2022 - 9/17/2022


Alfano, Tara (SAO): Alfano, Tara (SAO):
Pay Stub Advice Date 9/23/2022			Total 			City Estimate			Variance												7/24/2022 -8/06/2022			To include only half of pay period (8/01 - 8/06)


			Accruals on paystub: 


			Sick			1.50			3			3			3			10.50


			Sick FMLA			1.50			3			3			3			10.50


			Vacation 			2.62			5.24			5.24			5.24			18.34


																		39.34			39.34			0.00


																		$   1,410.73


Alfano, Tara (SAO): Alfano, Tara (SAO):
$35.86 hourly rate listed on paystub			$   1,410.73			$   - 0





			2) Retirement contributions of $1,207.05


			Pay Period			7/24/2022 -8/06/2022			8/07/2022 - 8/20/2022			8/21/2022 - 9/03/2022			9/04/2022 - 9/17/2022			Total 			City Estimate			Variance


			Employer Paid Benefits - SERS & 457 Plan on paystub: 


			SERS			$   147.44			$   294.87			$   294.87			$   294.87			$   1,032.05


			457 Plan			$   25.00			$   50.00			$   50.00			$   50.00			$   175.00


																		$   1,207.05			$   1,207.05			$   0.00





			3) Benefit of health care premiums paid by the City of $2,491.30 


			Employer Paid Benefits - Medical and Dental Insurance: 


			Pay Period			7/24/2022 -8/06/2022			8/07/2022 - 8/20/2022			8/21/2022 - 9/03/2022			9/04/2022 - 9/17/2022			Total 			City Estimate			Variance


			Med			$   331.40			$   662.80			$   662.80			$   662.80			$   2,319.80			$   2,491.30


			Dental			$   24.50			$   49.00			$   49.00			$   49.00			$   171.50


																		$   2,491.30			$   2,491.30			$   - 0


			4) The City incurred $180.78 in other employee benefit expenses during this time that would not have been incurred


			Employer Paid Benefits - sum of Life Insurance, LTD, WA FMLA, Admin Fee & Industrial Insurance on paystub: 


			Pay Period			7/24/2022 -8/06/2022			8/07/2022 - 8/20/2022			8/21/2022 - 9/03/2022			9/04/2022 - 9/17/2022			Total 			City Estimate			Variance


						$   25.82			$   51.65			$   51.65			$   51.65			$   180.77			$   180.78			$   0.01





			5) Ms. Martinez received $6,262.34 in net compensation 


			Net Pay amount on paystub:


			Pay Period			7/24/2022 -8/06/2022			8/07/2022 - 8/20/2022			8/21/2022 - 9/03/2022			9/04/2022 - 9/17/2022


Superville, Sarrah (SAO): Superville, Sarrah (SAO):
$2,876.80 - gross pay			Total 			City Estimate			Variance


						$   894.62


Superville, Sarrah (SAO): Superville, Sarrah (SAO):
$2,876.80 - gross pay

If prorated, this equals to $1,438.40			$   1,789.24


Superville, Sarrah (SAO): Superville, Sarrah (SAO):
$2,876.80 - gross pay			


Alfano, Tara (SAO): Alfano, Tara (SAO):
Pro-rated to include 8/01 on									


Superville, Sarrah (SAO): Superville, Sarrah (SAO):
$2,876.80 - gross pay			$   1,789.25


Superville, Sarrah (SAO): Superville, Sarrah (SAO):
$2,876.80 - gross pay			


Alfano, Tara (SAO): Alfano, Tara (SAO):
Pay Stub Advice Date 9/23/2022			$   1,789.25			$   6,262.36			$   6,262.34			$   (0.02)


																		Total Loss			$   11,552.20















Micaela Martinez Predisc Notes 10-26-2022.pdf




David Kokot, Past President 



John Klapp, VP M&P 



Dan Hayward, Legal for Defendant 



Nate 0 Legal for City  



Colleen Krajack, HR Consultant 



Ted Kumment, HR Analyst 



Tonya Wallace, CFO 



Jason Negoski, Dir of Purchasing 



Thea Prince, Senior Procurement Specialist 



We met on 10/26/2022 for a predisc hearing with Micaela MM. 



MM: Performed all of my duties and performed them well. No loss to the City and was not disruptive.  I 



am unaware of any moonlighting policies.  HCA job has not been primary . Had to look up moral 



turptitude.  I disagree greatly.  The community would understand completely.  Describing wicked and 



deviant.  I took on a second job and was confident I could do both. I earned my paychecks.  I intended to 



resign.  I realized I could be flexible with my hours, and I decided to make both jobs work.  I never 



accepted pay from either organization without earning it.  When I told Thea, I told her that I have seen 



more output from you in the last two months.  My work with HCA was very flexible.  I did not steal 



anything from the City, I earned every penny that was made.  I could do both, even if I had to work 80 



hours a week.  People all over the City have two jobs.  I am subject to discipline.  I have no records of 



counseling and good reviews.  I am ready to come back to work and continue serving.   



Nothing further.   



Confirmed several times and with Micaela directly that they understood that any negotiation with the 



City does not impact the information that will be filed with the SAO and any negotiation may not impact 



the civil or criminal charges they file at the end of their negotiation.  



MM: Work schedule M-TH 7-5 



MM: HCA: work hours 6-4:30 M-TH 



Break taken for legal and union to discuss outside with Macaela as she became emotional 



Question schedule: 4 10’s, M-Thursday same hours as City 



Dave Kokot: City process wasn’t followed.  Tone in email.  City disciplinary process was not followed.  No 



letter of counseling.  No letter of reprimand.  Record of counseling is discipline under the current 



contract.  That process was not followed.  It would be in the City’s best interest to retain an employee 



whom has been here awhile.  



Caucus for City:  











TW: This position is based on taxpayer and City of Spokane trust.  We cannot move beyond the fact that 



she took payment without working and while working two jobs with the same hours.  Her work schedule 



was identical.  We have to legally report this to the SAO. There could be criminal charges or civil 



penalties.   



JD: I note that while I’m new, this is a breach of the ethics of the profession.  All understand such. 



TP:  I did tell her that her work was better in the  last few months.  That is because I thought she was 



working.  After digging in, I can see what a mess things are.  What I’m cleaning up is clear she wasn’t 



working now. Everything is a mess.  I can’t figure it out.  So much didn’t get done.  I’m sorry I told her 



that, because she could not have been working.  



CK: Here are some options.  Covered record of counseling to termination.  Covered MOU in exchange for 



remediation.  Covered terminate for cause and notice to the SAO.  



Caucus declined with the union due to legal representation and no interest in having prior discussion 



about disciplinary action the City may hand down.  Double checked, told them historical process, they 



declined entirely.  



Union and legal returned with Micaela: 



TW: There is no path forward.  This is a breach of trust and our responsibility for public funds.  We are 



terminating your employment effective today. 



CK: Due the complexity of the negotiation, I am going to offer some options.  One, we terminate your 



position effective immediately as with any other termination all rights afforded by the CBA will be 



followed.  We will note termination for cause, contest unemployment, and the submission to the SAO 



will note that you declined voluntary remediation requests.  



OR 



We can accept resignation in lieu of discharge, we will  note in your file resignation in lieu of discharge 



and we will not contest your unemployment in exchange for you forgoing all leave banks of any nature 



as remediation for the damages.  We will note in the SAO report that you voluntarily contributed X 



amount to the remediation based on Finance confirmation.  Again, we make clear that this is not a 



negotiation on behalf of the SAO.  Nothing you negotiate with the City will change the outcome of their 



investigation and assessing of criminal or civil penalties elsewhere. It offers you a chance to make it right 



though, without out of pocket.  



No questions from the union or Micaela.  Legal counsel asked a clarifying question and how much time 



they have to decide.  CK was unaware and agreed to respond via email.   



 



Added after predisc: Email sent at 10:14am. 



MOU created after dialogue with Martinez legal counsel Dan Hayward. Attorney Hayward notified days 



later that client will decline to remedy with any agreement and requested to terminate for cause.  Letter 



of termination signed by City Administrator was sent.  
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Fraud Investigation 
Preliminary Assessment Worksheet 



 
Fraud Case Number F-22-371 



Client City of Spokane 



Fraud Specialist Tara Alfano 



Loss Notification Date 9/26/2022 



Initial Contact with Entity Date 10/03/2022 



Assessment Completion Date 10/10/2022 



Team Review-Name and Date Larissa Nolte 10/11/2022 



Fraud Manager Review Date SMS – 10/19/2022 



Action/Next Step Review external investigation 
 
The preliminary assessment worksheet summarizes the pre-planning information needed for the triage meeting.  An 
assessment does not need to be completed on loss reports that do not require action per policy (losses resulting from 
breaking and entering or property vandalism normally handled by a law enforcement agency or by the entity, or other losses 
such as reasonable cash-receipting overages/shortages, reasonable inventory shortages or other de minimus losses). 



Reported Loss Information 



1  Description of suspected loss or illegal activity 



Employee accepted a full time position with a state agency and 
works the same four ten shift for the City of Spokane and the 
other agency.  Communicated with the other agency that she 
would be on vacation leave until September 29th however has 
neglected to take any leave and has been getting paid by both 
agencies. 



2  How loss was detected and reported Conversation with a previous employee and was confirmed by 
speaking with the other Agency. 



3  Type of loss  (e.g. cash receipts, disbursements, payroll) Payroll 



4  Reported amount of loss  



$5,772.00 
Employee became fully employed at another agency on 8/1/22 
that is 160 hours less leave taken of sick of 14 hrs = 146 hours x 
gross hourly wage $ 35.86 = $5,235.56 plus retirement match of 
$536.64  



Information from EIS and Audit Manager 



5  Entity liaison (name and title) and phone number 
Michelle Murray, Accounting/Grants Director 
509-625-6320 



6  Related audit exceptions in EIS?  If yes, what was level of 
reporting (exit item, mgmt letter, or finding)? No 



7  If applicable, summarize your review of TeamMate audit 
work related to area of reported loss.   N/A 



8  Summarize any audit manager’s concerns about client and 
reported loss.  



What is the City doing to consider additional losses for past 
periods in which the employee could have worked for other 
entities while working also at the City. 
Did the employee have access to other systems, or any financial 
records that could have been altered?  



9  Normal audit scope and cycle for client? Annual Financial, Single and Accountability audits 



10  Accountability audit budget?   1,000 hours for fiscal year 2021 
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11  
Is the audit team currently conducting an audit?  If yes, what 
is the status and scope (financial, single or accountability)? 
If not, when is the audit scheduled to start? 



Yes, 2021 Accountability audit is in progress. Currently wrapping 
up planning procedures with field work scheduled to begin 
10/12/2022.  



12  Any other relevant information? No 



Information from Client 



13  
Is there a subject of the investigation? If so, does the subject 
have access to other accounting/financial systems or bank 
accounts?  If yes, list those systems and accounts. 



Yes, employee in the Purchasing Department. The employee had 
access to the City’s general ledger, FMS, and applicable modules 
within that system. No access to any other systems, and no 
access to bank accounts.   
As of Tuesday, September 27, 2022, all FMS and VPN access has 
been terminated.  



14  Has the client properly secured records or evidence related 
to the loss? 



Yes, there was no physical evidence to secure. The City retains 
access to employee email, calendars, timesheets and other 
payroll information. All access terminated for the employee on 
September 27, 2022. 



15  
Briefly assess the internal controls over the key system(s) 
related to this loss. What is the potential for additional 
undetected losses? 



There have been no additional risks found related to controls or 
additional losses. This was not an internal control issue in payroll 
processing. The employee submitted time sheets for review and 
physically worked at the City during the time of the issue. The 
City was later informed that the employee was also being paid for 
hours worked at the other agency during the same time period. 
The position at the other agency was remote. No controls were 
overridden to pay the employee.  
 
So far the City’s investigations show this is a unique situation and 
have not identified other employee involvement. They have 
worked with the other agency and determined the loss occurred 
from 8/01/2022 through 9/26/22 when notified of the issue. 
There is no indication of undetected loss or additional time 
periods to consider.  



16  Potential for additional loss or other areas of risk for loss -  
“What Else”?  If yes, summarize. N/A 



17  When was the individual hired by the client (month and 
year)? 



3/30/2015  
 



18  
Has the individual been in different job positions with the 
client and has there been any employment history issues?  If 
yes, list the position, time-period and issues. 



3/30/2015 Buyer I in the Police Department 
12/03/17 moved to Purchasing Department as a Procurement 
Specialist for Fleet Services 
The employee was known as having work performance issues in 
the past, feedback from supervisors questioned the amount of 
work completed and what the employee was working on. No 
formal complaints or actions taken.  



19  What is the current employment status of the individual (e.g. 
administrative leave on XX date)? 



Administrative leave as of 9/27/2022 while the City’s internal 
investigation is being completed.  



20  Has the client conducted an investigation?  If yes, summarize 
results. 



Yes, initial investigation is complete to determine the total 
amount of payroll expenses during the time period identified. The 
Accounting Director and Internal Auditor reviewed timesheets 
and payroll documentation for their determination. They 
estimate the loss to be closer to $7,000 (slightly over the 
estimate submitted).  
The Internal Auditor also reviewed the employee’s email and 
calendar appointments, however no red flags or additional 
evidence was found.  
The investigation is now with Human Resources, Payroll, and 
Legal departments to determine the next steps and any 
applicable laws or policies that have been violated.  
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21  Has a police report been filed?  If yes, is law enforcement 
investigating? No 



22  Is any other outside party (FBI, OIG, LEAs or other 
investigator) conducting an investigation? No 



23  
Has the client established a time table of events that 
occurred up to the reported loss? (If not, recommend they 
document the key events.) 



Yes; based on collaboration with the other agency involved they 
have established the loss occurred from 8/01/2022 through 
9/26/2022  



24  Is there fixed responsibility? Yes 



25  Who within the client has been notified of the loss 
(commissioners, board, elected officials, etc.)? 



CFO, HR Director, Accounting/Grants Director, Internal Auditor, 
and HR representatives for the purchasing department 



26  Has the County Prosecutor been notified? No 



27  Has any legal counsel been obtained by the individual? Not that the City is aware of 



28  Has the client entered into any restitution agreements? No 



29  Any other relevant information? No 
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NOTIFICATION OF PREDISCIPLINARY HEARING 



 
TO: Micaela Martinez, Procurement Specialist 
 
DATE: October 14, 2022 revision 
 
FROM: Tonya Wallace, Chief Financial Officer     
 



The City of Spokane is considering taking disciplinary action against you based on the following: 
 
1. You were concurrently employed by the City of Spokane and Washington State. 
 
On 9/26/2022, an official from the Washington State Health Care Authority (HCA) contacted 
the City of Spokane Human Resources Department to verify your employment status with the 
City. This action was prompted by a notification to Washington State that you were still employed 
by the City. The Washington State HCA official stated they hired you as a Contract Specialist 3 
on 8/1/2022, and you had subsequently been employed since that time for both a Monday 
through Friday and a post-schedule change request to Monday through Thursday from 6a to 
4:30p shift since that initial hire (attachment). Furthermore, on 9/26/2022 you directly notified 
your supervision that you had been working simultaneously for Washington State and the City 
of Spokane and that you had submitted your resignation with the Washington State HCA.  This 
confirmation was also provided to Human Resources during a phone call for confirmation. 
 
2. You knowingly and willfully accepted City payroll funds and other benefits while 
simultaneously misleading both Washington State HCA and the City of Spokane 
regarding your employment efforts. 
 
On 9/26/2022, an official from the Washington State Health Care Authority informed the City of 
Spokane Human Resources Department that during your hiring process you stated that you 
would be going on a paid leave of absence through September, 2022 with the City of Spokane 
and after leave would no longer be working at the City (Attached). The agency notified you in 
writing that you were not permitted to actively work on behalf of the City of Spokane and their 
organization simultaneously. During this time, you took only 14 hours of paid leave, did not notify 
the City that you were working on behalf of another employer during scheduled work time, did 
not continuously take leave, did not submit resignation to the City, and failed to notice either 
organization that you were accepting payroll funds from two employers for the controlled time 
assigned by both organizations. This willful action of holding both positions simultaneously is 
injurious to the City of Spokane and the taxpayers as it is considered timecard fraud, dishonesty 
and theft of City finances in the form of payment for work not performed.  All employees owe 
their employer a common law duty of fair dealing and good faith, both of which are in conflict 
with work performed on behalf of another employer while receiving payment from both entities 
for the same employment term.  
 
Investigative Audit results: 
The internal audit concluded the actions of Ms. Martinez did result in a financial loss to the 
City in the total amount of $11,552.201. Additionally, Ms. Martinez may have violated 



 
1 The total financial loss amount may be greater. The scope of this report spans losses incurred between August 1, 2022 
and September 23, 2022 and does not include amounts from the paid administrative leave, nor from the 2 week time 
period that would have transpired were Ms. Martinez to act with reasonable person standards of notice. 











 



portions of the Washington State Ethics Law (RCW 42.52). The financial losses incurred by 
the City are described in more detail below. These losses occurred between August 1, 2022 
and September 23, 2022: 



1) Ms. Martinez accrued 18.34 hours of vacation, 21 hours of sick leave, leave not 



entitled to accrue. The value of this paid time off (PTO) is $1,410.73. 



2) Ms. Martinez received retirement contributions of $1,207.05 not entitled to receive. 



3) Ms. Martinez received the benefit of health care premiums paid by the City of 



$2,491.30 not entitled to receive. 



4) The City incurred $180.78 in other employee benefit expenses during this time that 



would not have been incurred if Ms. Martinez was not employed by the City on and 



after August1, 2022. 



5) Ms. Martinez received $6,262.34 in net compensation not entitled to receive. 



The above allegations are in direct violation of the following Civil Service rules, City rules, 
policies, and/or collective bargaining agreement.  Specifically:  
 
Civil Service Rule VIII, Suspension, Discharge, Layoff, Section 5, Cause, paragraphs: (a), (c), 
(e), (f), (l), and (m): 
 
a) Has been absent from duty without approved official leave contrary to the Civil Service 
rules or the City personnel regulations, or has failed to report after any such leave has been 
officially disapproved or revoked; 
 
(c) Is incompetent or inefficient in the performance of the duties and responsibilities of the 
position held; 
 
(e) Any willful violation of the Charter, these Rules, any written personnel policies, written 
departmental rules or procedures, or of any reasonable and proper order or direction given 
by a supervisor, where such violation or failure to obey amounts to an act of insubordination 
or a serious breach of proper discipline or resulted or might reasonably be expected to result 
in loss or injury to the City, or the public, or to the prisoners or wards of the City; 
 
(f) Has been guilty of conduct unbecoming an officer or employee of the City; 
 
(l.) Excessive absenteeism or habitual pattern of failure to report for duty on time without good 



and sufficient reason; 
 
(m.) Has committed, or has induced or has attempted to induce an officer or employee of the 



City, to commit an unlawful act or to act in violation of any reasonable and lawful 
departmental or official regulation or order, […]. 



 
Code of Ethics paragraph (A) and (N): 
 
(A) General Prohibition Against Conflicts of Interest: In order to avoid becoming involved or 
implicated in a conflict of interest or impropriety, or an appearance of conflict of interest or 
impropriety, no current City officer or employee shall have an interest, financial or otherwise, 
direct or indirect, or engage in a business or transaction or professional activity, or 
incur an obligation of any nature, that might be seen as conflicting with the City officer or 
or employee’s proper discharge of his or her official duties, the conduct of official City business 
or as adverse to the interests of the City; 











 



 
(N) Commission of Acts of Moral Turpitude or Dishonesty Prohibited: No City officer or 
employee shall commit any act of moral turpitude or dishonesty relating to his or her duties or 
position as a City officer or employee or arising from business with the City. Conviction of a 
felony or a misdemeanor involving moral turpitude or dishonesty, the nature of which 
demonstrates lack of fitness for the position held, shall be considered conclusive evidence of 
a violation of this Code of Ethics. Demonstrated acts of moral turpitude or dishonesty are not 
limited to felony or misdemeanor criminal convictions. 
 
City of Spokane Managerial & Professional Association Managerial B Contract: 
Article IX-General Provisions, Subsection D: 
 
[…] The Code of Ethics as contained in the Spokane Municipal Code shall apply to the 



Association members.  
 



A predisciplinary hearing will be held on: 



Date:  Wednesday, October 26, 2022   
 
Time: 9:00am PST 
 
Location: City Hall Conference Room 5A; 800 W Spokane Falls Blvd, Spokane, WA 99201 



 
This hearing is being held to discuss the above stated reasons for discipline.  During the 
predisciplinary hearing you may convey any reasons or provide any information you feel is 
relevant.  You have the right to representation by your union, co-worker, or an attorney at your 
expense.  You may bring pertinent documentation and/or witnesses.  Witnesses must have 
permission from their supervisors prior to attending the hearing. 
 
If you need additional time to prepare your presentation or to arrange for representation, please 
let me know. 
 * * * * * * * * * * * * * * * * * 



 
 
____________________________________     ____________________________________ 
Signature of Employee     Date and Time of Receipt 



 



Original: Human Resources Department 
Copy:  Thea Prince, Senior Procurement Specialist 
Copy:  Colleen Krajack, Human Resources Consultant 
Copy:  Micaela Martinez, Procurement Specialist 
Copy:  Samantha Johnson, President, M&P; John Klapp, Vice President, M&P;  
 Dave Kokot, Past President, M&P 
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City of Spokane 



 



General 
Code:  07Spokane-FD22 
Name:  City of Spokane 
Group:  Pullman 
Type:  07-City/Town 
Location: Spokane 
Scope:  Not Applicable 



Team 
Lead:  Tara Alfano 
Manager: Alisha Shaw 



Procedures 
 
A.1.PRG - TeamMate Administration 
 
Procedure Step: Audit Set Up 
Prepared By:  TAA, 12/21/2022 
Reviewed By:  AMS, 1/16/2023 
 



Purpose/Conclusion: 











City of Spokane 



Purpose / Conclusion:  
Set up TeamMate audit file in accordance with TeamMate Protocol.  



Testing Strategy: 
All of the following steps are required in order to properly set up the TM file except for the optional step to set up global tickmarks.  If the budget is 
less than 100 hours, auditors may skip steps 4-6 (filling out the profile and sending to TC) until the end of the audit.   
   
1. Add the audit team to the project - To do this, go to the Planning tab and select Team.  Then select the team from the TeamStore by clicking 
the “get” button. For confidential audits only (IT, Medicaid, etc.): Disable guest access. 
   
2. Set Project Manager and Lead - Select the Lead and Manager from the drop down menus in the Team Tab of the Profile.  The "Lead" should 
be the Auditor-In-Charge of the audit, and the "Manager" should be the Assistant Audit Manager supervising the audit.    
  
3. Fill out initial information in the Profile - The Project Profile captures general information about the audit for the TeamCentral 
database.  Access the Profile from the Planning tab and populate as many of the required fields in the Profile as possible at this stage of the 
audit.  A description for each required field can be found in the TeamMate Protocol document.  
4.  Centralized Projects - Go to http://saoapp/TMDV/ViewProjectErrors.aspx and enter the project code then "Validate" to check your project for 
errors. 
  
5. Resolve any TMDV errors - The TeamMate Data Validation (TMDV) application performs a series of edit checks on data in your project to 
ensure accuracy and conformity to protocol.  If TMDV identifies erorrs for your project, resolve the errors and send to central again (if distributed) 
until TMDV displays that there are no records to display.   
   
Exceptions could indicate either errors in the TeamMate profile or issue data or errors in other SAO databases.  If you have confirmed that 
information in TeamMate is correct, contact the TeamMate Administrative Group to initiate corrections to our other databases.  
6. Set up your favorite global tickmarks (optional) - Global tickmarks are available throughout the audit file and do not change from workpaper 
to workpaper.  You can access the global tickmarks screen from the Planning tab.  
   
7. Initialize Audit – Attempt to sign off on this step, which will trigger a dialog box asking if you would like to initialize the audit.  After initialization 
of the audit, you may continue to add users or global tickmarks, but cannot delete any. 



Guidance/Criteria: 
ADDITIONAL BACKGROUND  
Auditors should consider the following background information and resources when performing work on this area. 
  
TeamMate Protocol Document 





http://saoapp/TMDV/ViewProjectErrors.aspx


http://saosp/GeneralInfo/TeamMate/Documents/TM_Protocol.docx
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Record of Work Done: 
1. Added the audit team to the project (all audits). As applicable, disabled guest access (confidential audits only).     
  
2. Set the Project Manager and Lead 
 
3. Filled out the audit profile 
  
4. Checked Data Validation System for errors  
  
5. Resolved all TMDV Errors 
 
6. Set up my favorite global tickmarks, if needed 
 
7. Initialized the audit file 
 
A.1.PRG - TeamMate Administration 
 
Procedure Step: Project Review & Finalize 
Prepared By:  (None) 
Reviewed By:  WFR, 11/27/2023 
 



Purpose/Conclusion: 
Purpose/Conclusion: 
To ensure that audit documentation complies with TeamMate Protocol, the audit file is ready for finalization and archiving, and that any files 
outside of TeamMate are completed and reviewed. 
  



Testing Strategy: 
Replicas  
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Ensure that all replicas are merged into the master file and discard any replicas that will never be merged.  
  
Review of workpapers 
Review workpapers to ensure they are completed and properly signed off.  You can use the Procedure Status Viewer (for all procedure steps) or 
the Schedule Status Viewer (for procedure summaries and attachments) to see the status of steps and attachments in the audit file.  The Viewers 
can be accessed from the buttons on the Navigation Bar at the bottom of the screen.  
  
Coaching Notes 
Verify that all coaching notes have been addressed and cleared.  You can use the Coaching Notes Viewer to see the status of all Coaching Notes 
in the audit file.  The Coaching Note Viewer can be accessed by using the button on the Navigation Bar at the bottom of the screen. 
 
During the finalization process, coaching notes will be deleted.  If you want to keep these notes you will need to create a report using the Reports 
wizard and save it outside of the TeamMate file.  
Hardcopy Files and External Data  
Ensure that hardcopy files referenced by the audit are completed and reviewed. Also ensure that any unnecessary documentation or files, 
including databases with any confidential or sensitive information, are appropriately disposed.  If files or databases are needed for future periods, 
ensure these are appropriately secured.  See the SAO Administrative Policy on Data Security and Access.  
  
Project Profile  
Review and update the Profile information.  See the TeamMate Protocol document for definitions and instructions for each required field.  The 
Protocol document can be accessed from your Start Menu | All Programs | State Auditor’s Office or on the Intranet on the TeamMate page.  
  
Confidential Audits Only 
Disable guest user and any other users granted temporary file access. 
  
Issue Review  
Ensure issue content is exactly what was presented to the client per the Exit Document, Management Letter, or Finding.  There should only be 
one issue for each finding, management letter item and exit comment.  Additional information or notes about the issue can be documented in the 
"notes" tab. Any other documented issues (that were communicated verbally, at pre-exits or were later combined or dropped) should be either 
deleted or marked as "verbal recommendations."  
  
Check that all required issue fields are completed and correct.  See the TeamMate Protocol document for definitions and instructions for each 
required field.  The Protocol document can be accessed under Audit | TeamMate on the Intranet.  
  
Issue Sign-Off  
All issues must be reviewed and signed off by a Supervisor and/or Audit Manager, per Protocol.  The finalization process will require all issues to 
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have a state of "reviewed."  
  
Audit Status in Tracker 
Update the Audit Status of prior audit management letters and findings in Tracker.  See the Tracker Quick Reference Guide for details. 
  
Resolve any TMDV errors - The TeamMate Data Validation (TMDV) application performs a series of edit checks on data in your project to ensure 
accuracy and conformity to protocol.  



• Go to the Status and Milestones tab in the profile and change project status to "Post Fieldwork" 
• Go to http://saoapp/TMDV/ViewProjectErrors.aspx and enter the project code then "Validate" to check your project for errors.  
• If TMDV identifies errors for your project, resolve the errors and check web site until TMDV displays that there are no records to 
display.   



   
Exceptions could indicate either errors in the TeamMate profile or issue data or errors in other SAO databases. If you have confirmed that 
information in TeamMate is correct, contact the TeamMate Administrative Group to initiate corrections to our other databases.  
  
Change Project Status 
Go to the Status and Milestones tab in the profile and change project status to "Post Fieldwork". 
  
Enter the report issuance date in the "Issued (Final Report)" field. REMINDER: DO *NOT* CHANGE THE STATUS OF THE PROJECT TO 
ISSUED. 



  
Complete/Finalize Project  
After the audit report has been sent to OS the audit should be finalized by the Audit Manager.  To do this, go to Review | Finalize.  The finalization 
process will:  



• Halt the process if any issues have not been reviewed;  
• Warn the Audit Manager of unreviewed workpapers and/or steps;   
• Check for uncleared coaching notes;   
• Finalize the project, which prevents any further changes from being made to the file. 



   
Note:  if the project is finalized and the team subsequently needs to add or modify the documentation, contact the TeamMate 
Administrator for assistance.  





http://saosp/WorkingSites/AuditManagement/Documents/Tracker%20Guidance/Tracker%20Quick%20Reference.docx


http://saoapp/TMDV/ViewProjectErrors.aspx
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Guidance/Criteria: 
ADDITIONAL BACKGROUND  
Auditors should consider the following background information and resources when performing work on this area. 
  
TeamMate Protocol Document 



Record of Work Done: 
All of the following steps have been completed for this audit file:  



• All outstanding replicas are merged.  
• All workpapers have been reviewed.  
• Coaching notes have been addressed and cleared.  
• Hardcopy files have been completed and reviewed.  
• Unnecessary files and databases have been appropriately disposed of, and any files or databases needed for future periods have 
been appropriately secured in accordance with SAO’s administrative policy on Data Security and Access.  
• The audit profile has been completed.  
• As applicable, any guest/temporary user access has been disabled (confidential audits only). 
• Issue content has been reviewed and required fields completed.  
• All issues have been signed off as reviewed. 
• The Audit Status of prior audit management letters and findings has been updated in Tracker. 
• All TeamMate Data Validation errors are resolved.  



  
The audit will now be finalized and be marked for archival. 
 
B.1.PRG - Investigation Procedures 
 
Procedure Step: Summary of Conclusions 
Prepared By:  TAA, 11/6/2023 





http://saosp/GeneralInfo/TeamMate/Documents/TM_Protocol.docx
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Reviewed By:  SRS, 11/21/2023 
 



Purpose/Conclusion: 
Purpose/Conclusion: 
To summarize the results of fieldwork and assess whether evidence is sufficient and appropriate to support conclusions. 
  



Testing Strategy: 
Summarize the results of fieldwork including a schedule of the fraudulent activities and amounts which are cross-referenced to supporting work. 
  
Assess the overall sufficiency and appropriateness of evidence obtained throughout the investigation.  In assessing the sufficiency of evidence, 
consider whether there is enough evidence to persuade a knowledgeable person that the conclusions are reasonable.  In assessing the 
appropriateness of evidence, consider its relevance, validity and reliability. 
  



Guidance/Criteria: 
ADDITIONAL BACKGROUND 
Auditors should consider the following background information and resources when performing work on this area. 
   
SAO Audit Policy 1410 - Fraud Investigations 



Record of Work Done: 
A summary of the results of fieldwork: 
  
On September 22, 2022, Michelle Murray, Accounting Director notified our Office regarding a potential loss of public funds as required by state law.  
  
The entity initiated an investigation and determined a payroll loss had occurred. [Pre-Disciplinary Notice 10-26-2022] [Investigative Memo_Martinez 
Internal Audit Findings Report] 
  
The investigation identified the actions of the subject did result in a financial loss to the City in the total amount of $11,552.20 for payroll costs 
incurred that the employee was not entitled to receive, and may have violated portions of the Washington State Ethics Law (RCW 42.52). We 
agree there is evidence to support the subject worked a similar schedule at both entities during the loss period. However, we are unable to 





http://saosp/GeneralInfo/AuditorRefGuide/APM/Pol-1410.docx
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quantify the extent of the loss on the City, as we cannot determine the amount of overlap in time the subject was actively working at both HCA 
and the City.  See Teammate file S1HealthCareAuthority-FD22  
   
The entity has not filed a report with law enforcement. 
Conclusion: Our results are summarized here: [Investigation Conclusion Summary]   
 
B.1.PRG - Investigation Procedures 
 
Procedure Step: Verify DSA 
Prepared By:  TAA, 12/21/2022 
Reviewed By:  AMS, 1/16/2023 
 



Purpose/Conclusion: 
Purpose / Conclusion: 
To verify that a Data Sharing Agreement is in place before starting the audit. 



Testing Strategy: 
Prior to starting the audit, teams are required to verify that a Data Sharing Agreement is in place by performing the following procedures: 
  



• Go to the DSA Library: https://stateofwa.sharepoint.com/sites/SAO-DataSharingAgreements/DSA/Forms/AllItems.aspx 
• Check the folder corresponding to the entity's MCAG.  This can be done by searching for the MCAG in the upper left search box or by 



finding it in the responsible team's folder. 
• If a DSA is not yet in place, then work with your manager to get an agreement in place prior to starting audit work.  If the entity has a 



No-DSA Waiver in DSA Library, the audit may continue but no confidential data (category 3 or 4) can be requested or received. If this 
restriction becomes a barrier for the audit, the team should consult with their Assistant Director and TAS. 



• If the DSA Scope is other than "General" or DSA Type is something other than "Standard DSA" then auditors should be familiar with the 
contents. 



Guidance/Criteria: 
 





https://stateofwa.sharepoint.com/sites/SAO-DataSharingAgreements/DSA/Forms/AllItems.aspx
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Record of Work Done: 
We checked the DSA Library and confirmed that a Data Sharing Agreement was in place prior to starting audit work. 
 
B.1.PRG - Investigation Procedures 
 
Procedure Step: Reported Loss and Investigation Plan 
Prepared By:  TAA, 2/2/2023 
Reviewed By:  SRS, 11/21/2023 
 



Purpose/Conclusion: 
Purpose/Conclusion: 



• To document the initial reported loss and preliminary assessment completed.  
• To document the investigation plan steps that addresses the anticipated investigation strategy, scope, staffing, and budget. 



  



Testing Strategy: 
Investigators are required to complete steps 1-3: 
1. Make initial contact with the client (within 5 business days of initial loss report date) and discuss loss with audit manager. 
2. Complete a Preliminary Assessment Worksheet (PAW). Complete Team level review and submit to Team SI  for review within 10 business days 
of initial loss report date. Please use the PAW review library to upload and document reviews completed and notification for Team Fraud's review. 
Link to PAW review library: http://saosp/TeamSites/Fraud/PAWs/Forms/AllItems.aspx 
  
3.  Based on Team SI's review of the completed PAW next investigation steps will be determined.  



• For risks determined to be included in the current audit, GENL time should be used to start. Please reserve at least 5 hours GENL for 
the Team SI to bill for review. Reminder: When planning investigation work remember to consider the following elements: 



• Approach and testing strategies 
• Initial scope of the investigation (time frame and areas examined) 
• Procedures to determine if scope should be expanded (“what else” question) 





http://saosp/TeamSites/Fraud/PAWs/Forms/AllItems.aspx
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• Procedures to understand internal controls, if necessary 
• Whether interviews need to be conducted and, if so, the timing, nature of the questions, and who will lead the interviews. 
• Estimated time-frame/fieldwork completion date, budget, and staffing resources.   
• In some instances an MOU may be something that is wanted to ensure clear communication. If this is the case, please work with 
the Special Investigations team to get the MOU approved. There are example MOU's on the sharepoint site.  



  
4.  Request the set up of an audit number and budget in TABS. Budget requests are expected to be approved by Team SI.  
(Option A) For external investigation review work, please send an email budget request to the Team SI for approval. Example budget request 
emails can be found on the sharepoint site:  http://saosp/TeamSites/Fraud/FraudExamples/BudgetRequestExample.msg 



• (Option B) For draft investigation plan, the budget will be documented in the approved plan. After the Team SI has approved the plan, 
they will send an email notifying you of the total budget approval. Prepare a BUCO and attach the email approving the budget to establish 
FRAD hours in EIS.  



• Required: The budget will be documented in the approved plan. After Team SI has approved the plan, they will send an email notifying 
you of the total budget approval. Prepare a BUCO and attach the email approving the budget to establish FRAD hours in EIS.  



• Required: Obtain and document advance approval from the Team SI for any significant modifications throughout the investigation or 
need for a budget increase. Document these modifications in the fraud fieldwork plan document.  



Guidance/Criteria: 
ADDITIONAL BACKGROUND 
Auditors should consider the following background information and resources when performing work on this area. 
  
Reminder: When planning investigation work remember to consider the following elements: 



• Approach and testing strategies 
• Initial scope of the investigation (time frame and areas examined) 
• Procedures to determine if scope should be expanded (“what else” question) 
• Procedures to understand internal controls, if necessary 
• Whether interviews need to be conducted and, if so, the timing, nature of the questions, and who will lead the interviews. 
• Estimated time-frame/fieldwork completion date, budget, and staffing resources.   
• In some instances an MOU may be something that is wanted to ensure clear communication. If this is the case, please work with 
the Special Investigations team to get the MOU approved. There are example MOU's on the sharepoint site.  





http://saosp/TeamSites/Fraud/FraudExamples/BudgetRequestExample.msg
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SAO Audit Policy 1410 - Fraud Investigations 
  
  



Record of Work Done: 
Reported Loss: 
1. Initial contact was made with the client on September 22, 2022, Michelle Murray, Accounting Director informed Alisha Shaw Team Pullman AM 
of the identified situation. Alisha requested that Michelle submit a loss report to SAO, which was then done on 9/26/2022. 
2. A Preliminary Assessment Worksheet (PAW) was completed: [PAW_F-22-371_City of Spokane ].  We determined these submissions from HCA 
and the City involve the same employee. We also determined Team Pullman will perform an external review of the City of Spokane records and 
include a review of the HCA conclusions to determine which entity incurred the loss or if both entities did. 
  
Investigation procedures: 
Based on the information contained in the completed PAW the following investigation procedures were determined:  
(A) Review the completed external investigation completed by Christine Croskey CIA, Internal Auditor at City of Spokane  



1. Establish external review budget. We gave consideration to the estimated time-frame/fieldwork completion date, budget, and 
staffing resources. We also considered if there were any other audits currently going on and if additional risks should be considered. 
An overall budget of 28 hours was approved, see [City of Spokane_HCA External Investigation Review Budget Approval].  
2. Inform entity of estimated investigation costs. An overall budget of 28 hours was approved. We spoke with Michelle Murray, 
Accounting Director on 12/05/2022. 



  
 
B.1.PRG - Investigation Procedures 
 
Procedure Step: Communications and Interviews 
Prepared By:  TAA, 2/2/2023 
Reviewed By:  SMS, 5/25/2023 
 





http://saosp/GeneralInfo/AuditorRefGuide/APM/Pol-1410.docx
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Purpose/Conclusion: 
Purpose/Conclusion: 
To document interviews conducted during our investigation. 
  



Testing Strategy: 
Consult with the Special Investigations Program Manager on whether interviews need to be conducted and, if so, the timing, nature of the 
questions, and who will lead the interviews. 
  
Document interviews conducted. If the entity conducted interviews, get a copy of the notes or records. 
  



Guidance/Criteria: 
ADDITIONAL BACKGROUND 
Auditors should consider the following background information and resources when performing work on this area. 
   
SAO Audit Policy 1410 - Fraud Investigations 



Record of Work Done: 
Procedures: 
  
During the course of our investigation, we documented various communication with the entity and other parties, as applicable in this linked 
communications log: [Communication Log ]. 
  
Option A: During the external investigation, interviews were conducted by City personnel as documented at [Micaela Martinez Predisc Notes 10-26-
2022], in a meeting with Micaela Martinez on 10/26/2022. The subject did not take responsibility for the loss as she noted a loss did not occur as 
she fulfilled her responsibilities and earned her compensation. 
Key statements noted in the interview include:  



• Performed all duties and performed them well 
• No loss to the City and was not disruptive 
• Took on a second job and was confident she could do both 
• Work with HCA was flexible, and decided to make both jobs work. 
• Did not steal and earned every penny made. She could do both jobs and even work 80 hours a week 





http://saosp/GeneralInfo/AuditorRefGuide/APM/Pol-1410.docx
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• Intended to resign from the City  
 
B.1.PRG - Investigation Procedures 
 
Procedure Step: External Review Assessment 
Prepared By:  TAA, 2/2/2023 
Reviewed By:  SMS, 5/25/2023 
 



Purpose/Conclusion: 
Purpose: To determine if our Office can rely on the work conducted and the conclusions reached by the external investigation. 
  
Conclusion: 
We determined we can rely on part of the conclusions reached by the external investigation.   
  



Testing Strategy: 
Review the external investigation using the external review checklist and TeamMate as your documentation tools. 
  
The main goal is to determine if we can rely on the work performed and agree with their investigation conclusions. Areas to consider if we 
agree: 



• The overall results 
• Dollar amount 
• Investigation approach/method 
• Scope (did they look back far enough) 
• Completeness 
• How responsibility was assigned 
• If/how the whatelse areas were addressed 
• If/how interviews were conducted? (If yes, get a copy of the interview notes and attach to TM file) 



  
Expectations: 



• Required: Team SI must approve any additional work before it is performed.   
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• Use SAOShare for receiving external investigations 
• Use the tools available, such as TeamMate and External review checklist to document your work 
• Exercise good communication - keep your Manager and Team Fraud informed, including when you request and receive an 
entity's investigation and document dates in the fraud database activity log 
• Ensure your documentation is clear, concise, understandable, and relevant 
• Ensure work is complete, well thought out, and timely 



Guidance/Criteria: 
 



Record of Work Done: 
Auditor Procedures: 
 
Step 1. We obtained the entities external investigation report. See [Investigative Memo_Martinez Internal Audit Findings Report] 
  
Step 2. We reviewed the work performed by Christine Croskey CIA, Internal Auditor. We documented our review in our checklist here: 
Fraud_External_Investigation_Review_Checklist  
  
External Review Conclusion:  
  
We determined we can rely on part of the conclusions reached by the external investigation.  
  
The City concluded the actions of the subject did result in a financial loss to the City in the total amount of $11,552.20 for payroll costs incurred 
that the employee was not entitled to receive, and may have violated portions of the Washington State Ethics Law (RCW 42.52). 
  
We agree that an ethics violation occurred as the subject was working two jobs at once as there is evidence to support the subject worked at both 
entities during the loss period. However, we are unable to quantify the extent of the loss on the City, as we cannot determine the amount of 
overlap in time the subject was actively working at both HCA and the City.   
  
 
B.2.PRG - Concluding Procedures 
 
Procedure Step: Reporting 
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Prepared By:  TAA, 11/6/2023 
Reviewed By:  SRS, 11/21/2023 
 



Purpose/Conclusion: 
Purpose/Conclusion: 
To determine and document our reporting of the investigation results. 
  



Testing Strategy: 
Investigators are responsible for reviewing any work performed by auditors. Prior to deciding level of reporting, documentation must be reviewed 
by Team SI.  
It is often helpful to Brainstorm with Team SI on how to frame the investigation report. Considerations include: 



• How to best “tell the story” in the report 
• The status of employment of the individual 
• Work performed by the entity or external parties 
• How the fraud was detected 



• Any agreed-upon restitution including the cost of the investigation 



• The length of the fraud 



  
Attach the final reports in TeamMate.  



Guidance/Criteria: 
ADDITIONAL BACKGROUND 
Auditors should consider the following background information and resources when performing work on this area. 
   
SAO Audit Policy 1410 - Fraud Investigations 
  





http://saosp/GeneralInfo/AuditorRefGuide/APM/Pol-1410.docx
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Record of Work Done: 
Auditor procedures: 



1. We brainstormed with the Special Investigations Program Manager and determined to report our results we would issue a reduced investigation 
report. Fraud Investigation Report  



2. Setup an exit planning meeting to: 



• Strategize the exit - Connect with Special Investigations Program Manager   - done, met with Stephanie Sullivan on 10/13/2023 
• Determine attendees - Work with the client to determine who they want to attend, but it cannot be an open public meeting - done, 



request communicated to audit contact 
• DO NOT share the draft report with your client until the exit meeting (exceptions need to be discussed with the Special Investigations 



Program Manager) 
  
3. After Exit procedures: 



• Gather the entity response and add it to the report in track changes in ARL. Notify the Special Investigations Program Manager the 
response is ready for review. 



• Set report publish date - Special Investigations Program Manager will assist in determining a report date, which needs to be at least one 
week out to provide executive management an opportunity to review. 



• Inform OS of publish date - Leave a note in ARL for OS, informing them of the publish date.  
• Check the “publish” box – You must do this early – at least a week before the publish date. Checking the box kick-starts OS’s process to 



finalize the report and notify executive management.  
  



4. Create an exception and attach the final approved Reduced investigation report to the TeamMate file [Final Report City_HCA]; report was 
issued as a combined report with the Washington State Health Care Authority- see team Mate file C1-SpokaneHCA-FD22.  
  
5. Complete the requested information fields in the fraud database on the Outcome tab attach the recommendation into the supporting 
documents within the database. 



 
B.2.PRG - Concluding Procedures 
 
Procedure Step: Exit Conference 
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Prepared By:  TAA, 11/6/2023 
Reviewed By:  SRS, 11/21/2023 
 



Purpose/Conclusion: 
Purpose/Conclusion: 
To communicate the results of our investigation with the client. 



Testing Strategy: 
Conduct an exit conference with the client to discuss the approved draft report – this may be in person or via video call or phone.  Depending on 
significance, other attendees may include the Special Investigations Program Manager and Audit Manager.  Document the following:   



• Where the meeting was held or if it was conducted via video call or phone 



• When the meeting was conducted 



• Who attended the meeting 



• Significant discussion points  
If a exit recommendation will be issued, a formal exit conference is not required; instead, contact the client to discuss the results of our 
investigation with them before giving/sending the letter. Just a reminder, it is a best practice to use SAOShare to send the draft reports or deliver 
in person. Document this communication including who, when, and any significant discussion points. 



Guidance/Criteria: 
ADDITIONAL BACKGROUND 
Auditors should consider the following background information and resources when performing work on this area. 
   
SAO Audit Policy 1410 - Fraud Investigations 
  



Record of Work Done: 
Exit Conference: 
The following people attended the exit conference on December 16, 2023 via Teams virtual meeting: 



• City of Spokane - Michelle Murray, Accounting Director 
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• HCA - Lynda Karseboom, Audit and Accountability Manager; Marc Defreyn, Enterprise and Risk Manager; Kari Summerour, 
External Audit and Compliance Manager; Nathan Hathaway, Employee Relations Manager; Annette Schuffenhauer, Chief Legal Officer 
• SAO - Stephanie Sullivan, Sadie Armijo, Alisha Shaw, Tara Alfano  



  
  
We went over the results of the investigation. In addition to the investigation, the following items were also discussed: 



• None that have a bearing on the current investigation    
 
B.2.PRG - Concluding Procedures 
 
Procedure Step: Quality Control Assurance Certification 
Prepared By:  TAA, 11/6/2023 
Reviewed By:  SRS, 11/21/2023 
 



Purpose/Conclusion: 
Purpose/Conclusion: 
To certify adherence to the expectations set forth by the Audit Policy Manual. 



Testing Strategy: 
This step must be signed-off by the Investigator and Audit Manager. 



Guidance/Criteria: 
ADDITIONAL BACKGROUND 
Auditors should consider the following background information and resources when performing work on this area. 
  
SAO Audit Policy 3430 - Quality Assurance Certification  



Record of Work Done: 
I certify the following expectations were met and Audit Policies that are common to all types of SAO engagements: 
  





http://saosp/GeneralInfo/AuditorRefGuide/APM/Pol-3430.docx
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1.  I am independent and exercised objective and impartial judgment on all issues associated with conducting this investigation and reporting on 
the results.  Audit Policy 3110 - Independence and Ethics 
  
2.  I used reasonable care and professional skepticism throughout this investigation.  Audit Policy 3130 – Professional Judgment  
  
3.  Work was performed by staff who collectively possesses adequate professional competence.  Audit Policy 3140 – Competence and CPE  
  
4.  Assistants on the investigation were informed of their responsibilities and objectives of the procedures they were to perform, and their work 
was reviewed to ensure it was properly performed and documented.  Audit Policy 3160 – Supervision and Review  
  
5.  Documentation, including any evidence maintained in a paper file, was reviewed and coaching notes were resolved.  Audit Policy 3160 – 
Supervision and Review  
  
6. Work was sufficiently documented to enable a knowledgeable person, who has had no previous connection with the investigation, to ascertain 
that the information collected and the work performed support significant judgments and conclusions.  Audit Policy 3310 – Standards for 
Documentation 
 



Issues 
 



ISS.1 - Fraud Investigation Report 
Prepared By:  TAA, 10/13/2023 
Reviewed By:  SRS, 11/21/2023 
Type:   Verbal Recommendation 
Category:   
Reporting Level(s):  



Issue 
See finding level issue in C1SpokaneHCA-FD22 
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Impact   
Cost Savings:     
Questioned Costs:  



NOTES 
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Schedule change request to HCA.pdf




HCA 03-138 (08/21)



Work Schedule/Shift Change Notice



Last name First name Middle name or initial



Personnel number Position title Division Unit



Holiday conversion to 5/8 schedule? Position overtime eligible Work week



 Yes   No  Yes   No 



New Work Schedule Rule (Required, see page 2) Schedule start date (current or future pay cycle)



 No schedule match, this is best fit*



First date off — if a change to a two week 9/80 schedule Telework (If Yes, Telework Schedule Code is required, see page 2)



 Yes   No  Telework Schedule Code:  



Please Note:
• Changes with a schedule start date prior to the current pay cycle will be entered with a date in the current pay cycle.
• Work schedule rules cannot be changed if there are future leave entries posted in MyPortal on/after the schedule start 



date. If there is future leave in MyPortal, it will need to be deleted before the new work schedule rule can be keyed. If not 
deleted prior to submitting the work schedule, processing will be delayed.



Old schedule/shift Sunday  Monday  Tuesday Wednesday Thursday Friday  Saturday



Week 1  



Week 2 (9/80 only) 



New schedule/shift Sunday  Monday  Tuesday Wednesday Thursday Friday  Saturday



Week 1  



Week 2 (9/80 only) 



Program needs for schedule/shift change/reason for change (not required if new schedule was mutually agreed to)



Check all that apply.



 Supervisor’s Notice to Employee  Employee’s Request to Supervisor Mutually Agreed Change 



 Permanent Change   Temporary Change   For Training Purposes  Yes  No



exclamation-triangle If this Work Schedule/Shift Change Notice affects your telework agreement in any way, you must submit a new 
HCA Telework Agreement.



Employee signature Date Supervisor signature Date
Comments



Send the signed copy (employee and supervisor signatures) to Human Resources at HRMB@hca.wa.gov



* Best fit: If the work schedule is not listed on page 2, choose the ‘best fit’ – a schedule must be identified.  If a “best fit” is chosen, a work 
schedule substitution reflecting the actual work schedule will be required.



Employee lunch break
Start End





https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Finside.hca.wa.gov%2Fsites%2Fdefault%2Ffiles%2F30-613-telework-agreement.pdf&data=04%7C01%7Cjeff.woodley%40hca.wa.gov%7C522636ee48514d85109708d964d1c04f%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637651674304177355%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=3XLnp0VP3GD%2BvUVdjGKTYoFL4QGiZTdD%2BPqyNSWPwbU%3D&reserved=0


http://HRMB@hca.wa.gov





						2022-08-16T16:18:26-0700


			Martinez, Micaela (HCA)








						2022-08-16T16:44:34-0700


			Shayder, Laura (HCA)








			Comments: 


			Supervisors signature date: 8/16/2022


			Employee signature date: 8/16/2022


			Mutual-N: Off


			Mutual-Y: Yes


			For Training Purposes: Off


			Employee’s Request to Supervisor: Yes


			Temporary Change: Off


			Permanent Change: Yes


			Supervisor’s Notice to Employee: Off


			Program needs for change: 


			Lunch break-end: 12:30


			Lunch break-start: 12:00


			New week 2 Saturday: 


			New week 1 Saturday: 


			New week 2 Friday: 


			New week 1 Friday: FLEX


			New week 2 Thursday: 


			New week 1 Thursday: 6-4:30


			New week 2 Wednesday: 


			New week 1 Wednesday: 6-4:30


			New week 2 Tuesday: 


			New week 1 Tuesday: 6-4:30


			New week 2 Monday: 


			New week 1 Monday: 6-4:30


			New week 2 Sunday: 


			New week 1 Sunday: 


			Old week 2 Sunday: 


			Old week 2 Monday: 


			Old week 2 Tuesday: 


			Old week 2 Wednesday: 


			Old week 2 Thursday: 


			Old week 2 Friday: 


			Old week 2 Saturday: 


			Old week 1 Saturday: 


			Old week 1 Friday: 8-5


			Old week 1 Thursday: 8-5


			Old week 1 Wednesday: 8-5


			Old week 1 Tuesday: 8-5


			Old week 1 Monday: 8-5


			Old week 1 Sunday: 


			Telework Schedule Code: EP9


			Telework-n: Off


			Telework-y: Yes


			First date off: 


			no match: Off


			Schedule start date: 09-04-2022


			New Work Schedule Rule: R015


			Woek week: MON-THURSDAY


			overtime-n: No


			overtime-y: Off


			5-8-N: No


			5-8-Y: Off


			Unit: OCP


			Division: DLS


			Position title: CONTRACT SPECIALIST


			Personnel number: 1070632


			middle anme or initial: R


			first name: MICAELA


			Last name: MARTINEZ











