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To: Strand, Ann (SAO)

Subject: External cyber losses

Date: Wednesday, April 20, 2022 10:41:02 AM
Hey Ann

I’'m following up to the discussion today about external cyber losses. | mentioned | had a listing of clients with external losses that | think we need to follow up on in future accountability audits
Please know that this is a draft list. We still have some questions to figure out on the program side. That said, | didn’t want to leave everyone hanging after mentioning | had a list, but then not sharing
it. ©

So these are the cases that | think we need to follow-up on. If any of these audits are spinning up soon, please give me a holler so we can confirm we want to follow-up on it, and get you the
resources to do so. As we nail down the list, I'll likely add something into the FAWF files. In other words, this email won’t be the only way | communicate which clients need this follow-up work.

phishing email requesting change to An email was sent to the payroll department from a supposed employee but was an imposter asking
463 | City of Cle Elum F-21-388 55882 Payroll employee payroll banking information to change their bank account information. Successful
On March 3, the payroll clerk received an e-mail that appeared to have come from a city employee
processed check to scammer instead of requesting to change their direct deposit. The payroll clerk processed the request for the March 7
0851 City of Toppenish F-20-100 54530 Payroll employee pay date. (deposit on March 6) Successful
Kittitas County Public An employee's bank account for direct deposit was changed based upon an email that did not come
1474 | Hospital District No 1 F-20-153 57609 | payroll | fraudulent email to change direct deposit | from the employee. Successful

Brandi Pritchard, CFE
AD of Local Audit & Special Investigations
M
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From: Pritchard, Brandi (SAQ)

To: Strand, Ann (SAO)

Subject: External cyber losses

Date: Wednesday, April 20, 2022 10:43:58 AM
Hey Ann

I’'m following up to the discussion today about external cyber losses. | mentioned | had a listing of clients with external losses that | think we need to follow up on in future accountability audits

Please know that this is a draft list. We still have some questions to figure out on the program side. That said, | didn’t want to leave everyone hanging after mentioning | had a list, but then not sharing
it. ©

So these are the cases that | think we need to follow-up on. If any of these audits are spinning up soon, please give me a holler so we can confirm we want to follow-up on it, and get you the
resources to do so. As we nail down the list, I'll likely add something into the FAWF files. In other words, this email won’t be the only way | communicate which clients need this follow-up work.

phishing email requesting change to An email was sent to the payroll department from a supposed employee but was an imposter asking
463 | City of Cle Elum F-21-388 55882 Payroll employee payroll banking information to change their bank account information. Successful
On March 3, the payroll clerk received an e-mail that appeared to have come from a city employee
processed check to scammer instead of requesting to change their direct deposit. The payroll clerk processed the request for the March 7
0851 | City of Toppenish F-20-100 54530 | Payroll employee pay date. (deposit on March 6) Successful
Kittitas County Public An employee's bank account for direct deposit was changed based upon an email that did not come
1474 Hospital District No 1 F-20-153 57609 payroll fraudulent email to change direct deposit from the employee. Successful

Brawdi Pritchard, CFE
AD of Local Audit & Special Investigations
M
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Strand, Ann (SAQ)

Boob, Adam (SAQ)
Cc: Wilson, Mandy (SAQ); Bunger, Amy (SAQ); Anglin, Stephanie (SAQ)
Subject: FW: External cyber losses
Date: Wednesday, April 20, 2022 10:51:25 AM

HI Adam. Can you please add this email to the FAWF folders for the three entities listed below?
Thank you!

From: Pritchard, Brandi (SAO) <pritchab@sao.wa.gov>

Sent: Wednesday, April 20, 2022 10:44 AM

To: Strand, Ann (SAO) <stranda@sao.wa.gov>

Subject: External cyber losses

Hey Ann

I’'m following up to the discussion today about external cyber losses. | mentioned | had a listing of clients with external losses that | think we need to follow up on in future accountability audits
Please know that this is a draft list. We still have some questions to figure out on the program side. That said, | didn’t want to leave everyone hanging after mentioning | had a list, but then not sharing
it. ©

So these are the cases that | think we need to follow-up on. If any of these audits are spinning up soon, please give me a holler so we can confirm we want to follow-up on it, and get you the
resources to do so. As we nail down the list, I'll likely add something into the FAWF files. In other words, this email won’t be the only way | communicate which clients need this follow-up work.

phishing email requesting change to An email was sent to the payroll department from a supposed employee but was an imposter asking
463 | City of Cle Elum F-21-388 55882 | Payroll employee payroll banking information to change their bank account information. Successful
On March 3, the payroll clerk received an e-mail that appeared to have come from a city employee
processed check to scammer instead of requesting to change their direct deposit. The payroll clerk processed the request for the March 7
0851 City of Toppenish F-20-100 54530 Payroll employee pay date. (deposit on March 6) Successful
Kittitas County Public An employee's bank account for direct deposit was changed based upon an email that did not come
1474 | Hospital District No 1 F-20-153 57609 | payroll fraudulent email to change direct deposit | from the employee. Successful

Brandi Pritchard, CFE
AD of Local Audit & Special Investigations
M
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From: Bunger, Amy (SAO)

To: Barragan, Juan (SAQ!
Subject: FW: External cyber losses
Date: Wednesday, April 20, 2022 11:00:51 AM

From: Strand, Ann (SAO) <stranda@sao.wa.gov>

Sent: Wednesday, April 20, 2022 10:51 AM

To: Boob, Adam (SAO) <adam.boob@sao.wa.gov>

Cc: Wilson, Mandy (SAO) <wilsonm@sao.wa.gov>; Bunger, Amy (SAO) <bungera@sao.wa.gov>; Anglin, Stephanie (SAO) <stephanie.anglin@sao.wa.gov>

Subject: FW: External cyber losses

HI Adam. Can you please add this email to the FAWF folders for the three entities listed below?

Thank you!

From: Pritchard, Brandi (SAO) <pritchab@sao.wa.gov>

Sent: Wednesday, April 20, 2022 10:44 AM

To: Strand, Ann (SAO) <stranda@sao.wa.gov>

Subject: External cyber losses

Hey Ann

I’'m following up to the discussion today about external cyber losses. | mentioned | had a listing of clients with external losses that | think we need to follow up on in future accountability audits
Please know that this is a draft list. We still have some questions to figure out on the program side. That said, | didn’t want to leave everyone hanging after mentioning | had a list, but then not sharing
it. ©

So these are the cases that | think we need to follow-up on. If any of these audits are spinning up soon, please give me a holler so we can confirm we want to follow-up on it, and get you the
resources to do so. As we nail down the list, I'll likely add something into the FAWF files. In other words, this email won’t be the only way | communicate which clients need this follow-up work.

phishing email requesting change to An email was sent to the payroll department from a supposed employee but was an imposter asking
463 | City of Cle Elum F-21-388 55882 | Payroll employee payroll banking information to change their bank account information. Successful
On March 3, the payroll clerk received an e-mail that appeared to have come from a city employee
processed check to scammer instead of requesting to change their direct deposit. The payroll clerk processed the request for the March 7
0851 | City of Toppenish F-20-100 54530 | Payroll employee pay date. (deposit on March 6) Successful
Kittitas County Public An employee's bank account for direct deposit was changed based upon an email that did not come
1474 Hospital District No 1 F-20-153 57609 payroll fraudulent email to change direct deposit from the employee. Successful

Brandi Pritchard, CFE
AD of Local Audit & Special Investigations
M
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From: Strand, Ann (SAQ)

To: Pritchard, Brandi (SAQ)
Subject: RE: External cyber losses
Date: Wednesday, April 20, 2022 10:50:00 AM

Thanks Brandi. We're currently working on the schedule for the city/county/spd’s so I'm not sure when they’re going to start yet, but I'll keep you in the loop.

From: Pritchard, Brandi (SAO) <pritchab@sao.wa.gov>

Sent: Wednesday, April 20, 2022 10:44 AM

To: Strand, Ann (SAO) <stranda@sao.wa.gov>

Subject: External cyber losses

Hey Ann

I'm following up to the discussion today about external cyber losses. | mentioned | had a listing of clients with external losses that | think we need to follow up on in future accountability audits

Please know that this is a draft list. We still have some questions to figure out on the program side. That said, | didn’t want to leave everyone hanging after mentioning | had a list, but then not sharing
it. ©

So these are the cases that | think we need to follow-up on. If any of these audits are spinning up soon, please give me a holler so we can confirm we want to follow-up on it, and get you the
resources to do so. As we nail down the list, I'll likely add something into the FAWF files. In other words, this email won’t be the only way | communicate which clients need this follow-up work.

phishing email requesting change to An email was sent to the payroll department from a supposed employee but was an imposter asking
463 | City of Cle Elum F-21-388 55882 Payroll employee payroll banking information to change their bank account information. Successful
On March 3, the payroll clerk received an e-mail that appeared to have come from a city employee
processed check to scammer instead of requesting to change their direct deposit. The payroll clerk processed the request for the March 7
0851 | City of Toppenish F-20-100 54530 | Payroll employee pay date. (deposit on March 6) Successful
Kittitas County Public An employee's bank account for direct deposit was changed based upon an email that did not come
1474 Hospital District No 1 F-20-153 57609 | payroll fraudulent email to change direct deposit | from the employee. Successful

Brandi Pritchard, CFE
AD of Local Audit & Special Investigations
M
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From: /O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
(FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=5AF4EDA608494856BCF84931228EC823-GILLIS, JEA on behalf of
SAO MI Wa St Auditor Hotline

To: "Vshaul1234@Gmail.com"
Subject: Washington State Auditor"s Office
Date: Tuesday, February 21, 2023 12:20:00 PM

Dear Mr. Shaul,

Thank you for contacting the State Auditor’s Office Citizen Hotline regarding the City of
Toppenish and their hiring practices. We take our job of holding government accountable
for the use of public resources seriously, and we have carefully considered the information
you shared in your hotline submission.

We have determined this issue is outside our audit authority as defined by RCW 43.09.
Therefore we consider this matter closed.

Sincerely,
Hotline Management
H-23-078
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From: WA State Auditor Hotline

To: "Vshaul1234@Gmail.com"
Subject: Washington State Auditor"s Office
Date: Tuesday, February 21, 2023 12:20:06 PM

Dear Mr. Shaul,

Thank you for contacting the State Auditor’s Office Citizen Hotline regarding the City of
Toppenish and their hiring practices. We take our job of holding government accountable
for the use of public resources seriously, and we have carefully considered the information
you shared in your hotline submission.

We have determined this issue is outside our audit authority as defined by RCW 43.09.
Therefore we consider this matter closed.

Sincerely,
Hotline Management
H-23-078
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