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Government that works for citizens

Leap to it! May 29 is the
filing deadline

The 2016 leap year brings a May 29 filing deadline for
all local governments that operate on a December 31st
year end. Most of the 1,800 governments in Washington
are busy filing their annual reports, and a large majority
have already submitted successfully. As if the leap year
deadline wasn't already unusual, May 29 also falls on the
Sunday of Memorial Day weekend.

Unfortunately, the state law which requires local
governments to file a report does not mention an
allowance for holidays or weekends. File as early as you
can, and give yourself the break you need over that long
weekend.

If you need any last-
minute help, please
reach out to wus.
Contact Duane Walz
(Duane.Walz@sao.
wa.gov) or use our
Client HelpDesk
from your Online
Services account.

Thank you for your support

When the Legislature adjourned an overtime 2016 session
on March 29, an additional $10 million was diverted from the
Performance Audit of Government Account. This money —
added to the $12.6 million diverted during the 2015 session -
would have resulted in a 74 percent reduction to the account.
This account funds our Local Government Performance
Center, IT security performance audits of local governments,
and performance audits of state agencies.

Thankstothe support ofthe manylocal governmentsand local
government associations that submitted veto request letters,
Governor Inslee vetoed the budget proviso and preserved
these important functions for the current biennium. We are
now ready to proceed with our planned schedule of activities.
We couldn’t be more grateful for your support!

Spring 2016

National award for FIT

The National State

Auditors Association F ‘ FINANCIAL
(NSAA) selected our ' INTELLIGENCE
Financial Intelligence Tool TOOL

(FIT) to receive one of four The Local Government Performance

Center has already been acknowledged
once by NSAA, receiving a special award in
2014 for its services to local governments.

;:( NSAA

The Local Government Performance Centeratthe Washington
State Auditor’s Office developed FIT to help officials regularly
assess and monitor their government’s financial health.

Excellence in Accountability
Awards for 2016, in the
Special Project category.

NSAA strives to encourage
and provide opportunities for
the exchange of information and
ideas between auditors on the
federal, state and local levels.

- FIT is an online, interactive program that displays historical

financial information in a trend format, with graphs and
charts that allow for easy analysis. It is designed to help local
government officials who need a sound understanding of
their organization’s finances, but who may not have the
experience or confidence to analyze complex financial
statements themselves.

Continued on page 2
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Changes in audit billing
follow your feedback

Our Office has made three changes to our audit billings
based on your feedback.

First, we changed the billing rate for travel. We lowered
our hourly rate for travel time to one-half of our hourly
billing rate. Our April 2016 invoices, for March activity,
reflected the new rate.

Second, we adjusted our previous travel billings. We
retroactively applied the newrate totravel billingsincurred
since October 1, 2015, and issued refund warrants.

Third, we changed our invoice, after you told us it would
be helpful to know the cost of each type of audit. In the
past, the invoices for our audit billings listed the auditor
name, hours worked, billing rate and the total charge.
Invoices will now detail the hours worked by audit type,
with a separate line item for travel charges.

If you have any questions or concerns related to these
changes, please contact Kelly Collins, Director of Local
Audit, at (360) 902-0091, or our Financial Services Manager,
Janel Roper, at (360) 725-5600.

We value a respectful and positive relationship with every
government we audit, and believe these changes reflect
both the value of our Office staff and your government'’s
need to budget and account for our audits.

Coming Soon: Emails let you know
when audit reports publish

The Auditor’s Office is continuing its efforts to improve
communication. As of April 2016, state agencies and
local governments will receive an email notification two
days before their audit report is due to be published.
The advance notice allows organizations to be prepared
when the report becomes a public document and is
available to the media and other interested parties.

In a separate email, we also send an audit survey. We
appreciate your feedback on our audit services. If you
have any questions about the notification email or the
survey, please contact your Audit Manager.

FIT wins NSAA award - Continued from page 1

As a result of using FIT, local government users will be better
able to understand and monitor their organizations’ financial
health, maintain effective oversight, and maximize the
services they provide to citizens. To learn more about FIT for
your government, see page 4 and visit our website at www.
sao.wa.gov/local/Pages/LGPC.aspx.

New resource to implement
GASB standards

The State Auditor's Office

has created an easy-to-
use template to help
your financial statement

preparation team meets
new GASB standards. Using
thenewchecklistcanensure
they perform sufficient
research to correctly and
timely implement changes
to the standards. This fully
customizable form (in a | = T ————
Word document) should - — ]
be adjusted to reflect the assigned responsibilities and
processes for financial statement preparation at each
government. You can find the checklist on our website at:
portal.sao.wa.gov/PerformanceCenter/Home/ViewFi
le?ResourcelD=18505&ResourceFilelD=5360

Also, if you plan to attend the WFOA Annual Conference
this fall, check out our session on Controls over Financial
Statement Preparation - What we can do better! A synopsis
of what you'll learn is already available on the WFOA
Sessions page at: www.wfoa.org/resources/sessions/

Kitsap Fire District No. 18
receives Stewardship Award

On March 9, 2016, the
State Auditor's Office
presented a State Auditor
Stewardship Award to
the Kitsap County Fire
District No.18, the first
fire district in the state to
receive one. The District
was recognized for its
dedication to making
government work better.

The District was particularly recognized for its efforts
to reach out to people in the community by forming
a Citizen Review Board. The review board advises the
District during the budgeting process and helps gather
information and provide expert guidance in the areas of
debt refinancing, operations improvement and District
spending. By involving the Citizen Review Board, the
District saved money when it issued debt and has been
able to streamline operations, making the District more
effective and efficient.



Cyber-Security Alert

Imagine your local government’s files and documents
held for ransom. The risk is greater than you think, with
the number of cyber-attacks by ransomware increasing
rapidly.

Ransomware, including Cryptolocker and its variants, is
malicious software that encrypts files on a computer as
well as files on the network that the user has access to.
Once the files are encrypted, the only way to open them
again is with the encryption key. Victims must pay a
ransom, usually in a virtual currency such as Bitcoin, to the
attacker to obtain the key to their locked files.

How does it happen
Some common ways that THanmay
an attacker can introduce e

ransomware into a victim'’s system
are embedded email links or email
attachments, or websites with
hidden malicious software.

The expensive headache doesn’t
end with the ransom. Victims lose
day-to-day productivity and need
additional IT services to repair the
compromised system and attempt
to restore any lost files. And there
is no guarantee hackers haven't —
viewed sensitive and confidential
information.

Sylﬁ.ukur" =
7 days, 13 hours, 35 mins, 25 secs

What you can do to reduce

the risks

You can reduce the risk your
government  will fall prey
to ransomware by taking these
steps.

+ Keep your computers’
software security products

up-to-date and enabled. They

should include anti-virus and
anti-malware programs.

« Always apply the latest
software security patches

promptly.

Illustration courtesy of the FBI.

« Install controls that limit a user’s ability to install and
run unauthorized software.

To minimize the impact of ransomware:

+ Limit users’ access to only those resources they need
to perform their jobs

« Make it clear what users should do if they do
accidentally click on a link, or if they notice unusual
activities like changes to file name extensions.

+ Have a plan: minutes count if you want to reduce the
damage of ransomware and prevent its spread to other
files or systems on the network.

The most important action you can take:

Back up your data

One of the best defenses against ransomware is having
regularly updated backups. If attacked, you may lose
changes made since your last backup, but being able to
restore a workstation or your entire system to an earlier
snapshot significantly reduces your risk.

Remember that ransomware will encrypt files on drives
that are mapped, including network or cloud-based file
storage, even external drives such as a USB flash drive, if
you assign a drive letter to the backup location. Consider
copying your data to some sort of removable media and
then disconnecting it from the system.

Test your backup program regularly. It is very common to
assume a backup is working fine — but things can and do
go wrong. You don't want to discover a problem in your
backup file after the ransom note arrives.

+ Train all computer-users on
good cyber-security habits.
Regularly remind them not
to open suspiciously titled
email or click on unsolicited
web links or attachments in

VLR PERSOMAL 1ILES ARE EMCILRTLD

email messages.

To learn more, see US-Cert Alert (TA16-091A) CryptoLocker
Ransomware Infections:

www.us-cert.gov/ncas/alerts/TA16-091A
and a recent FBI article on ransomware:

www.us-cert.gov/ncas/current-activity/2016/04/29/FBI-
Releases-Article-Ransomware




Two State Auditor Stewardship
Awards presented in May

OSPI recognized for ongoing commitment
and collaboration

On May 12, the State Auditor’s Office presented a State
Auditor Stewardship Award to the Office of Superintendent
of Public Instruction. OSPI was recognized for its ongoing
commitment to relevant and accurate financial reporting
guidance for school districts through the diligence of staff
members and their efforts to coordinate with our Office.

In particular, Paul

Stone, Supervisor of
School District and
Educational Service
District Accounting,

was recognized

for his leadership,
professionalism

and collaboration,
demonstrated by his
commitment to improving
the accuracy and
timeliness of accounting
and reporting guidance
for school districts and
ESDs in Washington.

Pictured above, left to right:
TJ Kelly, Director of School
Apportionment and Financial
Services, Jan Jutte, Deputy
State Auditor, and Paul Stone,
Supervisor of School District
and ESD Accounting.

Ellensburg School District recognized
for culture of strong internal controls

On May 18, we presented a State Auditor Stewardship
Award to the Ellensburg School District, the first school
district in the state to receive one.

The District was recognized for its culture of strong
internal controls, which has been cultivated by
management’s focus on keeping an updated
understanding of

applicable laws

and regulations. In
particular, Farley
Walker, the District’s
Business Manager,
has demonstrated
outstanding
leadership by
creating a culture
that promotes
accountability for
public resources.

Pictured above, left to right: Farley
Walker, Business Manager, Mark
Rapozo, Deputy Director of Local
Audlit, Paul Farris, Superintendent.

State Auditor’s Office to release
FIT for GAAP users

In July 2015, the Washington State Auditor’s Office
released the Financial Intelligence Tool (FIT) for local
governments that report under the BARS cash basis of
accounting. Coming sooninJune, FIT will also be available
to most entities that report under GAAP. (The exceptions
are housing authorities, risk pools and government
associations.)

FIT combines financial information reported annually to
the State Auditor’s Office with other data sources to create
a variety of analysis features to:

- Provide standard, transparent, financial reports
based on current and historical data

« Offer understandable, and easily accessible
financial analyses
+ Guide financial decision makers of any
experience level
Learn more about FIT by visiting our website at
www.sao.wa.gov/local/Pages/LGPC.aspx

Tips for GAAP users

If you report using GAAP, here’s what you need to know
about this first release of FIT for GAAP:

1. Initially, only your 2015 data will be available on
your screen.

2. Instructions within the FIT application will tell you
how to request 2013 and 2014 data.

3. Once we assemble your 2013 and 2014 data, you'll
be asked to complete a verification step.

4. Once verified, we will upload this data to FIT and
you will have three years of data available to study.

Adding earlier years of data isn't mandatory, but it can
be helpful. The best time to review earlier data is in July,
after the CAFR deadline but before budget season is in
full swing — a perfect time to analyze your fiscal health!

Short video helps newly elected
officials learn about our Office

As a newly elected official or recently hired local
government employee, you may have questions regarding
audits by our Office. This 15-minute, online presentation
guides you through what you can expect during
your audit, and has an overview of local government
audit services and resources. View it on our website at
portal.sao.wa.gov/trainingfiles/An_Overview_of_
Audit_Services/story.html.



Two new offices from one
in Eastern Washington

Greater efficiency and service improvement are just two
of the goals of an important administrative change to our
Office’s audit teams in Eastern Washington.

We have separated Team Inland Northwest into two
teams - Team Pullman, led by Debbie Pennick, and
Team Spokane, led by Brad White. We believe having
two audit managers in the area will allow us to be more
available to state agencies and local governments while
providing greater support to our staff.

The organizations affected by this change should see little
or no change in the administration and performance of
their audits. While the two teams will be administratively
separate, they will continue to work collaboratively to
ensure all audits in the region are conducted in a timely
manner and meet all deadlines.

Debbie joined the State Auditor’s Office in 1992 and has
been an Audit Manager since 1999, leading Team Inland
Northwest since 2010. Over her career with our Office,
Debbie has held several Program Manger assignments
and is currently our Program Manager for Hospitals and
Cities. Brad joined our Office in 2010, when he joined Team
Inland Northwest as an Assistant State Auditor 2. In 2013,
he was promoted to an Assistant Audit Manager, working
with Debbie, and became a Certified Public Accountant.

We look forward to working with you on future audits.
Please contact Debbie in Team Pullman at Debbie.
Pennick@sao.wa.gov, or Brad in Team Spokane at
Bradley.D.White@sao.wa.gov, if you have questions.

Washington State Auditor's Office locations statewide
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Other staff changes at our Office

Bryson Bristol is our new Team Olympia Audit
Manager. Bryson joined the Office as an intern in 2007.
He has worked on many teams, including Local Audit,
Performance Audit and Whistleblower. In January
2014, Bryson was promoted to an Assistant Audit
Manager on Team Local Government Support, before
transferring to the State Team later in the year.

Deena Garza was appointed the Acting Audit Manager
for Team Bellingham. Deena joined our Office as an
intern in 2006. She progressed through the various
auditor positions, and has led and supervised some
of the larger and more complex audits on Team
Bellingham. Deena was promoted to an Assistant
Audit Manager in 2013.

Andy Asbjornsen is our new Team Energy Audit
Manager. Andy joined the State Auditor’s Office in 2006,
assigned to Team Bellingham as an Assistant State
Auditor 1.1n 2013, Andy was promoted to Audit Manager
there; in 2015, he became the Program Manager for
Housing Authorities, Ports and now also PUDs.

New appointments to the Local Government Advisory Committee

The Local Government Advisory Committee, otherwise
known as LGAC, is pleased to welcome new members Josie
Koelzer, Michael Schaub and Christine Smith. Josie Koelzer
(Franklin County), represents the Washington Association
of County Officials (WACO); Michael Schaub represents the
Office of Financial Management, and Christine Smith (City
of Vancouver) represents the Washington Finance Officers
Association (WFOA).

Other members of LGAC were reappointed for another
three-year term. They include: Serena Dolly, representing
the Association of Washington Cities; Milene Henley (San
Juan County Auditor) representing WACO, Alexandra
Johnson, representing the Auditor’s Office; Jeff Monsen,
representing the County Road Administration Board); and
Brad Posenjak (Chelan County), representing WFOA.

The Committee takes a leading role in setting statewide
financial policies, including accounting, budgeting and
reporting. It makes recommendations to the Legislature
andrespondswhen lawmakers change policies affecting the
Budgeting, Accounting and Reporting System prescription.
It also advises the State Auditor on issues relating to the
prescription of a uniform financial reporting system.

Members’ terms are three years and expire December
31. The Committee meets a minimum of twice a year,
and members may attend by teleconference. For
information about the Committee, or if you are interested
in becoming a member, please visit our website at www.
sao.wa.gov/local/Pages/AdvisoryCommittee.aspx.
If you have any questions, please contact Christy Raske,
Chair, at Christy.Raske@sao.wa.gov



